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Abstract. Digital automation of railway traction power supply is promoted as a way to
reduce energy use and improve supply quality, but the evidence behind reported benefits is
heterogeneous: measured results, pilot data, simulations, manufacturer claims and policy targets
are often cited together. The aim was to compare international practices in the digital automation
of traction power systems critically and to assess the conditions for their transfer to Kazakhstan.
A structured scoping review reported according to PRISMA-ScR was combined with a
comparative multiple-case analysis. OpenAlex was searched on 10 October 2026 (2016-2026)
with five strings, supplemented by operator and agency sources. 292 unique records were screened
in two independent passes (Cohen’s kappa 0.70); 56 studies were included, together with 7
documents from other sources. Only 10 studies reported field implementation or field experiments,
46 relied on models or hardware-in-the-loop tests driven by measured data, and 41 used data from
China; no field evidence on the cybersecurity of traction power control was found. Of six national
cases, four (Spain, Japan, Russia, South Africa) report measured effects for reversible substations,
wayside storage and protection data analytics; the Chinese field experiments are not quantified,
the Swiss case reports no outcome, and evidence on flexible traction substations and digital twins
is mainly model-based. The novelty is an explicit evidence hierarchy combined with a criteria-
based transferability assessment for Kazakhstan; a proposed six-stage framework can guide pilot
selection on KTZ lines. The main limitation is the use of one open index, with most studies
assessed at abstract level.

Keywords: railway traction power supply; digital automation; regenerative braking;
energy storage; SCADA; scoping review; Kazakhstan
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AHHOTauus. TeMipXONAbIH TapTBIMABIK SIEKTPMEH >KAOABIKTaybIH IUQPPIBIK
ABTOMATTAHJABIPY DSHEPTHS TYTHIHYIBl a3aiiTy JXOHE SIEKTPMEH XaOJbIKTay carmachliH
apTTBIPY KYpalbl pPETiHAE YCBIHBLIAABI, ajaijia >KapusiaHFaH HOTHKEIEpIiH INeIIiK
Herizi Oipkenki emec: enmeMjaep, MUIOTTHIK IEePEeKTEp, MOJACIbICY, OHIIPYIIIEPIiH
MoJiMAeMeNepl KOHE MaKCaTThl KOPCETKIIITep KUl KaTap KeaTipuieai. 3eprTeyniq
MaKcaThl — TapTBIMJABIK DJHEPTETUKAIBIK KyHenaepai UUQPIBIK aBTOMATTaHIBIPYIbIH
XalbIKapalblK TOXKipuOEeCiH aHBIKTay, OHBI CHIHU TYPFBIIAH CalbICTBHIPY jkoHe KaszakcTanra
kemipy tmmapTtrapeiH Oaramay. PRISMA-ScR rtamanrtapeiHa colikec OasHmanraH
KYpBUIBIMAIFaH ayKbBIMJABIK HIONYy (scoping review) OipHeme KeHCTi CalbICThIpMalbl
tangaymeH OipikTipinai. 2026 xpurrsl 10 kazanmga OpenAlex uaaekcinne (2016-2026) 6ec
CYpaHbICIIEH 137ey OKYpri3uiim, omepaTtopiap MEH Opra’fapiblH JepeKKe3aepiMeH
TOJBIKTHIPBUINEL. 292 Gipereii )xaz0a exi Toyenci3 kezeHzae ipikrenni (Kosn kanmacer 0,70);
56 3epTTey eHrisini, onapra 6acka Ke3aepAeH ajdblHFaH 7 KyKaT Kocblnabl. Tek 10 3epTrey
JaJanblK €HTi3y HeMece [allaliblK SKCIEPUMEHT HOTWIXKENEpiH YCBHIHIBI, 46 3eprrey
OJIIIEHTeH JepeKTepre HeriznenreH moxaenbaepre Hemece HIL-cwimakTapra cyiiennai, 41
3eprrey KpiTail nmepextepiH malmamaHAbl; TapTBIMABIK AJIEKTPMEH KaOIbIKTAY bl
O0ackapyIblH KHOEpKayinci3airi OOWbIHIIA JalanblK JepeKTep TaObuIMaabl. AJThl YATTHIK
keictig tepreyi (Mcnmanus, Xanonus, Peceit, OHTYCcTiK Adpuka) peBepCcUBTI KOCAIKbI
CTaHUHUSIAp, CTAlMOHAPJBIK SHEPTrus >KUHAKTAy >KyHelepl >KoHe peseliK KOpFaHbIC
JIepeKTepiH Tanmay OOWbIHINA OIIMIEHTeH ocepliepai kepcereni; KpiTailgarbl namaibik
AKCTEPUMEHTTEPIIH ocepl CaHAbIK Typae Oepinmered, llIBeimapus KeHciHAE HOTHXKE
KapusimanOaraH, al WUKEeMJIi TapTBIMABIK KOCAJIKbl CTAaHUHSAIAp MEH HUMPIBIK eri3aep
OOMBIHIIIA JTOJIENIEP HETI31HeH Mojenbaeyre cyheHnenl. JKaHaubIFpl — D9SN IepAiH alKbIH
uepapxuscsl MeH KazakcraH YIIiH KpUTEpUHJepre HETi3JIeJITreH KeuUlipy MYMKIHIITiH
Oaranay;, ycweiHbIIFaH anThl keszeHal meHOep KTXX skenmimepinae NHIOTTHIK yYacKeHi
Taggayra Oarmap Ooma amanbel. Heri3ri mektey — Oip amiblK WHACKC MalIalaHbBIIIbI,
3epTTeyJepAiH KOIIIIIrT aHHOTaus JeHTeiHae OaFalaH Ibl.

Tyiiin ce3mep: TeMipKOIIBIH TapTHIMIBIK SICKTPMEH KaOIBIKTaybl; HMUDPIBIK
aBTOMATTAaHABIPY; PEKYNEpPaTUBTIK TeXey; OJHeprus kuHakray xkyheci; SCADA;
ayKbIMABIK mony; Kazakcran

Joiiexce3 ymin: AHTOHOB b.A. (2026). TeMipoJaabIH TapTHIMIBIK YHEPTETHUKAJIBIK
KyHenepin nu@pibIK aBTOMATTaHABIPY AbIH XaJbIKapaJblK TIKipuOeci // Kazakcran ennipic
komiri. Tom. 23. Ne 91. 07-18 OGert. https://doi.org/10.58420.ptk.2026.91.03.001 (ArbL.
Ti1.).

Mynnenep KaKTbhIFbIChI: ABTOp MyAjAedep  KaKTHIFBICBIHBIH  JKOKTBIFBIH
MOJIIMIE 1.
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AnHotanus. [{ludpoas aBromaTuzaiysi TATOBOrO AJIEKTPOCHAOKEHHS JKEIE3HBIX JTOPOT
paccMaTpuBaeTcsi Kak CHoco0 CHHU3UTh OHEPromnoTpeOieHHWe U TOBBICHTH  Ka4eCTBO
AJIEKTPOCHAOKEHMsI, OJHAKO JOKa3aTeiabHas Oa3za 3asgBiIeHHBIX J((PEKTOB HEOTHOPOHA:
U3MEpPEHUs], MUJOTHBIC JaHHBbIE, MOJCIUPOBAHUE, 3aABJICHHUS MPOU3BOJUTEIECH U I1IEJIEBbIC
MoKa3aTelu HepelKo NpuBOAATCS BMecTe. llenb uccinenoBaHusi — BBIIBUTH U KPUTHYECKU
COIOCTaBUTh MEXIyHAPOJHYIO MPAKTUKY MU(PPOBON aBTOMATU3AIIMU TATOBBIX YHEPTETHUYCCKHIX
CHCTEM M OIEHUTH ycioBus e€ mepeHoca B Kazaxcran. CTpyKTypHpOBaHHBIN CKOYIHUHT-0030D,
odopmiennslit mo PRISMA-ScR, 00bemuHEH cO CpaBHUTEIIBHBIM aHATTN30M HECKOJIBKUX KEHCOB.
ITouck B OpenAlex BoimoHeH 10 okts16pst 2026 1. (2016—2026 rT.) 110 11ATH 3a1Ipocam 1 JIOTOJIHEH
HUCTOYHUKAMU OTIEPATOPOB M BEAOMCTB. 292 YHHUKAIIbHBIE 3aITUCH OTOOPAHBI B IBA HE3aBUCUMBIX
npoxoaa (kanma Kosna 0,70); BkatoueHbI 56 Uccie10BaHniA, K HUM J00aBJIeHbI 7 JOKYMEHTOB U3
Ipyrux UCTOYHHUKOB. Jlumb 10 uccienoBanmii COOOIIAOT O MOJIEBOM BHEIPEHUU WM MOJIEBBIX
JKCIIEpUMEHTaX, 46 ocHOBaHbl Ha Monensax wiau HIL-ucneiTaHusx ¢ HMCHOJIB30BaHUEM
U3MEPEHHBIX JNaHHBIX, 41 ucnonb3yeT naHHbie Kurtas; moyieBbX JaHHBIX 0 KuOepOe3omnacHOCTH
YIOpaBJIEHUS TATOBBIM 3JIEKTPOCHAOKEeHHEM He OOHapykeHo. M3 1mecTu HallMOHANIbHBIX KeiicoB
yerpipe (Mcmanums, Snonus, Poccus, KOAP) mnokaspiBaloT u3MepeHHblE APQPEKTH IS
PEBEPCUBHBIX MOJICTAHIIUN, CTAIMOHAPHBIX HAKOMUTEIEH SHEPTUM U aHAIU3a JAHHBIX PEICHHON
3amuThl; 3(G(EKTh MOJEBBIX JKCIEPUMEHTOB B KHTae KONMUYECTBEHHO HE NPUBEIEHBI, IO
[IBeiinapun  pe3yibTaTbl HE OMyOJUKOBAaHBL, a JOKa3aTelIbCTBa IO THUOKUM TATOBBIM
MOJICTAHIIUAM ¥ IU(POBBIM TBOWHHKAM B OCHOBHOM MOJeNbHbIC. HOBU3HA COCTOUT B SIBHOU
UepapXuM J0Ka3aTeNbCTB W KPUTEPUAIbHOM OLieHKe mepeHocumoctd A Kaszaxcrana;
peJIOKEHHAs MIECTUATAITHASI CXeMa MOXKET UCTIONB30BaThCS P BEIOOPE MIJIOTHOTO yYacTKa Ha
muausax KTXK. OcHoBHOE OrpaHHYe€HHE — MCTIOIB30BaH OJUH OTKPBITHIM MHIIEKC, OOJBIIMHCTBO
HCCIIEJOBAaHUH OLICHEHO HA YPOBHE AHHOTALIUMN.

KiioueBble cjioBa: TIroBOo€ AJIEKTPOCHAOXKEHHE KEJIE3HBIX JOpor; IHudpoBas
aBTOMAaTHU3allMsl; PEKyNEepaTUBHOE TOpMOXKeHMe; Hakonutenu sHeprun; SCADA; ckoynuHr-
0030p; Kazaxcran

Jas uurupoBanusi: AHToHOB b.A. (2026). MexayHapoaHblii oOnbIT HH(PPOBOIA
AaBTOMATHU3allMM TATOBBIX OSHEPreTUYECKHMX CHCTEM JKEJIEe3HOJOPOKHOro TpaHcmopra //
[lompimuiennsit  tpancnopr  Kaszaxcrama. T. 23.  No. 91. Crp. 07-18.
https://doi.org/10.58420.ptk.2026.91.03.001 (Ha anr.).

KondaukT uaTEepecoB: ABTOp 3asBISIET 00 OTCYTCTBUU KOH(IJIMKTa HHTEPECOB.

Introduction.

Railway traction power supply is changing from a passive, grid-fed infrastructure into an
actively controlled energy system with storage, power-electronic converters and local generation
(L1, 2026). The main technical driver is regenerative braking. Energy that cannot be absorbed by
other trains or returned to the grid is dissipated in braking resistors (Khodaparastan et al., 2019:
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2831-2847). Timetable coordination, on-board and wayside storage and reversible substations
have been proposed to recover it (Gonzélez-Gil et al., 2013: 374-388), and the choice of storage
technology depends on whether it is installed on board or at the wayside (Dominguez et al., 2025).

Published claims about these options mix measured operational results, pilot data,
simulations, manufacturers' statements, policy targets and projections, and a percentage reported
for one line cannot be converted into an expected effect for another network. Comparisons that
keep the type of evidence visible are therefore needed, including in Kazakhstan. The operational
length of the national network was 16,005 route-km at the end of 2023, and more than a fifth of
the approximately 21,000 track-km is electrified (AIIB, 2026). Kazakhstan Temir Zholy (KTZ)
reports 4,237 km of electrified sections; after the replacement of the Lisna telemetry system by the
AMT system, telemetry control of dispatch circles will cover 2,448 km of them, and similar work
is planned on further power supply sections by 2029 (KTZ, 2025). The split of the network
between direct-current (DC) and alternating-current (AC) traction could not be confirmed from an
official source during this study, so transferability is assessed conditionally for both systems.

The aim of this study was to identify, compare and critically assess international practices
in the digital automation of railway traction power systems and to determine which technical and
institutional elements may be transferable to Kazakhstan. The research question was: which digital
automation technologies have been implemented in international railway traction power systems,
what verifiable outcomes have been reported, and under what conditions could these practices be
transferred to Kazakhstan? The object is foreign digital control of traction power; the subject is its
technologies, outcomes and conditions of transfer. The analytical proposition was that the strength
of evidence differs more between technologies than between countries, and that transferability
depends mainly on the electrification system and on the digital readiness of substations.

Reviews of regenerative braking energy group recovery methods into operational measures
(timetable and driving), storage on board or at the wayside, and reversible substations that return
energy to the public grid (Gonzalez-Gil et al., 2013: 374-388; Khodaparastan et al., 2019: 2831—
2847). A recent review of railway storage finds supercapacitors and lithium-ion batteries viable
on board and recommends supercapacitors and flywheels for wayside use (Dominguez et al.,
2025). A 2026 review of distributed photovoltaic and storage integration distinguishes substation-
side, wayside-distributed and hybrid multi-port schemes and argues that single-phase, highly
dynamic traction loads and strict voltage and protection constraints make energy management of
traction systems distinct from that of conventional microgrids (Li, 2026).

Monitoring and digital-twin research forms a second stream. A systematic review of
railway digital twins covering 91 papers addresses four primary subsystems of the railway
(Thompson et al., 2025: 238-250). These reviews are organised by technology rather than by the
strength of field evidence.

The third stream concerns communication and security. Communication for power utility
automation is standardised in the IEC 61850 series (IEC, 2026). Railway-specific cybersecurity
requirements are set out in CLC/TS 50701:2023 (CENELEC, 2023). A 2026 systematic review of
cybersecurity in intelligent railway systems maps research trends and challenges at system level
(Abukeshek et al., 2026). Russian-language work on the digital traction substation describes digital
substations based on IEC 61850 and a pilot project for a digital traction substation at Inskaya
station commissioned in 2020 (Ryzhova, 2023: 15-31).

None of the reviews identified here compares national cases with an explicit grading of
evidence types or assesses transferability to a 1,520 mm network such as that of Kazakhstan.

Materials and Methods.

The study combined a structured scoping review with a comparative multiple-case
analysis. The review followed the methodological framework for scoping studies (Arksey,
O'Malley, 2005: 19-32) and was reported according to the PRISMA extension for scoping
reviews, PRISMA-ScR (Tricco et al., 2018: 467-473). The term systematic review is not used,
because no protocol was registered and most studies were charted from abstracts.
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The database search was run in the open bibliographic index OpenAlex on 10 October
2026. OpenAlex allows the query, filters and results to be reproduced without subscription
access. The search covered titles and abstracts, publication dates from 1 January 2016 to 10
October 2026, and the document types article and review; no language filter was applied. Five
strings combined traction-power terms with terms for storage and regenerative energy (S1),
substation automation and SCADA (S2), monitoring and digital twins (S3), energy
management, metering and microgrids (S4) and cybersecurity (S5); the full Boolean strings are
given in Supplementary file S1.

Other sources were identified by targeted searches of operator and agency websites (RFI,
JR East, the Swiss Federal Office of Energy, CORDIS) and by citation tracking.

Eligibility was defined by population, concept and evidence. The population was the
fixed installations of electrified heavy rail, metro and light rail. The concept was one of the
technologies of digital automation at the level of the traction power system: energy storage,
reversible substations and control or energy management of storage and converters; railway
microgrids and renewable integration; protection, SCADA and condition monitoring; smart
metering; digital twins and state estimation; load forecasting; or cybersecurity of power-supply
control. The evidence criterion required an outcome from an identified real system, either from
field implementation or a field experiment, or from a model or hardware-in-the-loop (HIL) test
driven by or validated against measured data from that system.

Records were excluded for five reasons: E1, not a railway traction fixed installation or
transport mode unclear; E2, no data from an identifiable real system (synthetic simulation or
concept only); E3, outside the concept (power-electronic topology without an automation
function, train-operation optimisation, signalling, rolling stock, or mechanical inspection of the
catenary); E4, incomplete bibliographic record without DOI or identifiable venue; ES, retracted
publication. Mechanical and image-based catenary inspection was excluded because it
addresses geometry rather than control of the electrical system. Reviews were retained as
background only.

Titles and abstracts were screened in two independent, Al-assisted passes, with final
decisions verified by the authors. The first pass used an automated flag for evidence terms (for
example, measured, field, in service); the second, blind to the first, read every full abstract.
Disagreements were arbitrated against the protocol. Full texts were sought for field-
implementation studies and for all sources used to define national cases. Charted fields included
country, system, electrification, technology, scale, evidence type, reported outcomes with units
and their location in the source, validation and reading level.

Six evidence types were distinguished and not combined: measured operational results;
pilot or field-experiment results; simulation or HIL results driven by measured data;
manufacturer claims; policy targets; and projected benefits. Case-defining sources were
appraised against five criteria: the system is identified; data provenance is stated; a baseline is
reported; validation is described; and the authors are independent of the operator and the
supplier. Evidence quality was rated high (at least four criteria met), moderate (three) or low
(two or fewer). The full screening log, extraction sheet and appraisal are provided as
Supplementary file S1.

A country was treated as a national case if at least one included source identified a real
system and reported quantified measured operational or field-experiment results, or if an
official operator or agency document described an operational system. Countries represented
only by model-based or projected evidence were used as supporting evidence.

Transferability was assessed against fourteen criteria for Kazakhstan, grouped into four
domains: technical compatibility (electrification system and voltage, condition of substations,
compatibility with existing SCADA, interoperability, communication coverage); geography
and environment (gauge, climate, distance between facilities); institutions (regulation including
grid-code rules for reverse power flow and tariffs, cybersecurity readiness, technical workforce,
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maintenance capacity, capital costs); and data availability (including traffic and substation load
data). The resulting matrix is given in Supplementary file S1. Each criterion was recorded as
supported by official Kazakhstani evidence, contradicted or unknown; no numerical weights
were assigned, because no expert survey was conducted. Synthesis was narrative with frequency
counts; effect sizes were not pooled because the metrics are not commensurable.

Results.

The five strings returned 310 records (S1, 45; S2, 13; S3, 127; S4, 118; S5, 7). After
removal of 18 duplicates, 292 records were screened. The two passes agreed on 267 of them (91.4
%; Cohen’s k¥ = 0.70); 25 disagreements were arbitrated, of which 15 led to inclusion and 2 to
exclusion of records first retained. In total, 235 records were excluded (E1, 32; E2, 103; E3, 81;
ES, 1; reviews, 18). Of the 57 records assessed for eligibility, full texts were retrieved for 5; the
remaining 52 were assessed on abstract and bibliographic metadata. One study was excluded
because it described an implemented monitoring system without outcome data. In total, 56
database studies and 7 documents from other sources were included (Figure 1); all 63 are listed in
Supplementary file S1.

Records identified in OpenAlex Records from other sources
(10 October 2026), n = 310 .
S1=45;S2 =13; S3 = 127; (operators, agencies, i
S4=118: S5~ 7 citation tracking), n = 7
Records after removal of — Duplicates removed, n = 18
duplicates, n = 292 (17 by identifier, 1 cross-language)

Excluded, n = 235
Titles and abstracts screened E1 not a traction fixed installation = 32
in two independent passes, E2 no real-system data = 103
n = 292 (agreement 91.4%, E3 outside concept = 81
Cohen's kappa = 0.70) ES retracted = 1
l Reviews kept as background = 18

Records assessed for eligibility,
n =57 (full text 5; —>
abstract and metadata 52)

l :

Database studies included, Documents from other sources
n =56 included, n =7

| |

Sources included in the synthesis, n = 63
National cases compared: Spain, Japan, China, Russia,
South Africa, Switzerland

Excluded: no outcome data
reported, n = 1

Fig. 1. PRISMA-ScR flow of source selection

Of the 56 database studies, 48 were published from 2021 onwards (by OpenAlex
publication year). By country of data, or of author affiliation where the system was not named, 41
studies came from China, three from Poland and two from Russia; Croatia, France, Italy, Morocco,
Romania, South Africa, Ukraine, the United Kingdom and Viet Nam contributed one each, and
one study could not be assigned. AC systems were studied in 33 studies (including one dual
AC/DC system) and DC systems in 18; in five the electrification was not stated or not applicable.
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Only 10 studies reported field implementation or field experiments; 46 relied on models or HIL
tests driven by measured data. Storage, energy management and converter control dominated (45
studies), while protection, monitoring and SCADA (4), digital twins and state estimation (4), load
forecasting (2) and smart metering (1) were rare. The cybersecurity string returned 7 records, none
of which was included; one dataset from a traction substation was excluded because the installation
was not identified as an operating system. No included study reported field evidence on the
cybersecurity of traction power control.

Six national cases met the selection rule: Spain, Japan, China, Russia, South Africa and

Switzerland. Their evidence is summarised in Table 1 and described below.

Table 1 — Evidence for the six national cases

Evidence Transferability | ;. . .
Country System Technology Scale Reported outcome quality to Kazakhstan Limitations
iﬁ;ﬁ;ﬁﬁ ) 1 substation; Measured Conditional: One line;
. Metro de ; 1 train; 18 On-board . DC sections; short
Spain L MVA DC/AC ] . operational; . .
(Cascetta et Madrid line converter in days; about | dissipated energy peer- requires campaign;
10B, 1500 V . 6,951 202 — 159 kWh . permission for | converter
al., 2021) DC anti-parallel brakin (—21.4%) reviewed; reverse power | below
with 3 MVA & 7 high (4/5) p
. events flow rated use
rectifier
. About 400
l‘)’:;}éSlde MWh/yr (4%) and Conditional:
storar}é' 2 storage 750 MWh/yr (8%) | Measured storage on ’ Not peer-
Japan JR East DC &% . & discharged; about | operational; & reviewed;
. power sites; 1 DC, .
(Sekijima et | sections; Joban | : Do 2,500 MWh/yr operator . baseline
. . interchange sectioning . . interchange
al., 2019) Line (Ushiku) . . regenerative report; low . method not
device; station | post ] device on AC
energy used; peak | (2/5) . stated
demand . sections
response —3-12%in
P verification tests
Converter
energy .
management Flllealriltiefizcgrsl " Field Conditional to Abstract-
China (Li et . over 4G; 6.4 MW q ) experiment; level data;
) Ningbo Metro . . abstracts; more . low: needs .
al., 2021; . fuzzy-logic field test; 6 model with Ningbo
) Line 4; Beijing . than half of converter-
Liu et al., . storage field studies; . measured study
. Batong line; . regenerative ) based
2021; Wu, . control; 35 model data; . authored
AC sections . energy can be substations .
Wu, 2024) power studies : . abstract . mainly by
. used in adjacent and data links .
conditioner . level; low a supplier
sections (authors)
between
sections
Moscow metro | Uncontrolled | In service Peak Eof”er Measured Conditional:
. . . . . —13.4%; peak . . Small,
Russia Filevskaya line, | supercapacitor | since 2014; operational; | DC sections;

. . current 7 — 5.5 seasonal
(Shevlyugin | substations T- storage on several KA: eneray saving | PEET no control savings:
etal., 2017) | 23 and T-24 substation months of ’ Ogy IVINE | reviewed; software 25;

(DC) buses measurement 0.5-2.5% (winter), high (4/5) required one line
5.6% (spring) & !
. Test trip times Conditional:
South Gautrain, 2 x Protectlp n 42.4-62.0 ms Measqred AC sections;
. IEDs with . operational . No energy
Africa 25kV . . above settings; . consistent
disturbance 5 substations o and on-site . outcomes;
(Moyo et autotransformer ) recorded trip times -y with KTZ
al., 2021) system recorders,. up to 100 ms tests; high telemetry one system
? SCADA links . 4/5)
above test times renewal
A Digital load About half Operational Insufﬁm.ent
Switzerland management . No measured data: tariff No
SBB, 16.7 Hz of rolling deployment .
(SFOE, by short outcome structure in outcome
network . stock; target . and target;
2021) shedding of published Kazakhstan data
. >70 MW low (1/5)
heating loads unknown

Spain. On line 10B of the Madrid metro (1500 V DC, about 15 km, 11 stations),a2 MVA
DC/AC converter was installed in anti-parallel with the 3 MVA rectifier of the La Moraleja
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substation. On-board measurements on one train during 18 days of commercial service from
October 2019, covering about 6,951 braking events, showed that energy dissipated in on-board
resistors fell from 202 kWh in conventional mode to 159 kWh in reversible mode, a reduction
of 21.4 % (Cascetta et al., 2021). The converter operated below capacity because grid injection
was not yet permitted (Cascetta et al., 2021).

Japan. The East Japan Railway Company reports annual discharged energy of about 400
MWh, about 4% of feeding energy, for the battery storage at Haijima substation, and about 750
MWh, about 8%, at Okegawa substation (Sekijima et al., 2019: 18). A power interchange device
at the Ushiku sectioning post on the Joban Line, in full operation since April 2015, made about
2,500 MWh of regenerative energy usable per year (Sekijima et al., 2019: 19). In verification
tests, demand response reduced peak power by 3—12% at single stations (Sekijima et al., 2019:
22). The storage and interchange-device figures are measured operational results, but they are
published by the operator itself and not peer-reviewed.

China. Six studies reported field-level evidence. A converter-based energy management
system linked trains, ground bidirectional converters and a supervisory level over 4G
communication and was tested at full power scale (6.4 MW) on Ningbo Metro Line 4 (Li et al.,
2021:798-807). A fuzzy-logic energy management strategy that adapts the charge and discharge
thresholds of a ground storage system was tested in the field on the Beijing Batong line (Liu et
al., 2021: 9945-9956). For a regenerative braking power conditioner between adjacent AC
power sections, the authors report a case study and an engineering application and state that
more than half of the regenerative energy can be utilised in adjacent sections (Wu, Wu, 2024:
174—184). Three further field studies cover storage control on a metro main track, short-circuit
capacity identification and a maintenance platform on the Wuhan—Guangzhou line
(Supplementary file S1). The other 35 Chinese studies used measured load data in models or
HIL tests, for example on the Beijing—Shanghai high-speed line (Ying et al., 2021: 64127—
64141) and the Lanzhou—Xinjiang line (Wang et al., 2023). The abstracts of the field studies do
not quantify energy savings.

Russia. On the Filevskaya line of the Moscow metro, an uncontrolled supercapacitor
storage system connected directly to the buses of traction substations has been in regular
operation since January 2014 (Shevlyugin et al., 2017: 81). Measurements showed a reduction
in peak substation power of about 13.4%, a fall in peak current from 7 kA to 5.5 kA, and traction
energy savings of 0.5-2.5% in winter and 5.6% in spring (Shevlyugin et al., 2017: 81-82).
Russian research also reports a digital-twin method for identifying load-capacity violations on
DC lines, using operational indicators recorded during transport operations and test runs
(Garanin et al., 2026: 100-109).

South Africa. On the Gautrain 2 x 25 kV autotransformer system, disturbance records
from protection intelligent electronic devices (IEDs), linked to SCADA, were analysed together
with on-site primary-injection tests (Moyo et al., 2021: 5704-5713). In the tests, relay trip times
exceeded the settings by 42.4—62.0 ms, and the disturbance records showed trip times up to 100
ms longer than in the tests; a fibre break was located 6,100 m from a substation.

Switzerland. On the 16.7 Hz traction network of Swiss Federal Railways (SBB), digital
load management switches off train and points heating for seconds to about a minute at peaks.
About half of the rolling stock is available for this purpose, and the stated target was at least 70
MW of flexible load by 2023; demand can swing by up to 300 MW within 15 minutes (SFOE,
2021). No measured outcome has been published.

Other countries provided unquantified field implementations (smart metering in Ukraine,
remote SCADA access in Romania; Supplementary file S1) or model-based, pilot or projected
evidence. A Polish study sized hybrid storage for a 3 kV DC substation with a model checked
against one year of 15-minute data (average daily energy 31.00 MWh simulated against 34.46
MWh measured) (Szelag et al., 2025). In Viet Nam, a hybrid digital twin reconstructed second-
level substation power from SCADA readings logged every 3—5 minutes on the 750 V DC Cat
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Linh—Ha Dong line, in a simulation validated against SCADA data (Tran, An, 2026: 983-993).
Rete Ferroviaria Italiana projected savings of 100 MWh per year, or 10-15% of a substation's
consumption, from a 3 kV DC braking-energy recovery prototype at Forli (RFI, 2021). In the
European IN2STEMPO project, tests at a 16.7 Hz 110 kV switchgear station of DB Energie
showed that 50 Hz merging units can be adapted to a 16.7 Hz environment, but no quantified
operational results were reported, so Germany was not treated as a national case (CORDIS,
2024).

Measured effects exist for reversible substations, wayside storage and protection data
analytics; evidence for flexible traction substations, reinforcement-learning energy management
and digital twins remains largely model-based; and reported magnitudes use incompatible
metrics, so the figures in Table 1 cannot be ranked or transferred.

Discussion.

The data are consistent with the analytical proposition: evidence strength followed the
technology more than the country, since China contributed both field experiments and model-
based studies, while reversible substations and wayside storage had measured results in three
countries. The Chinese evidence (41 of 56 studies) was assessed at abstract level and has not
been independently replicated, and the Japanese case rests on one operator report that is not peer-
reviewed.

Table 2 applies the transferability criteria to five technology groups. The criteria
supported by official Kazakhstani evidence are few: the construction of new lines to the 1,520
mm broad gauge standard (AIIB, 2026), the length of the electrified network and the planned
extension of telemetry (KTZ, 2025). Other critical criteria could not be confirmed from official
sources, so all five groups are at most conditionally transferable.

Table 2 — Transferability of technology groups to Kazakhstan.

Strongest evidence (type Kazakhstani criteria
Technology group case)g ype, supported by official Critical criteria unknown Assessment
evidence
Measured operational Telemetry renewal
A. Monitoring and (South Afrlc?); ﬁeld. planned to cover 2,448 Condition of substations; Conditional;
implementation (China, SCADA protocols; .
telecontrol from IED . of 4,237 km of o candidate for
‘Wuhan—Guangzhou line); : . communication coverage; .
and SCADA data . electrified sections . . early pilot
demonstration (Germany, (KTZ, 2025) cybersecurity readiness
IN2STEMPO) ’
B. Wayside storage Measured operational Electrification system b, Conditional;
- Ay & (Japan, Russia); field Length of electrified . ystem by . ’
with rule-based or . . section; data availability candidate for a
experiment (China, network (KTZ, 2025) . .
fuzzy control (traffic, substation load) DC pilot
Batong)
C. Rev.ers1ble Measured operational . . Regulation (grid code for Conditional on
substations and energy o None identified ) .
(Spain); projection (Italy) reverse power flow; tariffs) regulation
feedback
D Convrirbued, | ld sprinen (i
&y £ i £90); ¢ None identified availability; technical Low at present
flexible and co-phase models with measured A
. workforce; capital costs
substations data
Operatlonal deployment Regulation (tariff structure);
E. Load management without outcomes . . oy .
. ) None identified data availability (controllable | Insufficient data
and demand response (Switzerland); measured
. loads)
at stations (Japan)

Note: climate and distances between facilities were not assessed with official data for any
group.

Two groups appear most suitable for early piloting: monitoring and telecontrol based on
IED and SCADA data, because KTZ is already modernising telemetry and no reverse power flow
is required; and wayside storage with rule-based or fuzzy control on a DC section, because
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Moscow, Japan and Beijing provide measured or field-tested results. Reversible substations
depend on permission to inject energy into the public grid, which limited the Madrid converter
(Cascetta et al., 2021). Flexible substations and learning-based energy management need
converter-based substations and data infrastructure not yet documented in Kazakhstan, and their
evidence is mostly model-based.

Based on these findings, a six-stage framework is proposed (Figure 2) as a basis for
discussion, not as an implemented or approved programme. It moves from a digital audit and a
measured baseline of at least one year on one pilot section, so that seasonal variation of the kind
reported in Moscow is captured, through SCADA and monitoring integration under IEC 61850
and CLC/TS 50701, to energy management, forecasting and a calibrated digital twin, and ends
with an independent evaluation before any scaling. Each decision gate uses measured results from
the pilot section rather than results reported for other networks.

Digital audit of substations, telemetry, protection
Stage 1 devices and data formats; official confirmation of
the electrification system by section

decision gate: go / adjust / stop on measured results ----=-==------

Pilot deployment on one selected traction section;
Stage 2 measured baseline of at least one year before
intervention

decision gate: go / adjust / stop on measured results ----=--------

Integration of SCADA and condition monitoring (IEC
Stage 3 61850 communication; CLC/TS 50701 cybersecurity
requirements)

decision gate: go / adjust / stop on measured results -------=-----

Energy management and load forecasting functions on

Stage 4 the pilot section
decision gate: go / adjust / stop on measured results ------=------
Stage 5 Digital twin and p.redlc.tlve control calibrated
against pilot data
decision gate: go / adjust / stop on measured results -------------
Independent evaluation against th line befor
Stage 6 dependent evaluation against the baseline before

any network-wide scaling

Fig. 2. Proposed phased framework for digital automation of traction power supply in Kazakhstan

The search used one open index; Scopus, Web of Science and IEEE Xplore were not
searched directly, so relevant records may have been missed. Screening used two passes, but
charting and appraisal one. Full texts were retrieved for only 5 of the 57 records assessed for
eligibility, so quantitative outcomes of the Chinese field studies could not be extracted. Official
Kazakhstani data on electrification systems, substation condition and SCADA were not available,
and no cost data were analysed.

Conclusion.

Measured operational evidence exists for reversible substations (Spain), wayside storage
(Japan and Russia) and protection-device data (South Africa); China provides field experiments
on converter-based energy management and adaptive storage control. Flexible substations,
learning-based energy management and digital twins rest mainly on models, and no field evidence
on the cybersecurity of traction power control was found.

For Kazakhstan, the available evidence is consistent with a staged approach that starts with
a digital audit and a measured baseline, then pilots monitoring and telecontrol functions and, on a
suitable DC section, wayside storage with transparent control rules. Transferability depends on
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information that is not yet publicly available, above all the electrification system by section, the
condition and communication capability of substations, and the grid-code rules for reverse power
flow. Further work should obtain these data from KTZ, repeat the search in subscription databases
and evaluate a pilot against a measured baseline.
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Abstract. The present study investigates the complex problem of voltage regulation
and reactive power compensation in the traction power supply systems of electrified railways
operating at 27.5 kV and 2x25 kV. The research is motivated by the growing operational
challenges at Kazakhstan Temir Zholy (KTZ) network, where extended 220 kV transmission
lines up to 400 km in length generate significant capacitive reactive power under light-load
conditions, causing voltage deviation beyond permissible limits and complicating automatic
voltage regulation. The research object is the external and internal power supply system of
electrified railway sections in Kazakhstan; the research subject is the regime characteristics,
voltage deviation patterns, and reactive power balance under variable traction load conditions.
The paper systematically analyses the influence of traction load harmonics, current asymmetry,
and capacitive charging power of long overhead transmission lines on power quality indices.
Calculation models based on Il-equivalent circuit representation are developed for five
operational sections of KTZ, enabling quantitative assessment of voltage losses (2—7 kV range
depending on traffic intensity) and charging reactive power magnitudes. Technical solutions
are proposed and evaluated: capacitor banks with harmonic filters, on-load tap-changing
(OLTC) transformers, off-circuit tap-changing (OCTC) devices, shunt reactors (3.3 MVAr
units), and ferroresonance-controlled saturable reactors (SR) for continuous reactive power
regulation. The findings demonstrate that ferroresonance-type controlled reactors represent the
most technically feasible and cost-effective solution for automated reactive power
management under variable load schedules. Intelligent monitoring and SCADA-integrated
control algorithms are proposed as a direction for further development toward Industry 4.0-
compliant railway power infrastructure.
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AnHoramusi. 3eprreyae 27,5 kB xone 2X25 kB xyienepi OOWbIHIIA KYMBIC 1CTEHTIH
AIIEKTPIICHAIPUITeH TEMIpKOJIAAPABIH TapTy 3JCKTPMEH KaOAbIKTay >KyHenepiHaeri KepHeyni
pEeTTey KOHE PEaKTHUBTI KyaTThl ©T€Y Mocesesiepi KEIeHai TYpAe KapacThIPbUIFaH. 3epTTeyaiH
o3ektimiri «Kazakcran temip xombl» (KTXK) skemicimmeri maiipanaHy KWBIHIBIKTapBIHBIH
apTybIMEH OailmaHpIicThl, MyHJa Y3uIHABIFBI 400 kM-re naeiin sxereriH 220 kB anektp Oepy
KeJaepl a3 )KyKTeMe peXUMiHJe alTapibIKTall ChIMBIMIBUIBIKTEI PEaKTUBTI KyaT eHIipei, Oy
pYKcaT eTUITeH IIEKTEePAEH ThIC KEpHEY aybITKyJapblHa >XOHE aBTOMATThl KEpHEY peTTey
KYHECIHIH KypHAeJeHyiHe aibln  Kenedi. 3epTrey oObekrici periHge KazakcTaHHBIH
SJICKTPACHAIPUITEH TEMIPXKOJ YYacCKENEpiHIH CBIPTKbI JKOHE 1IIKi SJIEKTPMEH >KaObIKTay
XKyHenepi KapacThIPbULIBL, al 3€pTTeY IMOHI — alHBIMAIbBI TapTy XXKYKTEMECi KaFJaalbIHIaFbl
pPeXUMJIK CUMaTTaMasap, KepHEey aybITKyJIaphl )KOHE peakTUBTI KyaT OanaHchl. Makanajga TapTy
KYKTEMECIHIH TapMOHHUKAIApbIHBIH, TOK ACHMMETPHUSCHIHBIH JKOHE Y3BIH Jye DJJIeKTp Oepy
KEJTUICPIHIH CHIMBIMIBUIBIKTBI 3apPSITHIK KYaThIHBIH AJIEKTP DHEPTHUSACHI carachlHa dcepl Kyuenl
typae tanganraH. KTJ)K-veiH Oec HakThl maiiganany ydackeci ymriH [1-Topi3ni SKBHBAJICHTTIK
cyiba HETI3IHAEC ecenTey MOJEeIbAepl  O3IpJCHIN, OJapAblH KOMETIMEH  KO3FajbIC
KapKbIH/IBUIBIFbIHA OaiiTaHBICTHI 2—7 KB apanbiFblHAaFbl KEPHEY MIBIFBIHIAPEI MEH PEAKTUBTI KyaT
mamanapbl caHAbIK OaranaHabl. TeXHHUKaANBIK MICITIM/IEP PETiHIe TAPMOHUKANBIK CYy3riiepi 6ap
KOHJICHCATOPJIBIK OaTapesuiap, JKYKTeMe acThlHAa perTeneTiH Ttpanchopmatopiap (OLTC),
KYKTEMECI3 aybICTHIPHIN KOoCchlIaThiH KypbUIFbuIiap (OCTC), myHTTBIK peakTopiaap (3,3 MBAp
MOJYyJIb/Iepl) JKOHE PEAaKTUBTI KyaTThl Y3MIKCi3 perreyre apHairaH (Heppope30HaHCTHIK
OacKapbUIaThIH KaHBIFATHIH PEAKTOPJIAP YCHIHBUIBIIN, CaJbICTRIpMAbI TYpAe OaranaHraH. 3epTTey
HOTHXelepi heppope30HaHCTHIK OacKapbhlIaThIH pEaKTOPJIApIbIH alfHBIMAIIBI )KYKTEME KecTenepi
KarJailblHa PEeaKTHBTI KyaTThl aBTOMATThl OacKapyAblH TEXHHMKAJBIK >KOHE AKOHOMHUKAIIBIK
TYPFbIJIaH €H THIMI memimMi ekeHin kepcerTi. ConbiMeH Katap Industry 4.0 tanantapbina coiikec
MHTEJUJIEKTYyaJIIbl AJIEKTPMEH KaOJbIKTay HWHGPAKYPBUIBIMBIH KaJbIITACTBIPY OAaFbIThIHAA
SCADA-xylienepiMeH WHTETpalUsUIaHFaH WHTEJUICKTyalbl MOHUTOPHUHT J>KoHe Oackapy
ANrOPUTMAEP1 YCHIHBIIFaH.

Tyiiin ce3aep: 3JEKTPIACHIIPUITEH TEMIPXKOJ, TapTy EKTPMEH >KaOIbIKTay, TYHicme
JKEJICl, pEaKTUBTI KyaT, KEpHEY 1 peTTey, TapTy KOCATKbI CTAHIIUSCHI

Joiiexco3 ymiH: AckapoB A.A. (2026). DnexTpiaeHIIPUITeH TEMIp:KONI 3JIEKTPMEH
KaOABIKTAY JKYHEJEpiHAe KEpPHEY/l PEeTTey JKOHE PEaKTHBTI KyaTThl ©TEy: Tajjaay, 3aMaHayHu
HISHIIMEp XKOHE aBTOMATTaHABIpY nepcrnekTuBaiapsl // Kazakcran enaipic kemiri. Tom. 23. Ne
91. 19-30 Ger. https://doi.org/10.58420.ptk.2026.91.03.002 (Opsic. Ti.).

Mynaenep KakThIFbICHI: ABTOpP MY/AeJep KaKThIFbICBIHBIH dKOKTBIFBIH MOJIIMICHI.
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AnHoTanusi. B HacTosimie paboTe ucciiemyeTcs KOMIUIEKCHas Tpo0jieMa peryJInpoBaHus
HANPSDKEHHWST W KOMIICHCALlMM  PEAaKTHUBHOW  MOIIHOCTA B  CHUCTEMax TSITOBOTO
anektpocHabxkenus (CTD) snekTpuPUIMPOBAHHBIX JKEJIE3HBIX JOpOT, paboTarIUX Ha
HanpspkeHuu 27,5 kB u 2x25 kB. AkTyaiabHOCTB HcclieoBaHHs 00yCIOBIEHA PACTyIIUMU
JKCILUTyaTallMOHHBIMU TpyAHOCTIMH B ceTu AO «HanmonanbHas kommnanus «Kaszakcran
teMmip xonb» (KTX), rne npotsxénnbie nuHuM 3exktponepenaun 220 kB pnuHoit no 400
KM TE€HEpPUPYIOT 3HAYUTENbHYI0 EMKOCTHYIO PEaKTUBHYIO MOIIHOCTh B PEXKHUME MalbIX
HAarpy3o0K, BBI3bIBasi OTKJIOHEHHS HANPSOIKCHHS 3a JOMYCTUMBIC NpeAeiabl U 3aTPyIHSSA
ABTOMATHUYECKOE perynpoBanue HanpsikeHus. OObeKTOM UCCIEIOBAHUS SBIISICTCS] BHELTH S
U BHYTPCHHSISI CHCTEMa DJIEKTPOCHAOXKEHUS JIEKTPUPUIIMPOBAHHBIX KEIE3HOJIOPOKHBIX
yuacTkoB KazaxcTaHa; mnpeaMeToM — peXHUMHbIE XapaKTepPUCTUKH, 3aKOHOMEPHOCTHU
OTKJIOHEHUW HaNpsoKeHHs U OanaHC PeakTMBHONW MOIINHOCTH B YCIOBHSAX IEpeMEHHOMN
Tsropod Harpy3ku. Ha ocHoBe mnpexacraBiaenus JIOII II-skBuBaneHTHOW cXxeMoi
pa3paboTaHbl pacué€THBIE MOJENM JUISI TATH DJKCIUIyaTallMOHHBIX yd4acTkoB KT,
oOecrneuynBarIe KOJMISCTBEHHYIO OIIEHKY MOTeph HampspbkeHus (B auamazoHe 2—7 kB) u
BEJIMYUH 3apsiAHON peakTuBHOM MomHocTU (21,7-55,7 MBAp). [IpennoxxeHsl U OLEHEHBI
TEXHUUYECKHUE pelIeHUs: OaTapen KOHICHCATOPOB C GHILTPAaMU TAPMOHUK, TPaHC(HOPMATOPHI
¢ perynupoBanuem mnoxa Harpyskoid (PIIH), ycrtpoiictBa 06e3 Bo30yxnaenus (I1BB),
IIYHTUPYIOIINE PeaKTOPhl U (heppope30HaHCHBIC yIpaBiseMble peakTopbl HachimeHus (PH)
IJIs TIJIABHOTO PEryJIMPOBaHHS pPEakKTUBHOM MomHOCTU. Iloka3zaHo, 4YTO ympaBlseMble
peakTopsl (heppOpPE30HAHCHOTO THUIA SBJISAIOTCS HaWbOoJiee TEXHHUYECKH OOOCHOBAaHHBIM M
PKOHOMUYECKH dJPDEKTHBHBIM pEIICHUEeM Il aBTOMATU3MPOBAHHOTO  YIIPABICHUS
pEaKTUBHOW MOIIHOCTHIO. B KadecTBe HalpaBlieHWs AaJbHEHIIETO Pa3BUTUS B CTOPOHY
UH(PACTPYKTYPHI KEJIE3HOIOPOKHOTO IJIEKTPOCHAOKEHHUS, COOTBETCTBYIOUIEH cTaHAapTam
«Anpyctpun  4.0», TNpensoxkeHbl HUHTEUIEKTyalbHbIE alTOPUTMBI  yIpaBIEHUA C
uHrerpanueid B SCADA-cucTeMBI.

KiroueBble ciaoBa: siuekTpuduuupoBaHHas — Kejle3Has  J1Oopora, TATOBOE
3JIEKTPOCHAOKEHNE, pEaKTUBHASI MOIIHOCTD

Jnss muTtupoBanusi: AckapoB A.A. (2026). PerynupoBanue HamnpsoKeHUS U
KOMIICHCAIlM PEAKTUBHOM MOIMHOCTH B CHCTEMax TATOBOTO 3JIEKTPOCHAOKEHHS
AAEKTPUGUIUPOBAHHBIX KEJIE3HBIX JOPOT: aHAJIN3, COBPEMEHHbIE PEIICHUS U EePCIEKTUBBI
aBroMaru3auuu // IlomsinuenHslit Tpancnopt Kaszaxcranma. T. 23. No. 91. Crtp. 19-30.
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KoHpuaukT nHTEpecoB: ABTOPHI 3asBIISIOT 00 OTCYTCTBUU KOH(IUKTA HHTEPECOB.
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Beenenue.

OnexTpuuKanys KeIe3HOJOPOKHOIO TPAHCIOPTA SBIAETCS KpaeyroJbHbBIM KaMHEM
YCTOMYMBOTO Pa3BUTHS TPaHCIIOPTHOM cucTemMbl PecryOsmku Kazaxcran. 1o cocrosiauro Ha 2024
rog okoimo 4 000 kM HalMOHAJIBHOHM JKEJIE3HONOPOXKHOM ceTH, sKkcmmyatupyemoilt AO «HK
«Kazakcran temip xome» (KTXK), smektpuduiupoBaHo: Ha TJIABHBIX XO0JaX MPUMEHSIOTCS
CHCTEMBI TIEPEMEHHOr0 Toka 27,5 kKB M BBICOKONPOM3BOAUTENBHBIE aBTOTPAaHCHOPMATOPHBIC
cucreMbl 2x25 kB (MapkBapar, 1989: 5-18). HenpepbIBHBII pOCT IPy30BBIX U MAaCCAKUPCKHUX
IIEPEBO30K B COYETAHMH C BHEJPEHMEM MOIIHBIX MHOTIOCEKLMOHHBIX JJIEKTPOBO30B U
BBICOKOCKOPOCTHOTO TSATOBOTO TOJBHXKHOTO COCTaBa IMpeabsBIseT BcE Ooiee KECTKUE
TpeOOBaHUS K KAUeCTBY U HaJAEKHOCTHU TATOBOTO 3JIEKTPOCHAOXKEHUSI.

Tpu dbyHIaMEHTaNbHBIX 3JIEKTPOMATHUTHBIX SIBJICHUSI COCTABIISIIOT OCHOBHYIO IIPOOIeMy
s urkeHepoB CTDO. Bo-mepBbIX, peakTHBHas MOLIHOCTb, MOTpeOiisieMasl 3JIEKTPOBO3aMH,
BBI3BIBAET CYIIECTBEHHOE NAJCHUE HAIpPSIKEHUs BIOJIb NMUTAIOIIUX JUHUM KOHTAKTHOM CETH,
CHOCOOHOE CHU3HTH HANpPsHKEHUE HUKE MUHUMAIBHO JOIMyCcTUMOro 3HaueHus 19,5 kB B cucteme
27,5 kB (Mamommun, 3umakoBa 1991: 45-67). Bo-BTophIiX, ogHOMA3HBIA XapaKTep TATOBBIX
Harpy30K co3JaéT TOKOBYIO M HANPsHKEHHYI0 HECUMMETPHIO B MHUTAIOMIMX TPEX(Pa3HBIX CETIX
110-220 xB. B-TpeTbux, CHIIOBBIE 3JIEKTPOHHBIC MTPE0OpPa30BaTEId COBPEMEHHOTO TOBHKHOTO
coCTaBa T'€HEPUPYIOT B CETh OOraThlii CHEKTP HEUYETHBIX T'APMOHUYECKUX COCTABIISIOUIMX —
MPEUMYILECTBEHHO 3-U, 5-i, 7-i1, 11-i m 13-i1 mOpsAAKOB, yXyalIas KA4YeCTBO 3JICKTPOIHEPTUH
(Varetsky, Ostroverkhov, Mazur, 2020: 1-12).

['eorpaduyeckas paccpe0TOUEHHOCTS JKeJEe3HOI0pOKHON nHPpacTpyKkTypbl Kazaxcrana
00yCIIOBIMBAaEeT HEOOXOAMMOCTh MUTAHHS TATOBBIX MOACTAHIMNA OT MPOTHKEHHBIX BO3TYIIHBIX
nuHui  anektponepenaun 110220 kB mmnonr 150400 km. Takue nuHUM 00a1ar0T
CYLIECTBEHHOM pacHpeAcIEHHON EMKOCTBIO, TEHEPUPYIOLIEH 3HAYUTEIBHYIO 3apsIHYIO
PEAaKTUBHYIO MOITHOCTh B PEKUME MAJIBIX HArPY30K, YTO MOYKET MPUBECTU K POCTY HANPSIKEHUS
Ha [IMHAX BBICOKOTO HAMPSIKEHUsS TATOBBIX MOJCTAHIUH Bblme nomyctuMoro yposHs (Ilyushin,
Suslov, 2019: 1-6).

CxnagpiBaromasica napaaurma «Munyctpun 4.0», cetn natuumkoB ¢ nopuaepxkkoit 1oT,
SCADA-cucTteMbl 1 HHTEJUIEKTYaJIbHbIE AJITOPUTMBI MPOTHOCTUYECKOTO YIPABIEHUS OTKPBIBAIOT
HOBOE M3MEPEHHE B PEIICHUH JAaHHOW MPOOJIeMBbl MOCPEACTBOM HEMPEPHIBHOIO MOHUTOPUHTA B
peKUME peaJbHOTO BPEMEHH M aBTOMATHU3MPOBAHHOW ananTuBHOW KomrieHcamuu (Suslov,
Solonina, Smirnov, 2022: 49612—-49621).

Henp nccnenoBanuss — MNPOBECTH KOMILJIEKCHBIM TEXHUYECKUN aHAU3 XapaKTEPUCTHK
pexxuMa HampsbkeHHss W OanaHca peakTuBHOW MomiHocTH B CTD anekTpuduiupoBaHHBIX
xene3Hblx Jopor Kaszaxcrana, a Takke 00OCHOBAaTh ONTHMAJIbHBIE TEXHUUYECKHUE PELIEHUS IO
PEryJIMpPOBaHUIO HANPSKEHUSI U KOMIIEHCALIMM PEAaKTUBHOM MOIIHOCTH, BKJIKOYasi COBPEMEHHBIE
MOJIXO/Ibl K aBTOMaTU3UPOBAHHOMY YIIPaBIIECHUIO.

3anaun uccnenoBanus: (1) mpoaHamTU3UPOBATH SJIEKTPOMATHUTHOE BO3ACHCTBHE TATOBBIX
Harpy30K Ha IOKa3aTelId KadecTBa AJIEKTPO3HEpruu; (2) paccuumTaTh MOTEPU HAMPSIKEHUS U
BEJIMUMHBI 3apAIHON PEaKTUBHOM MOIIHOCTH il TpeacTaBuTenbHbIX ydacTkoB KTXK; (3)
IIPOBECTU CPABHUTENIbHYIO OLIEHKY UMEIOLINXCS TEXHOJOTUH KOMITEHCAIUH U PEryIupoBanusi; (4)
pa3paboTaTh WHXEHEPHBIE PEKOMEHIAIMU IO ONTUMAIbHOMY BBIOODY U Ppa3MElICHUIO
o0opyaoBaHus; (5) HAMETUTb NMEPCHEKTUBbI UHTEUIEKTYaIbHOTO YIPABICHHUS C UHTErpaluei B
SCADA.

Hayunas HoOBHM3Ha paboOTbl COCTOMT B: CHCTEMaTH4YECKOW  KOJMYECTBEHHOMN
XapaKTEPUCTUKE BIUSHUS 3apAIHON peaKTUBHON MOILIHOCTH HA PETYJIMPOBAHNUE HAIPSKEHUS AJIs
IATH SKCIUTyaTalMOHHBIX ydacTKOB KTJK; cpaBHUTENBHONM TEXHUKO-DKOHOMHYECKOM OLICHKE
KOMIICHCUPYIOIINX  TEXHOJNOTUH B  CHEHU(UYECKUX  HIKCIUTYaTal[MOHHBIX  YCJIOBHSIX
AIIEKTPU(PUIINPOBAHHON JKEIE3HOIOPOKHOW WHOpacTpykTypsl Kazaxcrana; QopmynupoBke
JIOPOKHOM KapThl aBTOMATU3ALMKM YIPABICHHUS PEAKTUBHOW MOIIHOCTBIO B COOTBETCTBUHU C
MEXIyHapOAHBIMU CTaHIaPTAMU UHTEIJIEKTyalbHbIX ceTel u «umyctpuu 4.0».
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[Tpobnema perynupoBaHMs HaNpsHKEHHS W KOMIIEHCAlUM PEAKTUBHOW MOIIHOCTH B
CHCTEMAaxX TATOBOTO AJIEKTPOCHAOKEHHUS KEJIE3HBIX JOPOT 00CTOATETHHO N3YUY€HA B KIIACCHUECKOM
TeXHUYeCcKoN smreparype. OcHoBomomarawomue Tpyasl MapkBapara (Mapksapar, 1989) u
Mawmommna ¢ 3umakoBoii (MamommH, 3umakoBa 1991) 3aouinm aHaIUTHUECKYIO 0azy JUIs
CHUCTEM TATOBOTO DJJIEKTPOCHAOKEHMS TepeMeHHoro Toka 25 kB wu cdopmupoBanu
METOJI0JIOTUYECKYI0 OCHOBY pacy€TOB NOTEPh HAINPSDKEHHS B MUTAIOIIUX JUHUSIX KOHTAKTHOMN
cetu. ['punbepr-bacun (I'pundepr-bacun, 1988) nan nmpoekTHy0 6a3y IS TATOBBIX MOACTAHIIHMH,
BKJIIOYass BBIOOp CTyHEeHEW peryaupoBaHHs TpaHc(PoOpMaTopoB M pacuéT EMKOCTHOM
KOMIICHCAIIUH.

B ob6mactu kauecTBa OSJIEKTPOIHEPTrHM TEHEpAIUsl TapMOHUK BBICIIUX IOPSIKOB
tupuctopabiMd = U IGBT-npeoOpazoBaTensiMi  COBPEMEHHBIX 3JIEKTPOBO30B  HMCCIIEIOBaHA
MHOT'OYHCJIEHHBIMU aBTOpamMu. Bapenkuii u ap. moka3anu, 4To BBOJUMBIH ITOJBUKHBIM COCTaBOM
FapMOHUYECKHM TOK CYIIECTBEHHO IIPEBBIIIAET YPOBHH, IPUHATHIE B paHee ACHCTBOBABLIMX
cTangaprax npoektupoBanus (Varetsky, Ostroverkhov, Mazur, 2020: 1-12). Po3en u ap. npoenu
HatypHble u3Mmepenust B cetn KTXK, 3aduxcupoBaB kod3hHUIMEHT HECHHYCOMIATBHOCTA TOKA
(THD) no 18-22 % Ha mojcTaHUUAX, OOCITYKUBAIOIIUX Tpy3oHanpsukEHHbIe yyacTku (Rosen,
Sokhina, Zubkova, 2022: 1-5).

[Tpobnema 3apsaHON MOIIHOCTH NPOTSHKEHHBIX JTHMHUN B CIIA0OHATPYKEHHBIX CHCTEMax
JJIEKTPOCHAOXKEHHUs IOJlyuyWJla CPABHUTEIBHO MEHBIIE BHUMAaHMS B JKEJIE€3HOAOPOXKHOM
koHTeKcTe. MimomnH n Cyci0B IpoaHaaIu3upoBailu SBJIEHUE NOBBIICHHS HAPSKEHUS Ha JTIMHUAX
220 kB, nuTaromux ygajn€HHbIE TSITOBBIE MOJACTAHIIMHU, U MPEIJI0KWIN aITOPUTMBI Pa3MEIIEHUS
mryHTHpYonmx peaktopoB (Ilyushin, Suslov, 2019: 1-6). Wkan u ap. uccieoBail aHaJIOTHYHBIE
SBJICHUS NPUMEHHUTEIbHO K 3JIEKTPOCHAOKEHHIO KHTAaHCKUX BBICOKOCKOPOCTHBIX >KEJIE3HBIX
Jopor, 3aUKCUPOBaB reHepaInio EMKOCTHON peakTHBHOW MOIIHOCTH 8—15 MBAp Ha ydactkax
nmHou 300 kM (Zhang et al., 2019: 1044—-1058).

B uyactTu KOMIEHCHPYIOIIMX TEXHOJOTMH 3BOJIONUSA OT (UKCUPOBAHHBIX Oatapei
KOHJICHCATOPOB K THUPHCTOPHBIM YCTpOMCTBaM KommeHcaruu peaktuBHOW MomHocTH (CTK,
CTATKOM) nnst xene3HoJOpOXKHBIX MPUMEHeHHUH 3amokymeHtupoBana Jlo u mp. (Li et al.,
2023: 1193) u ®auzom u ap. (Faiz, Ghazizadeh, Hekmat, 2021: 1597-1617). CremanoB u ap.
IPEICTAaBUIM  DKCIEPUMEHTAIbHbIE PpE3yJbTaTbl YCTAHOBKM HACBILIAIOLIETOCS  peakTopa
dbeppope3oHaHCHOTO THNAa Ha TATOBOM mojactanimu PXK]], mpoaemMoHCTpHpOBaB TOYHOCTH
peryaupoBaHus peakTUBHOM MomHocTH B npeaenax +£0,5 MBAp (Crenanos Eropos, Cokosnosa,
2021: 34-41).

WuTerpanuu ynpasieHus: KOMIIEHcanuen peakTuBHON MomHocTH ¢ SCADA-cuctemamu
YIPABJICHUS TATOBBIM AIIEKTPOCHA0KEHNEM TIOCBAIICHBI MOceAnne myonmukanuu. Hamsnepyma
U JIp. ONHUCAINM apXUTEKTYpy MOHHUTOpPHMHIa HamnpsbkeHus Ha Oaze loT ans moacraHumii
NEPEMEHHOTO TOKa C MPOTHOCTHYECKUM anroputMoM komreHcanmu (Nallaperuma et al., 2020:
2024). E u np. mpeanmoXuiu KOHLENUUIO LU(POBOro ABOMHHMKA A MOJEIMPOBAHUS U
ONTHMHU3ALMH YCTAaBOK YCTPOMCTB KOMIIEHCALIUU PEAKTUBHOM MOIIHOCTH B PEXKHUME pEalbHOI0
Bpemenu (Ye et al., 2022: 1-12). Cycnos u np. paccmotpenu npumeHenue «uayctpun 4.0» B
SHEPreTUUeCKOM HMHQPPACTPYKTYpPE IKEJIE3HBIX JOpOr, OIpENeIuB aBTOMATH3HPOBAHHOE
yIpaBJlIeHUE PEaKTUBHOW MOIIHOCTHIO KaK IMPUOPUTETHYIO MHBECTUIIMOHHYIO 00nacTh (Suslov,
Solonina, Smirnov, 2022: 49612-49621).

Kputnueckuili aHaln3 pacCMOTPEHHOM JMTEpaTypbl MO3BOJSAET BBIABUTH CIEAYIOLIUE
npobOenbl: (a) OrpaHMYEHHOCTh KOJUYECTBEHHBIX JAHHBIX O B3aUMOJEHCTBUHU 3apsaHOU
PEaKTUBHOM MOIIIHOCTH MPOTSHKEHHBIX TUHUH U TIepeMeHHOM TsAroBoit Harpy3ku B cetu KTXK; (0)
OTCYTCTBHE CHUCTEMAaTHUECKOH CpPaBHUTEIbHOM OLIEHKHM KOMIIEHCUPYIOUIMX TEXHOJOTUM
IPUMEHHUTENBHO K Celn(UUIEeCKUM dKCIUTyaTallMOHHBIM ycioBusiM KaszaxcTaHa; (B) oTcyTCTBHE
OIyOJINKOBAHHBIX JTOPOXKHBIX KapT aBromaTtu3auuu u uHterpauun SCADA nis ynpasieHus
peakTUBHOM MOIIHOCTBIO Ha TArosbix noxacraHuumsax KTJK. Hacrosdmas crared mocssiieHa
YCTPaHEHUIO YKa3aHHBIX IPOOEIIOB.
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MarepuaJbl 1 METOIbI.

B uccnenoBaHuu npuUMEHSIETCS aHAIUTUKO-pACcYETHAsT METOJIOJIOTHSl, OCHOBAaHHAs Ha
MPEJACTABICHUN  BO3JAYIIHBIX JIMHUWA  3yekTponepenaun  [[-oKBUBaleHTHOM  cxXxeMOW |
YIPOILIEHHBIMU paUaTbHBIMU MOACIISIMU JJIsl MUTAIOMIMX JIMHUM KOHTAaKTHOU CETH, TOTIOJTHEHHAS
CPaBHUTEIbHBIM MH)KECHEPHBIM aHAJIN30M TEXHOJOTUH KOMIIEHCAIIUN PEAKTUBHON MOIIIHOCTH.

OObeKTaMH UCCIICJIOBAHUS SBISIOTCS MATh MPEICTABUTEIBHBIX JIEKTPUPUIIHPOBAHHBIX
yuyacTkoB AO «HK «Ka3zakcran Temip xomnb», muraembix ot cetu 220 kB: (1) Acrana—ATtbacap—
Ecwuip; (2) Capei-O6a—Ynentsr; (3) Llly—Anmarter; (4) Llly—Ywuranak; (5) MbiH-Apan—MOUHTHL
JlaHHBIE YYaCTKM OXBATBIBAIOT AWana3oH JiuH JuHui (157,8—405 kM) u kKoHpUryparuii TIroBbx
cucteMm (27,5 kB u 2x25 kB), npeacrasnennsix B cetu KTXK.

Meroap! uccnenoBanus BKIo4aroT: (1) aHaTUTHYECKUN pacuéT MOTEph HAINPSOKEHUS B
MUTAIOMIUX JIMHUSX KOHTAKTHOW CETH METOJOM SKBUBAJIEHTHBIX CXeM; (2) pacyér 3apsaHou
PEAKTUBHOW MOIIHOCTH JTUHUN MeToZoM [I-aKkBHBaneHTHON cxeMbl; (3) aHaIM3 TAPMOHUYECKOTO
CIIEKTpa TATOBBIX HArpy30K HAa OCHOBE MapaMETPOB KauecTBa 3JEKTPOIHEPruu 1o cranaapry EN
50160:2010 u I'OCT 32144-2013 (I'OCT 32144-2013); (4) cpaBHUTEIBHBIN TEXHUICCKUN aHATN3
TEXHOJIOTMI KOMIIEHCALIMM PEAKTUBHOM MOIMHOCTH IO KOJUYECTBEHHBIM KpPUTEPHUSIM
s dexTuBHOCTH; (5) WHKEHEPHYIO DKCIIEPTU3Y PEaTU3yeMOCTH Ha OCHOBE OIyOJIMKOBAHHOTO
AKCILTYaTalMOHHOTO OMbITa U TEXHUYECKUX XapaKTEPUCTHK.

TumoBass cxema DJIEKTPOCHAOXKEHUS dSIEKTPUDHUIIMPOBAHHONW JKEJIE3HOW JIOpPOTH
IpEIoJIaraeT IByCTOPOHHEE IUTAHUE MEKIIOCTAHIIMOHHOM 30HbI YepPe3 MOCT CEKIIMOHUPOBAHUS
(TIC), pacronoXeHHbI NPUOTU3UTEIBLHO TOCEPEANHE. DKBUBAJICHTHAs CXeMa CBOJUTCA K
paavagbHON MUTAIOLIEH JIMHUM JJIMHOW, PABHOW MOJIOBUHE JUIMHBI MEKIOICTAHIMOHHON 30HBI,
T.€. 0KOJIO 20 KM IpH TUIIUYHOM PACCTOSIHUM MEXAY MOJACTAaHIUAMHA 40 KM, XapaKTEpHOM ISt
rnaBHBIX X0/10B Kazaxcrana.

[Torepu HampspKEHUS B MUTAIOUICH JIMHUM OMpPENesstoTcs U3 0000MEHHOTO YpaBHEHUS
noTokopacnpezenenys. i nuraroneid JIMHUM C PAaBHOMEPHO pAaCHpElNeI€HHOW TArOBOU
Harpy3KoH, peJCTaBICHHOMN N COCPETOTOUECHHBIMU HArPy3KaMH:

>i(Pi-Ri+ Qi Xi)
AU = Un (1)

rrae P u Qi — akTHBHAs U peakTHBHAs MOILITHOCTH 1-ro 3eKkTpoBo3a [KBT, kBAp]; R u X
— aKTHUBHOE U MHAYKTHUBHOE CONPOTHUBIICEHUE CEKIIMU MUTAIOIIECH JTUHUH OT TOYKU MUTaHUS 110 1-
i Harpy3ku [OM]; Un — HOMUHaNbHOE HaNpsyKEHUE KOHTAKTHOM ceTH [KB].

B pexxume HOpManbHOTO rpaduka IBMKEHUS (MUHUMAIBHBIN MEKITOE3THON HHTEpBAI 6
KM, J7UHa nuTaroniei muaun 20 kM) pacd€THBIE MTOTEPU HAIPSHKEHHS COCTaBIAOT 2—3 kB, npu
TOM MUHUMAJIbHOE HANPsDKEHHE Ha KOHIIE MUTAIOIICH TUHUHU paBHO 26,5-27,5 kB — B npenenax
Jomyctumoro auamnazona 19,5-29,5 kB. B pexume crymienus nociie «OKHa» IpH COKPAIleHUH
ME)XKII0€3/IHOT0 MHTEpBaja MPUMEPHO A0 3 KM IMOTEpU HamNpspKEeHUs Bo3pactaioT 10 4—7 kB,
CHWXasi MUHUMAaJIbHOE HampsbkeHue a0 22,5-25,5 kB; 3T1o 3HaueHue ocTaércst JOMyCTUMBIM NpU
YCJIOBHUH MOJIIEPKAHMS HAPSDKEHMSI HA BTOPUYHBIX IITMHAX MMOJCTAaHIIMU Ha ypoBHE 29,5 kB.

Jns npoTsKEHHBIX BO3AYIIHBIX JUHUK »3nekTpornepenaun 110-220 kB ynpenbHas
peakTUBHAS TPOBOAUMOCTE bo [CM/KM] ompenenseTcs u3 padoueit émxoctr Co TUHUH:

bo=w - Co=2af - Co

()
0.024 (3)

[D/xMm]
758
lg r ) (4)
bo = 1076
[CMm/xM]
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Dcp = Y D12- D23 - Di3

rae — CPEIHEreOMETPUIECKOE PACCTOSTHUE MEXIY (ha3HBIMU
MPOBOJIAaMHU [M]; T — paanyc IpoBOJA [M].
CyMmMapHasi 3apsiiHasl peakTHBHasl MOIIIHOCTh JIMHUU Ha OCHOBE [[-9KBUBaIEHTHOM CXEMBI:

2
Qc =UN-bo-1 [MVAr] (5

rne Ul — HOMUHAJIBHOE HampspkeHHe TuHUHM [KB]; bo — yaenbHas mpoBOAMMOCTH
[CM/kM]; | — nuHa auHUM [KM].

Jns mpoBoga AC-300 (r = 0,01235 m, tunoBoe Dcp = 5,5 m mns nunuit 220 kB co
CTaHIAPTHBIM pacmoioxeHueM ¢a3) bo =~ 2,86 x 107 Cm/km. st muanm 220 kB mmuHOM 300 KM
CyMMapHas 3apsiiHasi peaKTUBHASI MOIITHOCTh COCTABIISET:

Qc = (220)* x 2.86 x 107% x 300 ~ 41.5 MV Ar ©

Croub 3HaUNTEIbHAS TEHEPALUS PEAKTUBHOM MOILIIHOCTH B yCJIOBUSX MAJIBIX WM HYJIEBBIX
Harpy30K IpEACTaBIseT CEpPbE3HYIO MPOOJeMy [UIsl PETyJIMPOBAHUS HANpSIKEHUS, MOCKOJIBKY
IIPUBOJUT K NOBBILICHUIO HANPSDKEHUS HA MPOMEKYTOUYHBIX mKHaX Ha 5—10 % cBepx HOMuUHaia,
npuOIKasch K MaKCHUMaJbHO JOMYyCTUMOMY YypoBHIO 115 % (kputepuil uzondauuu Ais
ob0opynoBanus kinacca 220 kB).

Tabmuma 1 — Pacuérnas 3apsiHas peakTUBHAsI MOIIHOCTD ISl MUTArOMMX yaacTkoB KTXK
220 kB

VYuacrok JnuHa IUHUN, KM IMposox bo, x107° Cm/kM Qc npH MHH. Harpyske,
MBAp
Acrana—ATt6acap—Ecuib 239/157,8 AC-300 2,86 32,8/21,7
Capb1-O6a—Y neHTbI 260 AC-300 2,86 35,7
Ty—Anmatst 290 AC-300 2,86 39,9
ly—Ywuranak 187 AC-300 2,86 25,7
Mpia-Apan—MouHTbL 405 AC-300 2,86 55,7

[Ipumeuanue. JlaHHbIE TOATBEPKIAIOT, YTO HA BCEX MATH aHATM3UPYyeMbIX yuacTkax KTXK
3apsHas peakTUBHAs MOILHOCTb B PEXKHMME MHUHUMAJbHBIX Harpy3ok cocrtasiser 21,7-55,7
MBAp. Yyactok MpiH-Apan—Mountsl (405 kM) siBisseTcs HanOoyiee KPUTHYHBIM: 3apsiaHast
pEaKTUBHAsI MOILIHOCTb MOJKET BbI3BaTh IOBBIIIEHUE HAIIPSHDKEHUS Ha KOHILE JIMHUU 710 235-238
kB (ma 7-8% Bblme HoMMHana). Ha Bcex ywacTkax HacCHUBHOTO YIPaBJICHUS PEAKTHBHOMN
MOIIHOCTBIO MOcpeacTBOM TpaHchopmaropoB ¢ PITH HemocTarouHo — HEOOXOAMMBI AKTHBHBIC
KOMIIEHCUPYIOIIHNE YCTPOUCTBA.

Pe3yabTaTnl.

AHanu3 3JIEKTPOMAarHUTHOTO BO3JEUCTBUS TATOBBIX HATPY30K BBISIBISET TP OCHOBHBIX
MEXaHM3Ma YyXyALIeHUs KadecTBa 3iiekTpodHeprun B CTD. Bo-mepBbIX, MOTOK pEaKTHUBHOU
MOIIIHOCTA OT HMHJIYKTHBHBIX TSTOBBIX JBUIATeNIell BbBI3BIBACT NAJCHUE HANPSDKEHHUS BIOJb
MUTAIONINX JIMHUN KOHTAaKTHOH cetu (cM. pasaen 3.1). KoaddumeHT MOmHOCTH COBPEMEHHBIX
TPY30BBIX 3JIEKTPOBO30B 00bUHO cocTaBisieT 0,80—0,87, 4TO COOTBETCTBYET MOTPEOICHUIO
peaktuBHOI MoutHocTH 1,2-2,4 MBAp Ha TOKOMOTHB; IIpY OJTHOBPEMEHHOM HaXO0XXJIeHUU 6—7
AJIEKTPOBO30B Ha 20-KHUJIOMETPOBOM MUTAIONICH JUHUNA CyMMapHas peakTUBHAsA Harpy3Ka MOKET
nocrurath 8—17 MBAp.

Bo-BTOpBIX, OfHO(A3HOE MOIKIIOUEHHE TATOBBIX TpaHCHOPMATOPOB K JABYM (azam
nuTaroniei Tpéxdaznoit cetn 110-220 kB co3maét HeCHMMETPUIO TOKOB, XapaKTEpHU3yEeMYIO
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cocTapJstoneld oopaTtHoi mocnenoBaTenbHOCTH. [Ipn MakcumanbHOM Harpys3ke Kod3(puIueHT
HECUMMETpPUHU HANpsDKEHUS MO0 OOpaTHOW MOCIENOBATENbHOCTH MOXET nocturars 1,5-2 %,
npubmkasch k orpannueHuto ['OCT 32144-2013 B 2 % nua cereit oduero HazHayenus ('OCT
32144-2013). Cxembl cummeTpupoBanus (Tpanchopmartop Ckorra, Tpanchopmarop Byadpumxka,
CXEMa «OTKPBITHII TPEYTOIBbHUKY» C JOTOJTHUTEILHOW MOIIHOCTHIO) YACTUYHO CMATYAIOT JaHHBIN
¢ dexr.

B-TpeTbux, cuioBbIe AJIEKTPOHHBIE TPE0OPa30BaTEIN T€HEPUPYIOT TAPMOHUYECKUE TOKU
C JOMHMHHPYIOIIMMH COCTaBISAOIMUMH 5-ro, 7-ro, 11-ro, 13-ro, 17-ro u 19-ro nmopsnkoB amus
IIECTUITYJIbCHBIX  BhIIpsMUTenel. Harypueie wu3mepenuss Ha ydactke [Ily—Amnmater
3ahukcupoBay K03 (HUIIMEHTH TAPMOHHUECKUX COCTABIAIONIMX Hanpspkenus 3,1 % (5-1), 2,8 %
(7-5) m 1,9 % (11-51) Ha BTOPUYHBIX IIMHAX TATOBBIX MOJACTAHIIUN MPU CyMMapHOM Kodhduiirente
HecunycouaaibHoctu (THDu) 4,8 % — 6nm3kom k orpanndenuto 'OCT 32144-2013 B 5 %.

DKCIUTyaTallMOHHBIN OMBIT TATOBBIX MoicTaninii KTOK BbIsSBIIsIeT mpuMedaTenbHbIi (PaxT:
Ha OOJILITMHCTBE MOICTAHINH, OCHAIEHHBIX ycTpoiicTBamu PITH (muana3on perynupoBanus £16
cryneneir — ot 81,5 % no 121,0 % HOMUHANBHOTO HaNpsKEHUs), PyHKIMS aBTOMATHUYECKOTO
perynupoBanusi HanpsbkeHus: (APH) oTkitodueHa, a nepekitoueHusi OTBETBICHUM BBITOIHSIIOTCS
BPYYHYIO HE Yallle OJHOTO-ABYX pa3 B ce30H. [loncranuu, nutaemsie oT cetu 110 kB, ocHamieHbl
Oonee mpocteiMu ycTpoiicTBamu [1BB ¢ nuanazonom £2x2.5 % = 45 %, KOTOpbIE OKa3bIBAIOTCS
BIIOJIHE JOCTATOYHBIMHU I OOJIBIIMHCTBA PEKUMOB PaOOTHI.

JlanHoe HabmoIeHue oTpakaeT QyHIaMEHTAIBHYIO HHKCHEPHYIO PeaTbHOCTh: IIHPOKUI
JOIYCTUMBIN TMana3oH HampsbKeHUH KoHTakTHOM cetu (19,5-29,5 kB, T.e. £18 % ot HOMuHana
25 kB) o3Hauaet, 4TO BTOPUYHOE HANPSKEHUE TATOBOM MOJICTAHLIMM JIOCTATOYHO MOIEPKUBAThH
JIMIIb B CPABHUTEJIBHO Y3KOM Juana3zoHe 27,5-29,5 kB. YuursiBas, 4To NMoTepy HANPSHKEHUS B
MUTAOLIEH JIMHUY KOHTAaKTHOU CETH PEKO IIPEBBILIAIOT 7 KB ake Ipyu MaKCUMaJIbHOU HArpys3Ke,
JaHHOe TpeOOBaHUE BBIMOIHIETCS O€3 HENPEePbIBHOTO JWHAMUYECKOTO PpEeryjJupoBaHUS B
OOJIBLITMHCTBE CITy4YaeB.

Ortcrona ciietyeT, 4To KamuTaIOBIOKEHHS B clI0’kHBIE TpaHchopmaTopsl ¢ PITH ¢ monHo#i
GyHKIIMEH aBTOMATHUYECKOTO PEryJIMpOBAaHUS HAIPSHKCHHUS HE ONpPAaBlIaHbI JJisi OONBIIMHCTBA
TaroBeix moactaHuuii KTJK ¢ Toukum 3peHust kadecTBa siekTposHepruu. 3amena PITH
ycrporictBamu I1bB M03BOUT CHU3UTE CTOMMOCTD IipuoOpeTeHust Tpanchopmaropa Ha 15-20 %,
COKpAaTUTh TMOTPEOHOCTh B TEXHUYECKOM OOCIY)KMBAaHUU U TOBBICUTH HaAEXKHOCTH
TpancpopmaTopa 3a CUET UCKIIOYCHHs HauOolee HEHAAEKHOTO MEXaHHYEeCKOro Yy3Jia.
HckmoueHne coCTaBIIAIOT MOJACTAHIUY, MMUTAOLUE 0CO00 MPOTSKEHHBIE 30HBI (>25 KM) win
TSOKENBIE TPOPUITBbHBIE YUacTKU (>6%o0).

barapeu koH€HCATOPOB, yCTaHABIMBAEMbIE HA MTOCTAX CEKLIMOHUPOBAHUS U MMHAX 27,5
KB TAroBBIX MOACTAHLMU, BBIMONHSIOT JBOMHYIO (DYHKIHIO: KOMIIGHCAIIUIO pPEAKTHBHON
MOITHOCTH (yJydieHne npoduisi HanpspKeHus) U QUIbTpanio TapMOHHUK. B THUTIOBO# cxeme
Oatapesi KOHIEHCATOPOB BKIIOYAECTCS MOCIEIOBATEIHHO C (PUIBTPOBBIM peakTopoM, o0Opaszys
(GuUIbTP MOCIEI0BATENLHOTO PE30HAHCA, HACTPOCHHBIN Ha TOMUHUPYIOIIUHA NOPSAJOK FapMOHHUKH.
Jns dunpTpa, HACTPOSHHOTO Ha 3-10 TAPMOHHMKY, YCIOBHUE MOCIEI0BATEILHOTO PE30HAHCA!

L o

Jns ¢unbtpa 3-i rapMOHUKH Npes = 2,8-2,9 (pacctpoiika i n30eXaHUS TOYHOTO
pe3onanca), uyto TpedyeT Qp / Qk = 0,12—0,13. MourHoCTh KOMITCHCAITUU PACCYUTHIBACTCS Kak |
MBAp nHa 1 kB TpeOGyemoro mnoBbIlICHHsS HaNpsOKEHUS HA KOHIE NUTaromiei nuHuu. [lpu
TUIUYHOM Jedurure HanpspkeHus 2—4 kB Ha Kax1oM MocTy CeKIIMOHHPOBAHMS HEOOXO0auMa
Oatapest KOHIEHCATOPOB MOITHOCTHIO 2—4 MBAD.

PesynbraTel HaTypHBIX HCHBITAHWN Ha ydacTke AcTtaHa—ATOacap MOATBEPXKAAIOT, UTO
6arapes koHeHcaTopoB 2 MBAp Ha MOCTYy CEKIIMOHMPOBAHUS MOBBIIIAET HANPSHKEHUE HAa KOHLE
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nurarouen TuHun Ha 1,8-2,2 kB B HopMmanbHOM pexxume ABukeHust u camxkaer THDu Ha 1,2—-1,8
NPOIEHTHBIX MYyHKTa 3a cy€éT ¢uibTpauuu 3-i rapMoHHKH. KirodueBoe »KCIUTyaTallMOHHOE
MPEUMYIIECTBO — MPOCTOTA: OaTapes MOXKET OCTaBaThCs MOAKIIOUEHHON Jake TIPU OTCYTCTBUU
MOE3/I0B, MOCKOJIbKY PE3yJIbTUPYIOIIEE MOBHIIIICHUE HAPSDKEHUS He mpeBbiiaeT 29,5 kB.

Tabmuma 2 — CpaBHUTEIBHAS OIEHKA TEXHOJOTUN KOMIIEHCAIIUN PEAKTUBHOW MOIIIHOCTH
mist CTO KTXK

Texnonorus Tun Bpewms ®uibTpanus OTHOCHT. Hurerpanus
perynupoBaHus OTKJIMKa TapMOHHK CTOMMOCTB SCADA
DuxcupoBaHHas KOHJI. Her (duxcup.) N/A TMaccuBnas (Hactp.) 1,0x bazoBas
Garapest
KommyTtupyemas KoHA. CryneHuaToe kb [TaccuBHas (HacTp.) 1,8% Ymepennas
Oarapest CEKYHBI
SVC-TSC Crynenuaroe <50 mc ITacc. + axtus. 3,5% [Tonnas
(bsICTpOC)

SVC-TCR HermnpepriBroe <50 mc AKTHBHas 4,0x [Tonnas
Hacpi. peakrop (OP- HenpepsiBHOE <200 mc [TaccuBHas (HacTp.) 1,5% [Nonnas
THIT)
STATCOM (VSC) Henpepeisroe <10 mc AxXTHBHas (TIOTHAS) 6,0% [onnas
Tpancd. ¢ PITH Crynenuaroe 10-60 ¢ Her 2,0x YmMmepennas
(OLTC) (MeITIeHHOE)

@UKCUPOBaHHBIE U KOMMYTHUpPyEMbIe OaTaper KOHAEHCATOPOB C (DUIBTpPaMU TapMOHUK
OpPEACTaBIAT Haubojiee HKOHOMMYECKM H(PQEeKTHUBHOE peuieHne Ha ypoBHe 27,5 kB.
Haceimaronecs: peakTopsl peppope30HaHCHOTO THUIA 00ECTIeYHBAIOT ONTUMAIBHOE COYETaHNE
BO3MO>KHOCTH IJIABHOT'O PErYJIUPOBAHUs, IPUEMIIEMON CTOUMOCTH, coBMecTuMocTu ¢ SCADA n
MIOMEXO0YCTOMYMBOCTH MIPU KOMIIEHCAIMH 3apsAAHON peaKTUBHOM MOUIHOCTH Ha ypoBHe 220 kB.
Pemenns CTATKOM wmmu CTK-TPH TexHuuecku npeBOCXOAAT IPYrHE€ BapHaHThI, OJHAKO
SKOHOMMYECKH ONpPABJAHbI JIUIIb HA y4aCTKaX C 3KCTPEMAIbHON M3MEHUYMBOCTHIO PEAKTHUBHOU
MOIITHOCTH, HAalIpUMep Ha BbIIETICHHBIX CKOPOCTHBIX MACCAKUPCKUX JTHHUAX.

[yHTHpYIOIIKE peaKTOPbl, yCTaHABIMBAEMbIE Ha IIIMHAX BHICOKOT0 HanpsikeHus (220 kB)
TATOBBIX TOJACTAHIMM, SBIAIOTCA TPAAULMOHHBIM CpPEJICTBOM KOMIIEHCALIUU H30bITOUYHOM
3apsAAHON peaKTUBHOIN MOIIHOCTH B peXXHME MabIX Harpy3ok. CymmapHas Tpedyemas MOLUTHOCTh
HIYHTUPYIOLIUX PEAKTOPOB:

QLUP = Q'E,Z — QTﬂra,min
(8)

Jnsa yuactka Hly—Anmatsr (290 kM, Q3 = 39,9 MBAp) npu MUHUMaJIbHOM TSATOBOM
noTpedsieHuu peakTuBHOM MoiHocTH 5-8 MBAp (HOYHON pexuM JIErKoro ABMXKEHHUSA)
TpedyeMass MOIIHOCTh HIYHTHPYIOLIIMX pPeakTopoB cocraBisier okojo 30-35 MBAp. C
WCIIOJIb30BAaHWEM CTaHJIapTHBIX arperatoB mno 3,3 MBAp neoOxomumo 9-11 enunui,
pacnpeneNéHHbIX Ha 2—3 MPOMEXYTOUHBIX MOACTAHIMAX. Pacu€Tel MOATBEP)KIAIOT, YTO MNpPHU
paBHOMEpPHOM pactpeaeneHun 9—10 arperatoB 1o JMHUM OTKJIOHEHUE HAIPSDKEHUS HA IIMHAX
BCEX NOJCTAaHLMM OCTaércs B mpeaenax £5 % OT HOMMHaNA Kak IPU MUHUMAJIbHOM, Tak U MpHU
MAaKCHMaJIbHOM Harpys3ke.

Cpenu Bcex HENPEPHIBHO YIPABISEMbIX YCTPOWCTB PEryJUPOBaHUS PEAKTUBHOMU
MOIIHOCTU (peppope3oHaHCcHbIe peakTopbl HachimeHus: (PH) ¢ oOMoOTKON mogmMarHU4YMBaHUS
MOCTOSIHHBIM TOKOM Hambosee 1enecooopasusl ans CTO KTXK mo ciaexyrommm TeXHUYECKUM
npuyrHaM: (1) TuTaBHOE HEMIPEPBIBHOE PETYIMPOBAHKUE OT HYJISI 10 HOMUHAIBHOTO MOTPeOIeHNUs
peakTUBHOM MOIIHOCTH; (2) COOCTBEHHass TOMEXOYCTOMYUBOCTh K KENE3HOJAOPOKHBIM
AJIEKTPOMATrHUTHBIM ~ moMexaM; (3) BO3MOXKHOCTh M3TOTOBJICHUSI C  HCIOJIb30BaHUEM
CYILIECTBYIOIICH MPOMBINIJIEHHONW 0a3bl, 4YTO OOECHeUnBaeT OTEYECTBEHHOE MPOU3BOACTBO; (4)
coBMeCTHMOCTh ¢ aBromarmueckuM [IJIK-ympaBieHnem depe3 craHAapTHbIC HHTEPQEHCH
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SCADA; (5) BO3MOXHOCTb JBYXPEKUMHON pabOThl — KaK aBTOHOMHOTO IIIYHTHPYIOIIETO
peakTopa, TaKk U IUIaBHOTO pEryjiiaropa MpH MapajuleIbHOM BKIIOYEHMHM C OaTapeei
koHaeHcaTopoB (CremanoB Eropos, CokomnoBa, 2021: 34-—41).
AJNTOpUTM yTIpaBJICHUS PEryJINPOBaHUEM PEaKTUBHOM MOITHOCTH Ha 6a3e PH:
Inm = f (Usn — Uyer, AQow)
)

rae Inm — tokx nogmarunuuBanus [A]; Usn — m3MepeHHoe HanpsbkeHue Ha muHax BH
[kB]; Uyer — ycraBka HampspkeHus: [KB]; AQom — OTKJIOHEHHME PEaKTMBHOW MOIIHOCTH OT
neneBoro Oamnanca [MBAp]. @yunkuus f npencrasiser co6oi mponopurOHATBLHO-MHTETPAIbHBINA
(ITN) 3akoH peryiIMpoOBaHUs C 3aIATON OT HACHIIMICHHS, PEAIM3yeMblid B JIIOOOM CTaHAAPTHOM
ILJIK, coBmectumoM ¢ MOK 61131-3.

Oobcyxnaenne.

PesynpraTsl HacTOALIETO HCCAEA0BAaHUS BEAYT K PSAY KIHOUYEBBIX MHKEHEPHBIX BHIBOJIOB,
3acIy>KMBaOIUX 00CYyXJIeHUsI B 0oJjiee IIMPOKOM KOHTEKCTE COBPEMEHHOTO Pa3BUTHUSI CHCTEM
AIIEKTPOCHAOKEHHUS HKETIe3HBIX JJOPOT.

BrisBiennsiii (akT sxcruryaranuu TpanchopmatopoB ¢ PITH Ha GombIIMHCTBE TATOBBIX
noacraniuii KT)K B pexxume (UKCUPOBAHHOTO OTBETBJICHUS WM CE30HHOTO IMEPEKIIOYCHHUS
CTaBUT TOJ] COMHEHHE CJOXUBIIYIOCS TPAKTUKY MPOEKTUPOBAHMS, IPEAYyCMaTPUBAIOIILYIO
nonHyto ¢yHkuuio PITH nans Bcex TATOBBIX MOJACTAaHIMN Kak CTaHAAPTHOE TpeOOBaHUE.
OKOHOMHUYECKHU apryMEHT B TOJb3Y YIpOIIeHUs BecoM: eciau yctpoiictBa [IbB ¢ pyunHoit
CE30HHON NOJCTPOMKON OKa3bIBAIOTCS J0CcTaTOUYHbIMM Uit 80—85% noncraHiuii, mosy4eHHas
HSKOHOMHS MOXET OBITh HalpaBjieHa Ha Oojee NPUOPUTETHYIO 3aJadyy — YCTaHOBKY
KOMIICHCUPYIOIIMX YCTPOWCTB Ha MOCTaX CEKIHMOHUPOBAHUS M KOMIICHCALMIO 3apsaHON
MOIIIHOCTH Ha BHEIIHUX JIMHUAX 3JIEKTPOCHAOXKEHHUS.

ApryMeHTsI B 110JIb3y UHTErPALlMU YIPABICHHs KOMIIEHCALUEN PEAKTUBHOW MOIIIHOCTH B
SCADA 3acnyxuBatoT 0cOO0T0 BHUMAHHS B KOHTEKCTE MPOTPAMMBI MOJICPHU3AINH JKEJIE3HBIX
nopor Kazaxcrana. CoBpeMeHHble apxuTekTypel SCADA  and  5Kene3HOAOPOAKHOIO
3EKTpOCHAOXKEHUST 00eCTIeYBaIOT MPSMOE MPOTHOCTUYECKOE YIPaBICHUE KOMIIEHCUPYIOIIUMHU
YCTpOICTBaMM Ha OCHOBE JaHHBIX O MECTONOJIOKEHUH TIO€3/10B OT LIEHTPAIN30BAHHON CUCTEMBI
yIOpaBlIeHUs JIBIKEHUEM, a HE YHCTO PEAKTUBHOE YIIPaBJICHUE IO OOPaTHOM CBSI3U OT U3MEPEHUs
HanpsokeHus. [lo maHHBIM pacyETHOTO MOJENUPOBAHUS, TAKOW TMOIXOJ CHUXKAET aMIUIUTYAy
oTkJIoHeHHM Hanpspkenust Ha 30—50 % 1o cpaBHEHUIO ¢ YUCTO PEaKTUBHBIM yripaBiieHneM (Ye et
al., 2022: 1-12).

[IpumeHeHne TEXHOJIOTUU UPPOBOTO ABOMHHUKA OTKPHIBAET OCOOEHHO MEPCHEKTHUBHBIN
myTh K omTuMu3anuu peakTuBHOW MmomrHocTH (Nallaperuma et al., 2020: 2024). Hudposoii
nBoitHuk CTD, HenpepbIBHO OOHOBISEMBIH pe3yJbTaTaMH HW3MEPEHUM HHTEIJIEKTyallbHbIX
JATYUKOB Ha MOJACTAHIUSAX U MOCTaX CEKUMOHHPOBAHHS, MOXKET CIYKUTh BBIYUCIUTEIHHBIM
AIpOM QJIrOpPUTMa ONTHMAJIBHOIO IOTOKOPACHPEIEIICHUs, OINPEACIAIONIEro ONTUMAaJIbHbIE
yCTaBKM TOKa moamarnuuuBanuss PH u mporpammy BritoueHusi Oatapell KOHAEHCATOPOB Ha
MPOTHO3UPYEMBI TOPU3OHT 1-2 daca. DTOT NOAXOA COOTBETCTBYeT crTaHmapty MOK
61968/61970 «OO6mas wuHpOpMaMOHHAs MoJenb» © crapaapty MOK 62439-3 nmns
BBICOKOHAJIEXKHBIX KOMMYHHUKAIMI B IPOMBILUIEHHON aBTOMaTU3all1U.

DKoJ0ru4ecKoe 1 dHeprocoeperaromiee N3MepeHne yrpaBieHHUs PEaKTUBHONW MOILITHOCTBIO
Takke cymecTBeHHO. I[Ipu moBeimenuu koddduimenta momuocta ¢ 0,82 mo 0,95 3a cuér
PEaKTUBHOM KOMIIEHCAIIUU aKTUBHBIE TIOTEPH MOUTHOCTH CHIXKAIOTCS MPUOIU3UTENHHO Ha 25 Y%,
41O B Macmrabax snekrpudunupoBanHoi cetn KTXK BbIpakaeTcsi B SKOHOMHHM HECKOJIBKHX

necatkoB I'Br'u B rTOm — BecOMBIM BKJIan B JocTHxkeHue neneil KaszaxcraHa 1o
9HEprod(pPeKTUBHOCTH B paMKax HAIMOHATLHOM IPOTPaMMBI TIEPEX0/1a K «3eIEHON) IKOHOMHUKE.
3akiaroueHnue.
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B nHacTosmen crarbe npeIcTaBlieH KOMIUIEKCHBIN aHAIN3 PETYJIUPOBAHMS HAIPSHKEHUS U
yIOpaBJICHUSI peakTHBHOM MomHOCThI0O B CTD 3leKTpUPHUIMPOBAHHBIX KEJIE3HBIX JOPOT
Kazaxcrana c akuienTom Ha 1s1Th yuyacTkoB KTOK, mutaemsix oT cetu 220 kB. OCHOBHBIE BBIBOJIbI
Y PEKOMEHJALNN COCTOST B CIIEIYIOIIEM. 3apsAHasi pEaKTUBHAS MOLUTHOCTb NPOTSKEHHBIX JIMHUAN
220 kB (157,8-405 xwm) cocraBnser 21,7-55,7 MBAp, 4To moaTBepkaaeT HEOOXOIUMOCTh
CHEMAIN3UPOBAHHBIX MEp KOMIEHCALMM 3apsJHOW MOIIHOCTH I Bcex ydacTtkoB KTXK ¢
nuHOM ymHMK 6osee 150 km. [loTepu HampspkeHHs! B MUTAIOIMIMX JIMHUSX KOHTAKTHOM CETH B
HOPMAaJIbHOM M HaNpsDKEHHOM peXuMax JABWKeHHA (2—7 kB) ocTaroTcs B 10ITyCTUMOM JMana3oHe
19,5-29,5 kB s Bcex mpoaHaIM3UPOBAHHBIX KOH(MHUTYpaHMil MPH YCIOBUH TOJICPKAHUS
BTOPUYHOI'O HAINpPSDKEHMsI TSATOBOM MOACTAaHUMM Ha ypoBHe 27,5-29,5 xB. ®duxcupoBaHHbBIE
Oatapen KoHAeHCaTOpOB 2—4 MBAD Ha mocTax CEeKIMOHUPOBAHMS 00€CTIEUNBAIOT JOCTATOUYHYIO
NOJICP)KKY ~ HANpsDKEHHUs € JIOTIOJIHUTENbHBIM  3¢¢dexkToM  QuiabTpaluu  TrapMOHHK.
DKCIUTyaTanMoHHbIN (akT oTkmrodeHus: aBromatuku PITH Ha GonpmmucTBe moactanmmii KTXK
naét Becomble ocHOBaHUs 1151 3ameHbl PITH Gosee mpocThiMu 1 HaiE&KHBIMH TpaHC(POpPMATOpaAMH
¢ IIbB npu HOBBIX yCTaHOBKAaxX M IUIAHOBBIX KaNUTAJIbHBIX PEMOHTAaX, YTO MO3BOJIUT CHHU3UTH
cTouMocTh Tpanchopmaropa Ha 15-20% u TOBBICUTH HAAEKHOCTh. Deppope3oHAHCHBIC
peaKkTopbl HACKIILIEHUSI ¢ OOMOTKOM MOIMarHMYMBAaHUS TOCTOSTHHBIM TOKOM MPEJCTABIIAIOT CO00it
ONTUMAJIbHYIO HENPEPBIBHO PETYIMPYEMYIO KOMIIEHCUPYIOIIYIO TEXHOJIO0THIO 11 ycsioBui KTK,
COYETAIOIIYIO IIJIaBHOE PEryJIUPOBAHUE PEAKTUBHOW MOIIHOCTH, BBICOKYIO IJIEKTPOMAarHUTHYIO
IIOMEXO0YCTOMUMBOCTb, BO3MOKHOCTh OT€YECTBEHHOT'O ITPOU3BO/ICTBA U MOJIHYI0 COBMECTUMOCTD
¢ IIJIK-ynpaBnennem Ha 6aze SCADA. MnaTerpanus ynpaBieHHs KOMIEHCAIMEH PEaKTUBHON
MOIITHOCTH C NMpOrHocTHYecKuM ynpasieHueM SCADA Ha ocHOBe rpaduka JBUKECHUS TOE370B
— C MCTIONB30BaHMEeM IU(PPOBBIX ABOMHUKOB, [0T-ceteit naTunkos u [1JIK, coBMecTumbix ¢ MOK
61131-3, — ompeneneHa Kak CTpaTErMYeCKOE HAIpaBICHHUE JAJbHEWIIETO pPa3BUTHS
MHGPACTPYKTYPHI TATOBOTO JIEKTPOCHAOKEHUS jKeJe3HbIX fopor KasaxcraHa B COOTBETCTBUU CO
craupapramu «WHnycrpun 4.0». Pacu€rHas SKOHOMHS DPHEPrMM OT IIOJIHOTO BHEAPEHUs
ONTUMU3AIMH PeaKTUBHOU MOIIHOCTHU cocTaBisieT 20—30 I'BT-4 B roz o snekrpudumnmpoBaHHOn
cetn KTXK.

JlanbHele ucciaen0BaHUs JODKHBI ObITh HAlpaBJIEHbl Ha pa3paOOTKy W UCIBITAaHUE
NPEUIOKEHHOTO allTOpUTMa PerylupoBaHMs PeakTUBHOM MourHocTH Ha 0aze PH B peanbHBIX
yenosusx skerutyataruu KT, Bepudukanuro nmudposoro npoiianka CTD mo JaHHBIM HATYPHBIX
MU3MEPEHHI, a TAK)KE TEXHUKO-IKOHOMUYECKYI0 ONTUMU3AIMIO Pa3MEIIEHUsS KOMIIEHCUPYOIIHNX
YCTPOMCTB € y4€TOM MPOTHO3UPYEMOT0 pocTa 00BEMOB MEPEBO3OK.
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Abstract. On DC-electrified railway sections, part of the traction current leaks from the
running rails into the ground and causes electrocorrosion of buried metal structures, so the power
supply control system of a section should monitor the condition of the track insulation. The aim
of the study is to substantiate the set of measurements and the action rules of an automatic stray
current monitoring system using a computational model. A two-layer rail-earth model with
distributed parameters was used; the longitudinal rail resistance (15—20 mOhm/km) and the rail-
to-earth resistance (from 100 to 0.4 Ohm-km) were taken from EN 50122-2 and published studies.
The rail potential and leakage current were calculated for single-end and double-end feeding and
feeding zones of 1-20 km, and a Monte Carlo simulation was used to test the automatic estimation
of the rail-to-earth resistance from the difference of rail currents at two points with sensor errors
0f 0.1-1 %. For a train current of 1000 A and a 10 km zone, a decrease in the rail-to-earth resistance
from 100 to 0.4 Ohm-km reduces the maximum rail potential only from 99.8 to 72.2 V, whereas
the earth current grows from 2.5 to 409 A; hence the rail potential cannot serve as the main
indicator of insulation degradation. An average leakage current of 2.5 A/km is reached at about
2.0 Ohm-km for a 2 km zone and about 9.8 Ohm-km for a 10 km zone; double-end feeding reduces
the leakage current about fourfold. With 0.5 % sensor error, the current-difference estimate detects
the limiting insulation state in a 10 km zone, while zones of about 2 km require more accurate
sensors or averaging. A structure of the automatic monitoring loop is proposed. The results are
computational and require verification by measurements on an operating section.

Keywords: stray current, automatic monitoring, DC traction power supply, rail-to-earth
resistance, rail potential, electrocorrosion, telemechanics
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AnHoTamusi. TypakTbl TOKMEH 3JICKTPICHAIPUITEH TEeMIp JKOJ ydYacKeJepiHAe TapTy
TOTBIHBIH Oip 0eJiri penbCTepAeH JKepre arbll, KEepacTbl METalll KYpPbUIbICTAPbIHBIH
AIIEKTPKOPPO3USCHIH TYABIPAIbl, COHIBIKTAH YYaCKEHIH AJIEKTPMEH KaOIbIKTayblH aBTOMATTHI
Oackapy Jxyieci KON OKIIayJlayblHbIH KYHiH Oakpuiaybl THiC. JKYMBICTBIH MakcaThl — €CENTiK
MOJICJIb HET131He aJacKaH TOKTapAbl aBTOMATTHI OaKbUIAY KYHECIHIH oJmeMaep KypaMbIH KOHE
OpeKeT eTy epekenepiH Herizzaey. TapanraH mapamerpiepi 6ap eki KabaTThl «pelbcTep — JKep»
MOeN KOJIAHBUIABL, pelbcTepAin 00iblK keaeprici (15-20 MOM/KM) JKOHE pesbeTep — Kep
etneni kexeprici (100-gen 0,4 Om-km-re neitin) EN 50122-2 Hopmanapbl MeH XapuslaHFaH
3epTTeysiep OOMBIHINA aBIHABI. ¥3BIHIBIFBI 120 KM KOPEKTEHIIPY aiiMaKTaphl YIIiH Oip KaKThl
MKOHE €Kl )KAKThl KOPEKTCHIPY KE31HIET] pelbCcTep MOTEHINAIbI MEH aFbII KETY TOTHI €CeNTeN i,
an Mounre-Kapno omicimen matuuktepnin 0,1-1 % xaremiri ke3iHAe €Ki HYKTEIErl peJbe
TOKTapBIHBIH aliblpMachl OOMBIHIIIA OTIIENI KeACPTiHi aBTOMATTHI Oaranay Tekcepinai. [Toe3n Torsr
1000 A >xone aitmak y3eIHIBIFBI 10 kM Oonranga etmeni keaepri 100-gen 0,4 OM-kMm-re neiiH
asaiffaHia pelbCTepAiH €H YJIKeH MoTeHIuanbl Tek 99,8-nen 72,2 B-ka neiiin TemeHaeiai, an
xepaeri Tok 2,5-teH 409 A-re nmeitiH ecemi; JeMEK, PEIbCTEp IMOTEHIIMAIBI OKIIayJiayablH
HalllapJjaybIHbIH HET13r1 Oenrici 6o1a anMaisl. 2,5 A/KM opTalia arbll KTy TOTbIHA 2 KM aiiMak
yurid mamamed 2,0 OM-km, an 10 kM aiimak yiriH maMmaMmet 9,8 OM-KM eTIesi Keaeprie )KeTel;
€Ki KaKTbl KOPEKTEHIIpy aFbINl KTy TOTBIH IIaMaMeH TepT ece azaiTansl. JlaTtunk karemiri 0,5 %
OosraHaa TOK aWbpIpMachkl OoifbiHIIA Oaranmay 10 kM aliMakTa OKIIAayJjayJIblH IIEKTI KyHiH
AHBIKTAMIBI, aJT IIaMaMeH 2 KM aiiMaKTap YIIiH AdJIpeK JaTYUKTEPAl HEeMece OpTalanayabl KaKeT
ereqi. ABTOMATTHI OaKbUIay KOHTYPBIHBIH KYPBUIBIMBI YCHIHBUIIBL. HoTmkenep ecentey apKbLIbl
ABIHFAH KOHE JKYMBIC ICTET TypFaH yJacKe/e OJIIeyIePMEH TEKCepPY/ i KakeT eTel.

Tyiiin ce3aep: amackaH TOKTap, aBTOMATThl OaKbuUIay, TYPAKThl TOK TapTy dSJIEKTPMEH
XKaOBIKTAYbl, pelIbCcTEep — JKEp OTIeNl KeIeprici, pesibcTep MOTCHLHUANbI, JIEKTPKOPPO3HS,
TeJIeMeXaHuKa

Joiiexco3 ymin: Onim6aes H.H., OpanbexoBa A.O. (2026). TypakTsl TOK TeMip KOJ
YYaCKECIHIH S3JIEKTPMEH J>KaOIbIKTayblH Oackapy >KYHECiHIe aJacKaH TOKTapIbl aBTOMATThI
Oakputay: ecenTik Oaramay // Kasakcran enpipic kemiri. Tom. 23. Ne 91. 3141 Oer.
https://doi.org/10.58420.ptk.2026.91.03.003 (Opsic. Tif.).
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32 This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives @
4.0 International License @ s



Industrial Transport of Kazakhstan. Vol.23 (3). 2026

ABTOMATHYECKHWH KOHTPOJIb BJIYXKJIAIOIINX TOKOB B CUCTEME
YIIPABJIEHUA 3JIEKTPOCHABKEHUEM YYACTKA KEJIE3HOH JOPOI'H
MOCTOSIHHOT'O TOKA: PACYETHAS OIIEHKA

H.H. Onimbaes*, A.O. Opanodekosa
Me:x1yHapoaHbII TPaHCIIOPTHO-TYMaHUTApHBIM yHUBEpCUTET, AnmaThel, Ka3axcras.
E-mail: alimbaev.nurbol@mtgu.edu.kz.

duaimbaeB H.H. — maructpant, MexxayHapoJHbIH TPaHCIIOPTHO-TYMAHUTAPHBIN YHUBEPCUTET,
MKp. Kertbicy-1, 32a, 050063, Anmatel, Kazaxctan

E-mail: alimbaev.nurbol@mtgu.edu.kz, https://orcid.org/0009-0007-7240-525X;

OpanéexoBa A.O. — nokrop PhD, accounnpoBanHslii mpodeccop (To1eHT), Mex1yHapoJHbIH
TPAHCHOPTHO-TYMaHUTAPHBIA YHUBEPCUTET, MKP. JKeTricy-1, 32a, 050063, Anmarsl, Kazaxcras.
E-mail: oralbekova.ayaulym@mtgu.edu.kz, https://orcid.org/0000-0002-4030-0740.

© OmnimbaeB H.H., Opanbexosa A.O.

AnHoTtanusi. Ha yyacTkax 31eKkTpuUIMpOBaHHON KEIE3HOM JOPOTH MOCTOSTHHOTO TOKA
YacTh TATOBOTO TOKAa CTEKAET C PEIbCOB B 3€MJIIO0 M BBI3BIBAET AJIEKTPOKOPPO3UIO MOJ3EMHBIX
METAJUIMYECKUX  COOPYKEHMM,  TMOITOMY  CHUCTEMa  aBTOMATHYECKOTO  yIIpPaBJICHUS
AIIEKTPOCHAOKEHUEM YYacTKa JOJDKHA KOHTPOJIMPOBATH COCTOSIHME H30Msuuu myTH. llens
paboThl — OOOCHOBAaTh COCTAaB M3MEPEHUN M TpaBWIA JEHCTBHM CHCTEMbl aBTOMAaTHUYECKOTO
KOHTPOJIsI OJTy’KJAaroIMX TOKOB Ha OCHOBE pacu€THoW mozenu. Mcmonb3oBaHa IBYXCIlOHas
MOJENIb «PENbChl — 3E€MJISI» C PACHpPENEIEHHBIMU IMapaMeTpaMu; MPOAOJIbLHOE CONPOTUBIICHUE
penbeoB (15-20 MOM/kM) 1 epexoHoe conpoTuBiieHue penbehl — 3emist (0T 100 1o 0,4 Om-km)
npuHATH 10 HopMaMm EN 50122-2 u ony6auKOBaHHBIM HCCIIEIOBAaHUSAM. PaccunTanbl MOTEHIIHAI
PEIBCOB U TOK YTEUKH MPU OAHOCTOPOHHEM M JIBYCTOPOHHEM MUTAHUM JJIs1 30H MUTAHUS ITTUHOMN
1-20 kM, a wmerogom Monte-Kapio mnpoBepeHa aBTOMaTHyecKasi OILIEHKAa MEPEXOIHOIO
CONPOTHUBIICHUS 10 Pa3HOCTH TOKOB B PEIbCax B JIBYX TOUKaX MPHU MOTpemHOCTH AaTuukoB 0,1-1
%. Pacuér nna toka nmoe3ga 1000 A u 30Hb1 10 KM MOKa3all, 4TO MPU YMEHBIIEHUH TIEPEXOTHOTO
comnpotusieHus co 100 1o 0,4 OM kM HauOONBIINHA MOTEHIIUAI PETbCOB CHIXKAETCS JIUIIb ¢ 99,8
1o 72,2 B, Toraa kak TOK B 3eMJjie pacTeT ¢ 2,5 no 409 A; cnenoBaTenbHO, MOTEHIMAT PETbCOB HE
MOJKET CIIY)KHTh OCHOBHBIM NPHU3HAKOM YXYAIIeHUs u3oisiiuu. CpeaHuii TOK yTeuku 2,5 A/km
JIOCTUTAETCS TIPU MEPEXOJHOM COMPOTUBICHUU OKOJIO 2,0 OM KM 1Ji 30HBI 2 KM U OKO0JIO 9,8
OM- kM 114 30HBI 10 KM; ABYCTOpOHHEE MUTAHUE CHUXKAET TOK YTEUKU IIPUMEPHO B YETHIPE pa3a.
ITpu norpemHocTy natyukoB 0,5 % oLeHKa 1o pa3HOCTU TOKOB BBISABIISIET IIPEAEIIBHOE COCTOSTHUE
u3oJsiian B 30He 10 KM, a 1715 30H OKOJI0 2 KM TpedyeT 0oJiee TOUHBIX JaTYUKOB WIH YCPETHCHUS.
[IpemyioxkeHa CTpyKTypa KOHTYpa aBTOMaTHYECKOI0 KOHTPOJIA. Pe3ysibTaTel mosydeHsl pacuéToM
U TpeOYIOT MPOBEPKH U3MEPEHUSMU Ha IEHCTBYIOIIEM yUacCTKe.

KaloueBble cjoBa: OnyXgaromue TOKH, aBTOMATUYECKUH KOHTPOJb, TATOBOE
ANIEKTPOCHAOKEHHUE TOCTOSTHHOTO TOKA, TIEPEX0THOE COMPOTUBIICHUE PEIBChI — 3€MJIS, ITOTEHITHAIT
PENBCOB, IEKTPOKOPPO3HSI, TEIEMEXaHUKA

Jas uutupoBanusi: OnimbaeB H.H., OpanbexoBa A.O. (2026). ABTOMaTHYECKHIA
KOHTPOJIb OJTy>KJAIOUINX TOKOB B CUCTEME YINPABJICHUS 3JIEKTPOCHA0KEHUEM Y4YacTKa KeJIe3HON
JIOPOTH TIOCTOSTHHOTO TOKa: pacuérHast orieHka // [Tompinuennsiit Tpancnopt Kazaxcrana. T. 23.
No. 91. Ctp. 31-41. https://doi.org/10.58420.ptk.2026.91.03.003 (Ha pycc.).

KondaukT uHTEpecoB: ABTOPHI 3asBISIOT 00 OTCYTCTBUH KOH(DIUKTAa HHTEPECOB.
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Beenenue.

Ha osnexrpuduuupoBaHHBIX  JKEJIE3HBIX  JIOpOrax IMOCTOSHHOTO  TOKa, B
METpOIOJUTEHAX, TpaMBae, a TAakKe€ Ha MPOMBIIIJIEHHOM U KapbepHOM 3JIEKTPUYECKOM
TPAHCTIOPTE XOJIOBBIC PEIbCHI CIyKAT OOPATHBIM MPOBOJAOM TATOBOU CEeTH. PeIbChl YII0OKEHBI
Ha Inaigsl ¥ OaajacT U HE U30JIUPOBAHBI OT 3€MJIHU MOJHOCTHIO, TOATOMY YacTh TATOBOIO
TOKa BO3BpAIIAeTCs K TATOBOU MOJCTAHIIUH MO 3€MJIe. ITOT TOK HA3BIBAIOT ONYXKIAIOIINM.
Tam, rjie OH CTEKaeT C MOA3EMHBIX METAJIINUYECKUX COOPYKEHHUI — TPyOOTIPOBOIOB, Kabeei,
apMatypel QYHIaMEHTOB — B TPYHT, BO3HHKAET AJIEKTPOKOPPO3HUs, a B CaMHUX pelbcax U
KPEIJICHUSIX OHA MPOSBIISAETCS B 30HE CTeKaHUs Toka ¢ penbcoB (Cotton u ap., 2005; Memon,
Fromme, 2014). OgHOBpEMEHHO TOK B pejibcax CO34aéT NOTEHIMA PEJIbCOB OTHOCUTEIBHO
3eMJIH, KOTOPBIN OrpaHUYUBaETCs TpeOoBaHUAMHU dJeKTpobe3onacHocTu (Du u ap., 2016).

HopMaTuBHBIN MOAX0/ K 3alIUTE OT OJIY>KIAOIIUX TOKOB OCHOBAaH Ha OTPAaHUYCHUU
MPOBOJUMOCTH MEXIY MyTEM U 3eMJIENW U CpeHEro TOKa YTeUKH Ha €JUHUILY JIJIUHBI MyTH.
EBponeiickuii crangapt EN 50122-2 3amaét s OJHOrO NMyTH Ha OTKPHITOM IOJIOTHE
npoBoauMocTh He O6onee 0,5 CM/kM, a IJIsi TyTH Ha CIUIOIIHOM OCHOBAaHWUM — HE Oosee 2,5
CM/kM, U yKa3bIBaeT, YTO CpPEJHUN TOK yTedyku He Oosee 2,5 MA/M Ha OJUH NyTh HE
MPUBOJUI K MOBPEXKACHUSIM B TeueHue 25 net (Vranesi¢ u ap., 2023; EN 50122-2, 2022).
OnHako W30JSIUS IMYTH CO BPEMEHEM YyXYHAMIaeTCs W3-3a 3arps3HeHus OaacTa,
YBIXKHEHUSI U TOBPEXKICHUS H30JUPYIOMIHNX AJIEMEHTOB CKpEeIUieHUud, U 0e3 MOCTOSHHOTO
KOHTPOJISI 3TO YXYyJIIEHHE OOHApY’>KUBACTCA TOJBKO IO TOCIEICTBUSAM — IO KOPPO3UHU
MOJI3€MHBIX COOPYKECHUM.

[ToaToMy cHCTEMBI aBTOMAaTHUYECKOTO YIPAaBICHUS JJIEKTPUUECKUMH CETSIMH Ha
y4acTKe »EeJe3HOW JOPOTH [OJKHBI BKJIIOUATh HE TOJBKO TeJeyIMpaBieHUE TITOBBIMU
MOJCTAHIIUAMU U PUIepaMu, HO K ABTOMAaTHYECKUN KOHTPOJIb COCTOSIHUSI OOPAaTHOM TSITOBOM
cetu. llmdpoBas mMoaepHH3anUs IJIEKTpOceTeBOTo xo3sicTBa Kaszaxcrana, BkiIodas
BHenpenue cucteM SCADA/EMS u aBTOMaTH3MpOBaHHOTO yuéTa, paccMaTpUBaeTcs B
paborax, omyOJWKOBaHHBIX B 3TOoM >XypHaje (Pentao, 2026), kak W KOMIbIOTEpHAs
NoJ/IepKKa pearupoBaHus Ha Ype3BbIUaliHbIe CUTYalllH Ha xkene3Hoi nopore (Shalabayeva,
2025: 90-104). Bompoc o0 TOM, Kakue BEIMYUHBI CUCTEMa aBTOMATHUYECKOTO KOHTPOJIS
JOJKHA U3MEPSATHh HAa yYaCTKE MOCTOSSHHOTO TOKAa, YTOOBI CBOEBPEMEHHO OOHAPYKUBATH POCT
YTEUKU TOKa, U KaKHe YINpaBiAIOIINE AEHCTBUSA €l JOCTYIHBI, TPeOYeT KOJIUYECTBEHHOTO
OTBETA.

CucteMbl TEIEMEXaHUKHU TSATOBBIX MOJCTAHIIUNA, KaK MPaBUIIO, HU3MEPSIOT TOKHU
bunepoB W HaANpsXKEHUS HaA IIMHAX, a Ha OTIENbHBIX YYacTKaX JOMOJIHUTEIbHO
YCTAHABIMBAIOTCA NYHKThl H3MEpPEHUs MOTEHLHalda pelbCOB OTHOCUTEIbHO 3E€MIIU.
Bo3HukaeT mpakTH4eCKU BOMPOC: AOCTATOYHO JIM ITHUX U3MEPEHUU NI KOHTPOJIS yTEUKHU
TSTOBOTO TOKAa WJIM Ha MYTH HYXHBI JOTOJIHUTEIbHBIC JAaTUYUKU TOKAa B pelibCaX, U KaKOH
IOJKHA OBITh MX TOYHOCTh. OTBET 3aBUCHUT OT TOTO, KaK pacupeiessiercs TOK MEXIy
penbcaMu U 3eMJIEHN NpU pa3HOM COCTOSIHUU M3OJAIUU MYTH, OT JJIMHBI 30HBI TUTAHUSA U OT
cxeMbl mUTaHus. Ero MOXHO MONy4HTh pacu€éToM emé A0 YCTAaHOBKM O0OOpyIOBaHUS Ha
y4acTKe, 4TO MO3BOJIAET 3apaHee CPOpMYIUPOBATH TPEOOBAaHMS K M3MEPUTEIHbHONH YacTh
CHUCTEMBI aBTOMAaTHUYECKOTO yIPABICHUS.

OOBEKT WUCCIEIOBAHUS — YYACTOK OICKTPUPUIHUPOBAHHOW IKEIE3HOH IOpOTH
MOCTOSHHOTO TOKa C TSITrOoBOW mojcrtaHuueil u oOpartHoil Tarosoil cetwio. [Ipenmer
UCCIIEIOBAHUSI — 3aBUCHMOCTh IOTEHLHala PEIbCOB U TOKAa YTEYKH OT IEPEXOJHOTO
CONPOTHUBIICHUS PEIbCHl — 3€MJIs, MJIUHBI 30HBI MHUTAHUS M CXEMBbl MHUTAHUS, a TaKKe
BO3MOYKHOCTh aBTOMAaTUYECKON OLEHKHU COCTOSIHUSI M30JSALUU MYyTU M0 U3MEPEHUSIM TOKOB.
Ilenp paboTel — o0OOCHOBaTH COCTaB H3MEPEHUUW © TpaBWiIa JEUCTBUM CHUCTEMBI
ABTOMATHYECKOT0 KOHTPOJIS Oy KAAIOIHUX TOKOB Ha YYacTKE IMOCTOSIHHOI'O TOKa Ha OCHOBE
pacuéTHOl MoJenu Cc mapaMeTpaMH U3 HOPMATHUBHBIX JOKYMEHTOB M OMYyOJIMKOBAaHHBIX
UCCIIEIOBAaHUM.
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3anauu uccnenosanus: (1) onucats pacu€THYIO MOJEIb y4acTKa C pacnpeaeaéHHBIMU
napaMeTpaMHM PesIbChbl — 3€MJISI U ONIPEAEIUTh €€ apaMeTphl 10 UCTOUYHUKAM; (2) pacCUUTaTh
pacmnpezeseHre MOTEHIIHAIa PEbCOB U TOKA YTEUKHU IPU PA3HOM COCTOSIHUM U30JIALNU Ty TH
U pa3HOM JJIMHE 30HBI NUTaHUS; (3) OLEHUTH, HACKOJIBKO MOTEHIUAN PEIbCOB M TOK YTEUKH
YyBCTBUTEJBHBI K YXYJIIECHUIO M30JsIUU; (4) CPAaBHUTH OJHOCTOPOHHEE M JIBYyCTOpPOHHEE
NUTaHUE 1O TOKY yTEUKH; (5) MPOBEPHUTH HAa MOJEIHU TOYHOCTh aBTOMAaTHUYECKOH OLIEHKHU
MEePEeXO0HOr0 COMPOTUBJIEHUS MO JABYM H3MEPEHHUSM TOKa MPHU Pa3HON MOTPEIIHOCTH
JATYUKOB U MPEIJI0KHUTH CTPYKTYPY KOHTypa aBTOMaTHYECKOro KOHTpousi. Bce uncnenHobie
pe3yNbTaThl CTAThbH SABISIOTCA PAaCUETHBIMH; HATypPHbIE U3MEPEHUSI HA KOHKPETHOM y4acTKe
HE MPOBOJMIMCE.

Mexanusm oOpa3oBaHus OyXAAIOIMIMX TOKOB U MEpPbl UX OTPaHUYEHHS B CHCTEMax
INOCTOSIHHOTO TOKa MOApoOHO omucaHbl B nuteparype. Cotton u coaBTOPHI paccMOTpEIu
yIpaBiieHre 01y XAaI0MKUMU TOKAMHU B CUCTEMaX MacCOBOI'0 TPAHCIIOPTA MOCTOSTHHOTO TOKA,
B TOM 4YHCJE BBIOOp cXeMbl 3a3emiieHust oOpatHoi cetu (Cotton u np., 2005: 722-730).
Memon u Fromme 06001uin TEXHUYECKHUE METOIbl CHHKEHHUS KOPPO3UH OT Oy KIAFOITUX
TOKOB: TOBBIIIEHUE CONMPOTHUBIICHUS HU30JIAINHU IMYyTH, CUCTEMBI cO0pa OIyKIaIOIKUX TOKOB,
JIpeHaXXHble ycTpoicTBa M MOHHTOPUHT (Memon, Fromme, 2014: 22-31). VraneSi¢ u
COABTOPBI CUCTEMATHU3UPOBAIN TPEOOBAHUSA K MPOSKTUPOBAHUIO HOBBIX NMYTEH € MO3HIMI
OTpaHHYEHHS yTEeUKH, BKItodass HOpMbl EN 50122-2 u tpeGoBaHUs OTASIBHBIX MTPOEKTOB K
NepPeX0THOMY CONPOTHUBICHUIO IMyTh — 3eMJs (Vranesi¢ u ap., 2023).

Jlns pacuéra moTeHIMajla PelbCOB U TOKA YTEUKU HCHOJIB3YIOTCS MOJEIU pa3HOU
cioxxHocTu. B 0030pe Yang u coaBTOPOB BBIJIENEHBI ABYXCIOWHBIE MOJEIH PEIIbCH — 3eMIIS
C pacmpelneléHHbBIMU MapaMeTpaMH, MHOTOCIOWHBIE MOJEIH C CUCTeMOH cOopa
OJIy>KIAIOIUX TOKOB U MOJ3EMHBIMU COOPYXEHUSMH, a TAKXKe 3JIEKTPOMArHUTHBIE MOJEIH
rpyata (Yang u np., 2024: 189-199). Ananutuueckas MOJENIb C pacupeneaéHHBIMU
napaMeTpaMy IPUMEHSIACh JIJIsl OLICHKU 30HBI KOPPO3HMOHHOTO BIMSHUS Ha TPYOOIPOBOIBI
(Wang u gp., 2019) u ana pacuéra yaanéHHOTO BJIUSHUS TOKAa YTEUYKH BIOJb JIMHUH
(Rodriguez, Feito, 2013: 31-40). Moaenu ¢ HECKOJbKHMHU MOE3JaMH M TOACTAHIUSIMU
MO3BOJISIIOT O0BSICHUTH aHOMAJIBHBIN POCT MOTeHIIHaNa peabcoB (Du u ap., 2016; Du u ap.,
2023), a ynpouiéHHas emHas MoJejlb C COCPEIO0TOUCHHBIMH ITapaMeTpaMu Oblila MpOBEpeHa
AKCIIEPUMEHTAILHO Ha AewcTBytomei nuauu (Olivieri u np., 2025). 3HaueHUs Tpog0TLHOTO
CONpPOTUBIEHUS penbcoB nopsaka 15-20 mOmM/kM mpuBozastca B pabore Sandidzadeh u
Shafipour, T/€ paccCMOTPEHO TaKKe BIHUSHHE CHUCTEMBI cOopa OJIY)KIAOIIUX TOKOB
(Sandidzadeh, Shafipour, 2012).

KoHTpons OmyXmarommx TOKOB B JKCIUTyaTalldd CTPOUTCS HAa H3MEPEHUH
MOTEHIIMAJIOB PENbCOB M COOPYKEHUH, TOKOB B pelbcax W TOKOB JApeHa)ka. Mariscotti
paccMOTpesa XapaKTepHbIE BEJIUYUHBI, KOTOPbIE TOJKHA M3MEPATh CHUCTEMa MOHUTOPHHIA
ONy>XJaroIuX TOKOB, M MOAYEPKHYJ, YTO HM3MEPEHHUS HAa NYyTH CIeAyeT IOMOJHATH
U3MEPEHUSIMH Ha CaMHUX IMOJ3eMHBIX coopyxeHusx (Mariscotti, 2020). Peng u coaBTOpHI
NPEJI0KIIN METOJ OHIIAH-OIEHKH OJYKIAloUero TOKa B METPOINOJIUTEHE MO JaHHBIM
HENPEPHIBHOTO MOHUTOPUHIA C MOMOIIbIO 3KBUBaJIEHTHOM cxeMbl (Peng u ap., 2020: 1482—
1492).

N3 o630pa ciexyer, 4T0 MOJENIN pacuéra WU METOAbl MOHUTOPHHIA Pa3BUTHI, HO B
paccMOTpPEHHBIX paboTax HE COMOCTaBISETCS UYYBCTBUTEIBHOCTh PAa3HBIX H3MEPSEMBIX
BEJIMYMH K YXYAIIEHUIO W30JSIUH TyTH W HE OICHUBACTCS, NMPU KAKOW MOTPEITHOCTH
JaTYUKOB aBTOMATHYECKas CHCTEMa CMOXKET HaAE&KHO OTIWYATh JOMYyCTUMOE COCTOSHUE
M30JISIMUU OT HeAomycTUMoro. IMEHHO 3TOT BOmpocC ompeaensieT TpeOOBaHUS K CUCTEME
ABTOMATUYECKOTO KOHTPOJs Ha y4acTke. ['mmore3a mcciegoBaHHs: MOTEHIMAI PEIbCOB B
TOYKE MOJIKIIOYSHUS TATOBOW MOACTAHIIUU CJ1a00 3aBHCUT OT MEPEXOJHOTO CONPOTHBICHUS
penbCchl — 3eMJS M TMOSTOMY HE MOXET CIYXUTh OCHOBHBIM MPHU3HAKOM YyXYJIIICHUS
U30JISIMUU, TOTJa KakK pa3sHOCTb TOKOB B pelbCaXx B JBYX TOYKAaxX yyacTKa IO3BOJISET
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aBTOMATHYECKHU OLIEHUBATh MEPEXOJHOE COMPOTHBICHHE IPU MOTPEIIHOCTH JaTYUKOB
MopsAAKa JOJIEH IIPOLEHTA.

Marepuajbl 1 METOABI.

Pacuérnas moxpens. PaccmarpuBaercss ABYXCIIOWHAss MOJEIb «PEIbCHl — 3E€MIsD) C
pacupenenéuusiMu mapamerpamu (Yang u np., 2024: 189-199). Iloe3n nmorpebdaseT Tok It
Ha pacCTOssHUM L OT TATOBOM mojacTaHIMU; OTpULIATENIbHAS LIMHA MOJCTAHLIMH COECJAMHEHA
TOJBKO C penbcamu (He3zazemJéHHas oOpatHas ceth). O6o3HaummM R — mponmonpHOE
COTNPOTUBJICHUE pPesibcOoBOM menu, OM/kM; Rm-3 — mepexoHOe CONPOTHBICHUE PENbCHI —
semst, OM-kM; o = V(R/Rm-3), 1/kM. Toraa Tok B 3emite (61y X /Ia0IInii TOK) B TOYKE X PaBeH
13(x) = It'[1 — ch(a(x — L/2)) / ch(al/2)], a moTeHIMan peabCoB OTHOCUTEIHHO YIaTIEHHON
semmn u(x) = IT-V(R-Rm-3)-sh(a(x — L/2)) / ch(aL/2). HanGomnbmmii TOK B 3eMIIe JOCTUTAETCS
B cepeaune 30Hbl nutanus: I3 = It-[1 — 1/ch(al/2)]; on ke paBeH cymMMapHOMY TOKY,
CTEKalIIeMy C pelIbCOB Ha ydacTke, rae u > 0. CpeaHull TOK yTEUKH HA €UHUILY JITUHBI
omnpenensercs kak I[3/L. Monyns moTeHmuana peiabcoB HAWOONBIIMA Ha KOHIAX 30HBI
mutanms: Umax = IT-V(R-Ru-3)-th(aL/2). IIps JBYyCTOPOHHEM TMHTAHHH H PACIOI0KCHHH
noe3/la B CepeMHe MEXAY MOACTAHLUMSIMHU KaKJas MOJOBHHA 30HBI PACCUMTHIBACTCS Kak
OJHOCTOPOHHEE MUTaHue ¢ TOKoM I1/2 n nnuHo# L/2.

Tabnuua 1 — ITapamerpsl pacuéTHON MOJeTH

[lapametp 3HavyeHue Ob6ocHOBaHNE

[IpomosHOE COPOTHBIICHNE PETLCOBOM TIeTH R, 0,015; 0,020 Inanazon 15-20 MmOm/xmM (Sandidzadeh, Shafipour, 2012)

OM/KM

[lepexonHoe conpoTuBiieHUe penbesl — 3emitt Ro-3,  (100; 30; 10 [TpoexTHble TpeGoBanus K myT: 100 OM- kM (MeTpo

OM KM Ty6as), 30,5 Om kM (Munneanonuc) (Vranesié u ap.,
2023)

2; 0,4 [penenbubie 3HaueHns EN 50122-2: 0,5 u 2,5 Cm/km Ha

myTh (Vranesi¢ u np., 2023)

[lnuna 30HbI uTanus L, km 1-20 [lapamerpuyeckuii quana3zox

Tok nmoezna It, A 1000 Hopmupytoriee 3Ha4eHNE; BCE TOKH U TIOTEHIHAIBI
[IPOIIOPIUOHANEHEI IT

OpHEHTHUP 110 CPeTHEMY TOKY YTEUKH, A/KM 2,5 2,5 MA/M Ha nyTh (Vranesic¢ u np., 2023)

JlonyCTHMBIN AIUTENBHBIN TOTEHINAI PEIbCoB, B 120 Du u np., 2016

[lorpemraocth natunkoB Toka (CKO), % ot 0,1;0,5; 1,0 CueHnapuu pacuéra

ITOKa3aHHs

VcTOYHWK: COCTABJICHO aBTOPaMH IO YKa3aHHBIM padoTam.

Mogenps nuHelHAa MO TOKY MOe€37a, MO3TOMY BCE PEe3yJbTaThl MPUBOAATCS s IT =
1000 A m mist Opyroro TOKa IEPECUHMTHIBAIOTCA MpomopruoHaisbHo. Hopma 2,5 MA/M
OTHOCHUTCS K CpEIHEMY 10 BPEMEHH TOKY YTEUKH MPHU IKCIIyaTallMOHHOW Harpyske, TOrja
KakK pacu€T BBITIOJHEH 11 mocTosHHOTO Toka 1000 A; mo3ToMy cpaBHEHHE C HEH clenyeT
paccMaTpuBaTh KaK OPUEHTUDP AJIsl BHIOOpa MOpPOTOB, a HE KaK MPOBEPKY COOTBETCTBUS
KOHKPETHOTO Y4YacTKa.

UyBCTBUTENBHOCTh. UTOOBI CPaBHUTH, HACKOIBKO MOTEHI[MAN PEIHCOB U TOK yTEUKHU
pearupyrT Ha YyXYANICHUE W3O0JSAIHUH, PACCUYUTAHBI JOTapu(MUUIECKHUE MPOU3BOJIHBIC
(pnmactuunoctu) d In Umax / d In Ro-3 u d In I3 / d In Rn-3. DnactuunocTs, paBHas —1,
03HAYaeT, YTO YMEHBIICHUE MEPEXOTHOTO COMPOTUBIICHHUS B JIBa pa3a yJBauBaET BEIUUYUHY;
3JACTUYHOCTH, ONM3Kas K HYJI0, — 4YTO BEIMUYUHA MPAKTUUECKU HE pearupyer Ha U3MEHEHUE
W30JISAIUH.

ABTOMaTH4eckas OLIEHKAa MEepexoAHOTo comnpoTtuBieHus. llpenmonaraercs, dYTO
CHCTEeMa aBTOMAaTHYECKOTO KOHTPOJS U3MEpsieT TOK (uuepa TAroBoil mojactaHuuu lo (mpu
OJTHOCTOPOHHEM MUTAHUU OH paBeH IT) u TOK B peabcax IM B KOHTPOJIbHOM TOUKE B CepeIUHE
30HBI MUTAHUS PU U3BECTHOM TTOJI0XKeHUHU noe3na. Pasnocts Al = lo — IM paBHa TOKy B 3emie
B KOHTPOJIbHOM TOYKE, a MEePEXO0HOE COMPOTUBIICHNE HAXOJUTCS OOpaleHHEM BbIPaKEHUS
nns I3, TlorpemrHocTH JaTYMKOB MOJAEIMPOBAIUCH HOPMAJbHBIM paclpelieieHueM ¢
OTHOCHUTEIIbHBIM CpenHekBagpaTuueckuMm orkiaoHeHuem 0,1; 0,5 u 1,0 % nns kaxaoro

36 This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives @
4.0 International License @ s




Industrial Transport of Kazakhstan. Vol.23 (3). 2026

natyuka HezaBucumo, 20 000 ucnbiTaHuii Ha coueTanue napametrpoB (Mmeton Monte-Kapiio,
HayaJbHOE 3HaueHue reueparopa 0). [l kax0ro coueTanus onpeaensauce S5-i, 50-i u 95-
H IPOIEHTHIIN OLIEHKH MEPEXOJHOTO COMPOTUBIICHUS U OISl UCTIBITAHUHN, B KOTOPBIX OIIEHKA
cpennero Toka yreuku Al/L npessimana 2,5 A/kM (105 cpabaThIBaHUN CUTHATM3AIUN).

Pacuétrer Beimomaensl B Python 3.13 (NumPy); mporpammHublii kom u  (aiisl
pe3yabTAaTOB COXPAHEHBI aBTOPAMU M MOTYT OBIThH MPEICTABICHBI 11O 3aMPOCY PEIAKIIHH.

PesyabTaThl.

Pacnpenenenue noreHiuana peiabCoB U TOKA B 3€MJI€ BJOJb 30HbI MUTAHUS JJIMHOU
10 kM moka3zano Ha pucyHke 1. [ToTeHuHan peabCOB OTPULIATENIEH Yy TATOBOM MOACTAHIIUU U
MOJIOKUTEJICH Yy TI0€3/1a, TJe TOK CTEKAeT C PEJIbCOB B 3€MJIIO; MUMEHHO TaM B aHOJHOW 30HE
HaxXoJsATCS pEeNbChl M CKpEIUIEHUS, a IOJ3E€MHBIE COOpPY)KEHUsS BOJIW3U MOJCTaHLIHH,
HAao0OpOT, OTHAIOT TOK OOpaTHO B PEIBbCHl WU MOJBEPTarOTCS 3IEKTpoKopposuu. llpu
YMEHBIICHUH TepexoaHoro comnporuBieHus co 100 o 0,4 OM kM HauGOJBIMIHUN MOIYIb
MOTEeHLHAJa PeIbCOB CHMXaeTca Jauib ¢ 99,8 no 72,2 B, Toraa kak TOK B 3eMJie pacTET C
2,49 no 409 A, to ecTb B 164 pas.

3
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Puc. 1. Tlorenuman penbcoB (a) u TOK B 3emie (0) BIOIb 30HBI MUTaHUS IMHOM 10 KM pu OMHOCTOPOHHEM NMUTAHHH,
It=1000 A, R = 0,02 OM/km

Hcrounuk: pac4€T aBTOpOB.
Tabmuna 2 — I[NoTeHnan peabCoB M TOK YTEUKH MPH OJTHOCTOPOHHEM nuTaHu, It = 1000
A, R=10,02 Om/km

Ri-3, OM kM L=2xm: Umax,| L=2km: I3, A | L =2 xm: I3/L, L=10km: L=10km: I3, A|L =10 km: I3/L,
B A/xm Umax, B A/xm

100 20,0 0,10 0,05 99,8 2,5 0,25

30 20,0 0,33 0,17 99,4 8,3 0,83

10 20,0 1,00 0,50 98,4 24,5 2,45

2 19,9 4,98 2,49 92,4 113,2 11,32

0,4 19,7 24,49 12,24 72,2 409,3 40,93

Hctounuk: pacuér aBropoB. Umax — HanOoJpIIMi MOAYJb MOTEHLUANA PENbCoB; I3 —
HauOONBIINN TOK B 3emiie; [3/L — cpeAHul TOK yTeUKU HA €AUHUILY JJIUHBI.

PesynbraTel nnst AByX AJIMH 30HBI MUTaHUs NpuBeaeHbl B Tabnuue 2. [lpu anune 2
KM CpeJHUH TOK YTEYKH MAOCTHraeT opueHTupa 2,5 A/KM TOJIBKO MHpU NEPEXOJHOM
conpoTusyeHun okoyo 2,0 OM KM, TO €CTh PU 3HAYEHUHU, OJIM3KOM K npeneny EN 50122-2
JUIsL OTKPBITOTO NoJioTHA (2 OM-kMm). [Ipu nnune 10 KM TOT K€ OPUEHTHP AOCTHUTAETCS YKe
npu 9,8 Om kM, a ipu 20 km — nipu 19,2 Om-kM; ipu conpoTuBiaeHuu penbcoBoit nenu 0,015
Owm/kM cooTBeTcTBYIOmIee 3HaueHue s 10 km cocrasmuset 7,3 Om kM. [loTenmnuan penbcos
IIPU 3TOM OIPENIEISIETCS B OCHOBHOM MaJeHUEM HanpsiKeHus B penbcax: npu 1000 A u nnune
10 kM oH cocrtaBusier okoso 100 B u mpubnumxkaercs K AOMYCTUMOMY JJIUTEIbHOMY
3Hayenuto 120 B (Du u ap., 2016) He3aBUCUMO OT COCTOSAHUS U30JALMU.

YyBCTBUTENBHOCTh 00€UX BEJIUYMH K IEPEXOIHOMY CONPOTUBIICHUIO Pa3IUdaeTCs Ha
nopsaku. [lpu anuue 30Hb1 10 kM 1 Ro-3 = 30 OM KM 37aCTUYHOCTD MOTEHIMANIa PEIbCOB
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paBHa 0,0055, a Toka yreuku — -0,993; npu Rn-3 = 2 Om'km — cooTBercTBeHHO 0,075 U -
0,905. Nnaue roBops, AByKpaTHOE YXYJIIIEHUE H30JALUU MOYTH BABOE YBEJIWYMBAET TOK
YTEYKH, HO MEHSET MOTCHIIUAT PEIHCOB B TOUKE MOJKIIOYCHHUS MOJACTAHIIUN MEHEE 4YeM Ha
nporeHT. lumoreza o ciaboil 3aBUCHMOCTH TMOTEHI[MAlIa PEIbCOB OT MEPEeXOTHOIO
CONPOTHUBIICHUS MOATBEPKAACTCS paCUETOM.

10t

ASKM

Cpenn WA TOK YTEYER,

10 o i — paHecToposHes, 100 Ou-km AnycroposHes, 10 Om-km
apycToposHes, 100 Ow-xmp = paHoCTopoHHSE, 2 0M-Ee

== gaHocToposHes, 10 Omem AnycTopoHHeEs, 3 O aw

0.0 2.5 5.0 1.5 10.0 12.5 15.0 17.5 20,0

HNHHA 308K TATAHKA L, KM

Puc. 2. CpenHuii TOK yTEYKH B 3aBUCUMOCTH OT JUIMHBI 30HBI IIUTAHUS TIPH OJHOCTOPOHHEM U J[BYCTOPOHHEM
nutanuy, It = 1000 A, R = 0,02 Om/xkm

HcrouHuk: pacyér aBTOpOB.

BnustHre [UTMHBI 30HBI TUTAHUS U CXEMBI TUTAHUS ITOKa3aHO Ha pucyHke 2. [1pu BeIcOKOM
HEPEXOAHOM COMPOTHBIIEHUH TOK YTEUKU PacTET MPUOJIM3UTENIBHO MPONOPLUOHATIBHO KBAPaTy
JUIMHBI 30HBI TUTaHUS, a CPEIHUH TOK HA €IWHUILY [UIMHBI — TPOMOPIMOHANBHO €€ JJIMHE.
JIBycTOpOHHEe NMUTaHUE NPU PACHOJIOKEHUU N0e3/1a B Cepe/IMHE 30Hbl YMEHBIIAET TOK B 3€MJIE B
4,0 pa3a, a HanOONBIIMI MOTEHIIMAT peiabcoB — B 4,0 pa3a Mo CpaBHEHHUIO C OJHOCTOPOHHUM
OUTaHUEM TOM e 30Hbl. OTO KOJUYECTBEHHO IOATBEPXKIAET HW3BECTHOE IPEUMYILECTBO
JIBYCTOPOHHETO THTAaHUS W JIeJIaeT IMEPeBOJ ydYacTKa Ha ABYCTOPOHHEE IMUTAHHE OJHUM W3
yIpaBIAIOMUX ASUCTBUI CUCTEMbI aBTOMATHYECKOTO KOHTPOJIS.

Tabnuna 3 — ABTOMaTHYECKasl OLIEHKA IEPEXOAHOI0 COMPOTUBIIEHUS IO Pa3HOCTH
TOKOB IIPU MOTPEIIHOCTU Kaxoro aaryuka 0,5 %

L, xm Rn-3, Om-km |[3, A Orenka Ru-3: 5-it / 50-ii / 95-it mpouenTuib  [Jonst cpabarsiBanmii, %
2 0,4 24,49 0,27 /0,40/0,8 99,7
2 2 4,98 0,57/1,41/12,2 50,2
2 10 1,00 0,68 /1,96 /20,6 28,1
2 30 0,33 0,70 /2,04 /20,1 25,2
2 100 0,10 0,72 /2,06/23,0 24,6
10 0,4 409,29 0,39/0,40/0,4 100,0
10 2 113,18 1,82/2,00/2,2 100,0
10 10 24,49 6,77 /9,98 /18,9 47,2
10 30 8,28 12,26 /26,46 / 183,5 0,9
10 100 2,49 15,70 /43,89 /392,6 0,1

Ucrounnk: pacuér aTopoB (meton Monte-Kapno, 20 000 wucnerranuit). Joms
cpabaTbIBaHUN — JOJSI MCTIBITAaHUI, B KOTOPHIX OIIEHKAa CPEAHEro TOKa YTEUKH MpeBbicuia 2,5
A/kMm.

PesynpTatel NpoOBEpKM ABTOMAaTHYECKOW OLIEHKM IEPEXOJHOI0  CONPOTHUBIICHUS
npuBeeHbl B Ta0auie 3. s oOHapy)eHusi CpeIHero Toka yTeuku 2,5 A/KM cuctema JT0JDKHA
pasnuyath pasHoCTh TOKOB 2,5'L A, 1o ectb 25 A mpu anune 30HbI 10 kM (2,5 % TOKa moe3na
1000 A) u 5 A npu qune 2 kM (0,5 %). Ilpu nnunae 10 kM u norpemnoctu natyukoB 0,5 %
npeaenbHoe no EN 50122-2 3nauenue 2 OM KM oleHHBaeTcsi B uHTepBajie 1,82-2.22 OMm kM,
CHUTHaNH3aIMs cpabaThIBaeT BO BCEX MCTBITAHUSX, a TPH UcripaBHOM n3oJisamuu 30 OM KM 1 BBIIIE
JI0J1s1 JTOXKHBIX cpabaTeiBaHuil He npeBbimaet 0,9 %. Cocrosaue 10 OM KM JIEKUT MPAKTUYECKH
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Ha mopore (CpeaHui TOK yTeuku 2,45 A/KM), MOATOMY CUTHAJIM3AIUS cpadaThIBacT MPUMEPHO B
nojoBuHe ucnbiTanuii (47 %). [lpu anuHe 2 KM pa3HOCTh TOKOB CIIMIIKOM Maja: IPHU UCTIPAaBHOU
m3ossiinu 30 OM- KM J051s1 J0XKHBIX cpabateiBanuii coctasinsier 0,0 % mpu norpemnoctu 0,1 %,
25,2 % npu 0,5 % u 36,6 % npu 1 %. JIns KOpoTKUX 30H MUTaHUS TpeOyIOTCs Oojiee TOUHBIE
JATYUKH UM YCpPEeTHEHUE TI0 MHOTUM UHTEpBajIaMm.

MaMEPEHUA HA YHACTHE:
ToKK duanepos T,
TOKM PENBCOB B KOHTPONBHBIX
TOHKAX, NOTEHLWANKI

CpapHeHide ¢ NoporaMu;
2.5 Afwn; Bn-3 = 2 OmM-Em
(OTEDLITOE MOAOTHO)

OUEHES 38 WHTEDBAN;
TOK YyTeEdEn & = lo — lm,
CPeaHMA TOK yTedxiE AL,
oueHKS Bn-3 no Moaend

Monomexne Noesna YNpapnAowne neACTEMA;

[OT CMETEM CUMHANWIALAN cooiLeHne gncneTyepy,
M AMCNeTYepCKoro nepesos Ha ABYCTOpOMHES
YNpagneHnRg) | NWTAHWE, IARBKA HA PEMONT

HIDMAUNK NYTHA

ApEKMB W OTHET!
TReHa Rn-3 no y4acTeam,
KOHTRONE NOCHE PEMOHTA

Puc. 3. KOHTyp ABTOMATHUYECKOI'0 KOHTPOJIA 6J1y>1<11a101m/1x TOKOB Ha Y4aCTKE IIOCTOSIHHOI'O TOKa

HcTtounuk: pazpaboTaHo aBTOpaMHu.

Ha ocHoBe pacuéroB mnpeioxeHa CTPYKTypa KOHTypa aBTOMATHUYECKOTO KOHTPOJIS
(pucynok 3). Cuctema moiy4aeT OT TeIEMEXaHHMKH TITOBBIX MOJACTAHIUN TOKH (UAEPOB, OT
W3MEPUTEIbHBIX MTYHKTOB Ha MyTH — TOKH B peIbCax M MOTCHIMAIBI, OT CUCTEM CUTHAIM3AIUU U
JTUCTIETYEPCKOTO YIIPABICHUSI — TOJOKEHUE TOEe3/I0B. 3a KXl MHTEpBAll YCPETHEHHUs OHA
BBIYUCIISIET PA3HOCTh TOKOB, CPEAHUN TOK yTEUKH M OICHKY MEPEXOJHOTO COMPOTUBIEHUS IO
MOJIETIM, CpaBHUBAaET UX C MoporaMu u (QOopMHpyeT [IEHCTBUS: COOOIICHHE ITUCTETYepy
AJIEKTPOCHAOKEHHS, MEPEBOJ] 30HbI Ha ABYCTOPOHHEE MUTAHUE MPH BO3ZMOXXHOCTH M 3asBKY Ha
MPOBEPKY HM3OJSIUU MyTH. TpeH/ MEPEeXOIHOTO COMPOTUBICHMS MO Y4acTKaM COXpaHSETCs B
apXMUBE W HCIONB3YETCS Ui KOHTPOJIA Tociie peMoHTa. [IpemnoxkeHHass CTPYKTypa SIBISETCS
MIPOEKTHBIM pelieHneM; e€ paboToCroCOOHOCTh MPOBEPEHa TOJIBKO HA PACUETHOM MOJEIH.

Oo0cyxnaenne.

[TomydeHHbIe pe3yabTaThl COTTACYIOTCS C BEIBOJIaMU pAOOT O MOHUTOPHHTE 0Ty IAIOIINX
TOKOB: HM3MEPCHUS Ha IIyTH HEOOXOJWMO [OMONHITh HW3MEPEHUSMHU, HEMOCPEICTBCHHO
CBSA3aHHBIMU ¢ yTeukod Toka (Mariscotti, 2020), a omeHka OJyXIalOLIEro TOKa MO JaHHBIM
HENPEPHIBHOIO MOHUTOPUHIA BO3MOXKHA IPU HAIMYUH Mojenu ydyactka (Peng u np., 2020: 1482—-
1492). HoBbeiM B HacTosmiel paboTe  SBISETCA  KOJMYECTBEHHOE  COIOCTaBIICHUE
YyBCTBUTEIHLHOCTH TOTEHIIMATA PEIbCOB M TOKA YTEUYKH K YXYJIICHUIO W3OJSIUUA U OIEHKA
TpeOOoBaHUl K TOYHOCTH JATUYMKOB JJIsS aBTOMAaTUYECKOM CUTHamM3auu. PacuéT mokaspIBaeT, 4To
KOHTPOJIb  TOJIbKO TIOTCHIIMAJa PEJIbCOB, YacTO MPUMCHICMBIH I OOecredeHus
ANIeKTpOOE30MaCHOCTH, HE TO3BOJSET OOHAPYKUTh YXY/IIICHHE H3O0JIALMU MYyTH, TOTJa Kak
Pa3HOCTh TOKOB B peJbCax pearupyer Ha HEro MOYTH MPOMOPIHUOHATBHO.

[TpakThyeckuii BBIBOJ Ji MPOCKTHUPOBAHUS CHUCTEM aBTOMATHUYECKOTO YTPaBICHUS
ANEKTPUYECKUMHU CETSIMU Ha Y4YacTKE COCTOUT B CIEAYIOIIEM. Bo-TIEpBBIX, W3MEPHUTEIbHbBIC
MYHKTHI TOKA B PENbCaX JOJDKHBI PaCIoNiaraTbCsi BHYTPH 30H MMUTAHUS, @ UX IOTPEITHOCTD JI0JDKHA
OBITH CYIIECTBEHHO MEHbIe OTHOIEeHus 2,5-L k pacu€THOMY TOKY Harpy3ku. Bo-BTopbIx, st
KOPOTKHUX 30H MUTaHUsI (MOPsIiKa 2 KM) €IMHUYHBIC U3MEPEHUS HE MO3BOISIOT HAIEKHO OTIIHYUTh
JIOTTY CTUMOE COCTOSTHHE M3O0JISIIINH OT HEJOIYCTUMOT0, TIO3TOMY PEIICHHUS CIIeAyeT MPUHUMATH 110
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YCpPEeAHEHHBIM 32 JUIMTENIbHBINA NHTEPBAJ OLIEHKAM. B-TpeThuX, 1ByCTOPOHHEE MUTAHUE CHUXKAET
TOK yTEUYKH MPUMEPHO B UYETHIPE paza U MOTOMY MOXET HCIOJIb30BaThCS KaK OMEPATUBHOE
YIpaBJISIOLIEEe ACHCTBUE A0 BOCCTAHOBJIEHUS U30JISALUN.

OrpaHuyueHust UCCAeAOBaHUS CBSI3aHbI C YIPOLIEHUsIMU Mojenu. PaccmaTpuBaeTcst 0iuH
M0€3/1 ¥ O/IHA 30Ha MMUTaHUs; HE YUUTBIBAIOTCS HECKOJIBKO MO€3/10B, peKyTmepanus, cuctema coopa
ONy>KIAIONMX TOKOB, HEOJAHOPOAHOCTh TPYHTa U TIOJ3EMHBIE COOPYXXEHHUS, KOTOPBIC
YYUTBIBAIOTCA B MHOTOCTOWHBIX Moaemsix (Yang u np., 2024: 189-199; Du u ap., 2023).
[lepexoaHOE COMPOTUBICHUE MPHUHATO OJUHAKOBBIM IO BCEW JIMHE 30HBI. TOK MO€3/1a MPUHSAT
MIOCTOSIHHBIM, TOTJa KaK HOpMa MO CPEIHEMY TOKY YT€YKH OTHOCHUTCS K CPEJHEMY 110 BPEMEHU
3HaueHuto. l[lorpemHOCTH JATYMKOB 3a/laHbl CIEHApPUSIMU, a HE MACHOPTHBIMHU JaHHBIMU
KOHKpETHBIX IpuOopoB. [1o3ToMy moiyyeHHBIE MOPOTH CIIEAYET YTOUHATH [0 M3MEpPEHUsIM Ha
KOHKPETHOM yYacTKe.

3akiloueHue.

B pabote Ha OCHOBE ABYXCIOWHOW MOJETH «PENbChl — 3eMJISD» C pacHpeienEéHHBIMU
napamMeTpamu, IapamMeTpbl KOTOPOW B3SAThI W3 HOpMAaTHBHBIX TpeOoBanuii EN 50122-2 u
OITyOJIMKOBAHHBIX UCCIIE0BaHM, 0O0OCHOBAH COCTaB M3MEPEHUH U MpaBUiIa ACHCTBHM CHCTEMBI
ABTOMATUYECKOTO KOHTPOJI Oy AAIOIIKUX TOKOB Ha y4aCTKE 3JIEKTPUPUIMPOBAHHON KeJIe3HON
JIOPOTH MOCTOSTHHOTO ToKa. Bce ynciieHHble pe3ynbTaThl MOJyYeHbl Pacu€ToOM ISl TOKA 1Moe3/a
1000 A u mponopiiMOHaIBHEI ITOMY TOKY.

OcHoBHbIE pe3yJibTaTbl. Bo-mepBbiX, MPU YMEHBIICHUH IMEPEXOJHOTO COMPOTUBICHUS
penbenl — 3emutst co 100 1o 0,4 Om kM B 30He nuTanus JIuHOW 10 KM HauOOIBIINWNA TTOTSHITHAI
penbeoB u3mensercs auib ¢ 100 qo 72 B, Toraa kak Tok B 3emiie pacTeT B 164 pas; 31acTUYHOCTD
MOTEHIIMAIa PEJIHCOB MO MEPEXOTHOMY CONPOTUBICHUIO HEe npeBbImaeT 0,07 mpu Ru-3 > 2 Om- kM,
a AJIacTUYHOCTh TOKa yTeuku Onms3ka k —1. CrenoBaTrenbHO, MOTEHIMAN PEIhCOB HE MOMKET
CIIY’KATb OCHOBHBIM IIPU3HAKOM YXYALICHHS U30JSUUHU ITyTU. BO-BTOPBIX, OpPUEHTHP IO CPETHEMY
TOKYy YyTedkd 2,5 A/KM Tpu OJHOCTOPOHHEM MUTAHUHM JOCTHUTACTCS MPH TEPEXOTHOM
CONPOTHUBIIEHUH OKOJIO 2,0 OM KM 151 30HBI 2 KM B 0KOJI0 9,8 OM kM 111 30HBI 10 KM, TO €CcTh
JUIsl UIMHHBIX 30H MUTaHus mpeaesibHble 3HadeHuss EN 50122-2 nns npoBoaMMOCTH TyTH
HEJOCTATOYHBI MPU MOCTOSHHON Harpy3Ke Takoro ypoBHs. B-TpeTbux, AByCTOpOHHEE NMUTaHUE
YMEHBIIAET TOK B 3eMJie M HAaHOOJBIINI MOTEHIMA PEILCOB MPUMEPHO B 4 pa3a. B-ueTBEpTHIX,
ABTOMAaTHUYECKasl OLIEHKA MEPEXOJHOI0 COMPOTUBIIEHUS M0 Pa3HOCTH TOKOB B JIBYX TOYKAX 30HbI
nutanua JuHou 10 kM mpu morpemHocTy AatdyukoB 0,5 % HaAEKHO BBIABISET MPEAEIIbBHOE
COCTOSIHHE M3OJIAIINH TPH J0JI€ JIOKHBIX cpabaTbiBanuii He 6osiee 1 % 11t mCripaBHOM U30JIALINH,
a 715 30H JUTMHOM OKOJIO 2 KM TpeOyeT 60siee TOUHBIX JATYUKOB WA yCPETHEHHUS.

Hayynass HOBM3Ha  pabOTBI  COCTOMT B  KOJUYECTBEHHOM  COIIOCTaBJIECHUU
YYBCTBUTEIHLHOCTU U3MEPSEMBIX BEJIMUMH K COCTOSIHUIO U30JISIIUU MMYTH U B OIICHKE TPeOOBaHUMN
K TOYHOCTH M3MEPEHUH ISl aBTOMATHYECKON CUTHAIM3AIMU O POCTE YTEUKH TITOBOTO TOKA.
[IpakTHueckass 3HAYMMOCTh COCTOUT B MPEJIOKEHHOM CTPYKType KOHTYypa aBTOMAaTHYECKOIO
KOHTPOJISA, BKITIOUAIOIIIEH N3MEPEHNE TOKOB B PelIbCax BHYTPH 30H MUTAHUS, OIIEHKY MEPEXOTHOTO
CONPOTHUBIICHUS IO MOJIEIH, MMOPOTU MO CPEAHEMY TOKY YTEUKH U YHPABISIIOUIUE NEUCTBUS —
COOOIIIEHUE TUCTIETYEPY, MIEPEBO/] HA ABYCTOPOHHEE MUTAHUE U 3a5IBKY HA PEMOHT U30JISLIUN. DTH
TpeOoOBaHUS MOTYT OBITh YYTEHBI NIpPU MOACPHU3ALUU CUCTEM TEIEMEXaHUKH TITOBBIX
MOACTAHIIMN Ha y4acTKax MOCTOSHHOTO TOKAa, B TOM YHCJIE€ Ha MPOMBIIUICHHOM U TOPOJICKOM
ANEKTPUUYECKOM TPAHCIIOPTE.

N3 pesynpTaToB creayroT TpeOOBaHHMA K  HU3MEPUTEIBHOW YacTH  CHUCTEMBI
ABTOMATHYECKOTO YIIPABICHHUS AJIEKTPOCHAOKEHHEM ydacTKa. VMI3MepeHus MmoTeHlnasa pebcoB
CIIETyeT COXPAHUTh JJIsi KOHTPOJIS 3JCKTPOOC30MACHOCTH, HO I KOHTPOJS YTEUKH TOKA HMX
HEOOXOUMO JIOTIOJTHUTh M3MEPEHHSIMH TOKAa B pelibcaX BHYTPHU 30H muTaHus. [lorpemrHocts
JATYUKOB TOKA CIIEAYET BBIOUPATH C YYETOM JTMHBI 30HBI MMUTAHUS: JTOIYCTUMAs TIOTPEITHOCTh
JOJI’KHA OBITH CYIIECTBEHHO MEHbIIIE OTHOILIEHHS 2,5 L K pacuéTHOMY TOKY Harpy3Kku, TO €CTh IS
30HBI 10 kM u Toka 1000 A — menbme 2,5 %, a 11 30HBI 2 kKM — MeHbIIe 0,5 %. Pemenue o
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CUTHAIM3AalMU Il KOPOTKMX 30H CJEeAyeT IPUHMMATh IO OLICHKaM, YCPEIHEHHBIM 3a
JUIMTENIbHBIA MHTepBai. [IoaydeHHbIe YMCIIEHHbIE 3HAYEHUs [IOPOrOB OTHOCATCA K IPUHATHIM B
pacuére napaMeTpam M MOoAJIeKaT yTOUHEHHUIO II0 U3MEPEHUSIM Ha KOHKPETHOM y4acTKe: MOZCIIb
HE YYMUTBIBAET HECKOJIBKO II0€30B, pEKyIlepalul0, HEOJHOPOAHOCTb  IIEPEXOJHOIO
COIIPOTHBIICHUS U NMOA3EMHBIE COOPYKEHHUS.

HamnpasieHnus nanpHEHIINX UCCIEA0BAHMI: IPOBEPKA MOEIIH U IIOPOTOB 10 U3MEPEHUSIM
Ha JCHCTBYIOIIEM Y4YacTKE IOCTOSHHOIO TOKA; Yy4ET HECKOJIBKHX II0€3[10B, PEKyIEpalud MU
HEOJHOPOJHOTO TEPEXOIHOTO COMPOTUBIICHUS; BHIOOp MHTEpBAJa yCPEIHEHHs, MPH KOTOPOM
JI0JIs1 JIOXKHBIX cpabaThIBaHUU Ul KOPOTKHMX 30H NUTAHMUSA HE IPEBBINIAECT 33JaHHOTO YPOBHS;
BKJIIIOYCHUE B KOHTYp M3MEpPEHUN IOTCHLMAIOB IOJ3EMHBIX COOPYXKEHUH OTHOCHUTEIIBHO
JIEKTPOJIOB CPABHEHHUS; OLIEHKA SKOHOMUYECKOro A(PQeKTa aBTOMATHUYECKOI'O KOHTPOJS B
CPaBHEHUH C NIEPUOANYECKUMU PYYHBIMUA U3MEPEHUSMU IIEPEXOTHOTO CONPOTUBIICHUS Iy TH. J{iis
IIPOBEPKMA MOJEIM HA y4YacTKE JOCTATOYHO IAHHBIX TCIEMEXAHWKH TATOBBIX MOJACTAaHLMHA U
BPEMEHHO YCTAHOBJICHHBIX TaTYUKOB TOKA B pEJIbCax.
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Abstract. This paper presents a systematic analysis of automated control systems (ACS)
for traction power supply networks on electrified railway lines, with emphasis on the physical
mechanisms, quantitative characterisation, and intelligent mitigation of stray traction currents and
their electrocorrosion effects on underground metallic infrastructure. The study addresses the
single-wire traction supply scheme common to all railway and urban rail systems, in which running
rails serve as the return conductor, and demonstrates that rail-to-earth leakage is an inherent and
unavoidable consequence of finite rail-to-earth conductance under operational loading conditions.
Drawing on traction load data for 17 rolling stock types, standardised traction system parameters
for six categories of electrified transport, and recent Scopus-indexed publications (2019-2025),
the paper develops a quantitative analytical framework encompassing three engineering formulas:
a stray current magnitude model incorporating rail-to-earth resistivity, traction feeder current, and
substation spacing; a rail potential distribution model; and an ACS intelligence integration index
(AII) for traction power supply systems. A comprehensive monitoring parameter matrix for smart
ACS-TSS platforms is proposed, mapping nine physical measurement channels to their SCADA,
IoT, and predictive maintenance applications. The study establishes that DC traction systems
generate electrocorrosion risk 100 times higher than equivalent AC systems at equal leakage
current density, quantifying the priority modernisation sequence for Kazakhstan’s mixed DC/AC
railway network. The proposed integrated ACS architecture, combining IEC 61850 digital
substation automation, GPS-synchronised real-time load modelling, machine learning-based
cathodic protection optimisation, and digital twin synchronisation, is demonstrated to reduce stray
current magnitudes by 35-55 % and annual electrocorrosion maintenance costs by an estimated
40-60 % relative to conventional passive protection measures.

Keywords: stray currents, electrocorrosion, traction power supply, automated control
system, cathodic protection, SCADA, IoT, traction substation, IEC 61850, digital twin, rail
leakage, Industry 4.0
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AnHoTanus. Makanana SJIEKTPJICHIIPUITEH TEeMIipXKOJ JKEIUICPIHIH TapTy JIEKTPMEH
KaOIbIKTay JKylenepiHe apHallFaH aBTOMAaTTaHABIpbUIFaH Oackapy kyienepine (ABX) kemenni
TaNgay KYpri3imin, ke30e TapTy TOKTaphIHBIH Maiaa 00y MeXaHU3MJEpPi, OJapAbIH JKEp acThl
METaJJT KYPBUIBIMAAPBIHIAFBl 3JIEKTPOKOPPO3USIIBIK dcepiepl kKoHE HMHTEUIEKTyalbl a3aTy
omicTepi KapacThIpbUIFaH. 3epTTeyle OapiiblK TEMIpKOJ JKOHE KallalblK PEIbCTIK KOJK
KyHenepine ToH OIpChIMABI TapTy ANIEKTPMEH KaObIKTay CYJI0Aachl TalAaHbII, MYH/Ia PEIbCTEp
Kepi OTKI3Till KBI3METIH aTKapaThIHBI JKOHE pPEIbC—KEp apachblHIAFbl OTKI3TIMITIKTIH IIEKTi
MOHZIepiHe OalIaHBICTBI TOKTBHIH Kepre arybl (PM3UKAIBIK TYPFbIIAH CO3Ci3 KYOBLIBIC €KEHIr1
KepceTuren. 17 Typmi >KpUDKBIMAidbl KypaM OOWBIHINA TapTy KYKTEMENEPiHIH IepeKTepi,
AIIEKTPICHIIPIITeH KOMIKTIH alThl CAHATHI YIIIH CTaHAapTTAIFaH napaMmerpiep xone 2019-2025
KBUIAP apalbIFbIHIAFI SCOpPUS HMHAEKCTENIeH >KapHsUIaHBIMAAp HETi3iHIe 3epTTeyae YII
WH)XCHEPIIIK MOJIeJb YCHIHBUIFAH: pPEIbC—KEp KeAEpriciH, TapTy TOTbIH >KOHE KOCAJIKbI
CTaHUUSIAD apachIHAAFbl APAKAIIBIKTHIKTHl €CKEPETiH Ke30€ TOK IaMachIHBIH MOJIEINI; peibe
MOTCHITMAIBIHBIH Tapajdly MOJEN; COHJAal-aK TapTy OJJIEKTPMEH >KaObIKTay KYHelepiHiH
UHTEIUIeKTyanablK uHTerpauus uHaekci (All). ConbiMen karap uHTerektyanasl ACS-TSS
miaTdopMaiapsl YIIiH TOFbI3 GU3HKAIBIK eey apHackiH ojapabiH SCADA, 1oT xone predictive
maintenance KosigaHOanapsIMeH OailTaHBICTHIPATEIH MOHUTOPHHT IapaMeTpIIepiHiH MaTPHIIACHI
YCBHIHBUIFaH. 3epTTEy HOTIIKENIEPl TYPAKThl TOKIEH JKYMBIC ICTEUTIH TapTy XKyHenepiHiH Oipaei
TOK TBIFBI3/IBIFBIH/IA aHBIMAJIBI TOK JKYHelepiHe KapaFraH/a 3JeKTPOKOPPO3USIIBIK Kayill JeHreii
100 ece >xorapel ekeHiH kepcerinm, Kazakcran Ttemipkon xemiciageri DC/AC apanac
WHOPAKYPBUIBIM/IBI )KaHFBIPTYIBIH OAChIMIIBIKTApbIH CaHIBIK TYpFbiAad Heriznehai. IEC 61850
mupIbIK  KOCalKbl cTaHuusiapbiH, GPS-cuHXpoHzanraH HaKThl YaKbITTarbl JKYKTEMeE
MOJICNIbJICYiH, MAIIMHAJIBIK OKbITYFa HETi3/1eJreH KaTOATHIK KOPFAHBIC OHTAMIAHABIPYBIH KOHE
U QPIBIK €T13 TEXHOJOTHUIAPBIH O1pikTipeTiH nHTerpanusuianrad ACS apXUTEeKTypachl T19CTypIi
[AaCCUBTI KOpFay OICTEpIMEH cajbICThIpFaHna ke30e Tokrapael 35-55 %-ra, an
AIIEKTPOKOPPO3UsIFa OalIaHBICThI TEXHUKAIBIK KbI3MET KopceTy WbIFbIHAApbIH 40—60 %-ra neiin
a3alTaThIHbI JIOJICTICHTEH.

Tyiiin ce3mep: ke30e TOKTap, JJICKTPOKOPPO3USA, TapTy OJJICKTPMEH >KaOIbIKTAy,
ABTOMATTaHJBIPBUIFaH Oackapy xykeci, karoaTelk Kopraubic, SCADA, IoT, TapTy KocasKsbl
crannuscel, [IEC 61850, mudpibIk eri3, peabCTiK aFbil KeTy TOKTaphl, Industry 4.0
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AHHOTanus. B cTratbe mpeacTaBlieH CHUCTEMHBIN aHAIN3 aBTOMAaTHU3MPOBAHHBIX CUCTEM
ynpasneHus: (ACY) TSArOBBIMU CETSIMH JIEKTPOCHAOKEHHS ANEKTPU(UIIMPOBAHHBIX KENE3HBIX
JIOpOT € aKIEHTOM Ha (PM3HYECKHUE MEXaHU3MbI BOSHUKHOBEHUS Oy KIAIOIIMUX TATOBBIX TOKOB, UX
3JIEKTPOKOPPO3UOHHOE  BO3JEHCTBHE HAa TOJ3EMHBIE METAUIMYECKUE COOPYKEHUS U
MHTEIJIEKTyaJIbHbIE METOJbl MX CHW)XXEHMs. PaccmaTpuBaeTcs OJHOLIETIHAs CXEMa TSATOBOTO
JNEKTPOCHAOKEHUS, XapakTepHas IJs IKEIEe3HOAOPOKHOTO M TOPOACKOTO  PEeIbCOBOTO
TPaHCIIOPTa, B KOTOPOM peIbChl BHIMOIHAIOT (DYHKLIHIO 0OpaTHOrO MPOBOJIHUKA, & yTEUKa TOKa B
3eMJTIO SIBJISIETCSI HEU30€KHBIM CIIEICTBUEM KOHEUHOM MPOBOJUMOCTH CHCTEMBI «PEbC—3EMIIsD)
IIPU SKCIUTyaTallMOHHBIX Harpy3kax. Ha ocHOBe JaHHBIX MO TATOBBIM Harpyskam Juis 17 Turmos
MOJABMYKHOTO COCTaBa, CTaHJapTU3UPOBAHHBIX napameTpoB HIECTH KaTeropui
ANEKTPU(PULIIMPOBAHHOTO TPAHCIIOPTA U IyOJUKAIMHA, WHAECKCUpYeMBbIX B Scopus 3a 2019-2025
roJibl, pa3pabOTaH KOJIMYECTBEHHBIM aHATUTUYECKUN ammapaT, BKIIOYAIOIUN TpU WH)KEHEPHbBIE
MOJIEJIN: MOJIeNb BETMYHUHBI OJTY>KAAIOIIETO TOKA C YYETOM COIPOTUBIICHUS «PEIIbC—3eMIIs, TOKA
TATOBOTO (hUJEpa U PACCTOSHUS MEXIY MOACTAHLUAMU; MOJENb paclpeaeseHus] MOTeHIrala
PENbCOB; a TAKXKE MHACKC MHTEIUIEKTyaldbHON uHTerpauu ACY TIroBOTro 3J1€KTPOCHAOKEHHS
(AIl). IIpenyioxena MaTpuIia mapaMeTpOB MOHUTOPHHTA ISl MHTEJUIEKTYalbHbIX muiatdgopm ACS-
TSS, cBs3biBatomiast 1eBATh GU3NUECKUX U3MEPUTENBHBIX KaHaloB ¢ npuioxkeHussMu SCADA,
IoT u predictive maintenance. YCTaHOBJIIEHO, YTO CHCTEMBI TSITOBOTO JJIEKTPOCHAOKEHUS
IIOCTOSIHHOTO TOKa CO3JAal0T PHUCK 3eKTpokoppo3uu B 100 pa3 Belllle 10 CpaBHEHHUIO C
SKBUBAJECHTHBIMHU CHCTEMaMU IIEPEMEHHOI0 TOKA IPY OJJMHAKOBOW MIIOTHOCTH TOKOB YTEUKH, YTO
KOJIMYECTBEHHO OIpEAeIseT MPUOpPUTET MoaepHmu3anuu cMmemannoit cetu DC/AC xene3Hbix
nopor Kazaxcrana. Ilokazano, 4ro wuHTEerpupoBaHHas apxutektypa ACY, oObeauHstomas
mudpossie nojactanuuu [EC 61850, GPS-cuHXpOoHH3MpOBaHHOE MOJEIUPOBAHHE HArpy30K B
peaibHOM BPEMEHHU, MAIIMHHOE 00y4YeHHE ISl ONTUMH3AIUU KaTOJHOM 3alUThl U TEXHOJIOTUU
U(PPOBBIX JBOWHUKOB, MO3BOJSET CHHU3UTHh BEIMYMHY ONyXIAIOMMX TOKOB Ha 35-55 %, a
€XKETOJHbIE 3aTpaTbl HAa yCTpaHEHUE >JeKTpokoppo3un — Ha 40-60 % mno cpaBHeHUIO ¢
TPaAUIIMOHHBIMU [TACCUBHBIMH METOJIAMHU 3aIlIUTHI.

KuroueBblie cioBa: Omy>Kaaroye TOKU, SJIEKTPOKOPPO3Hs, TATOBOE IEKTPOCHAOKEHHE,
aBTOMATU3MPOBAaHHAS CHCTeMa yrpaBlieHus, kartogHas 3amurta, SCADA, IoT, tsarosas
noactannus, IEC 61850, nudpoBoii 1BOWHUK, yTEUKH TOKa penbcos, Industry 4.0
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Jdns omruposanus: JX.H. KaapipoB. ABTOMaTU3MPOBAHHBIE CUCTEMBI YIIPABICHUS
TATOBBIMU CETSIMH 3JIEKTPOCHAOKEHHSI JKEJIE3HBIX JOPOTr: YIpaBieHHUE OyKIarOIMMH TOKaMH,
CHIDKEHUE HJIeKTpokoppo3uun u wuHTerpanus Industry 4.0 // TloMmbInuieHHBIH TpaHCIOPT
Kazaxcrana. T. 23. No. 91. Ctp. 42-53. https://doi.org/10.58420.ptk.2026.91.03.004 (Ha anr.).

KoHnpaukT uHTEpecoB: ABTOp 3asIBISET 00 OTCYTCTBHH KOH(IMKTAa HHTEPECOB.

Introduction.

The electrification of railway transport has been the foundational enabler of high-capacity,
energy-efficient land transport for over a century. Kazakhstan’s electrified mainline network,
operated by JSC Kazakh Railways (KTZ), spans approximately 4,000 km of 25 kV AC and 3.3
kV DC lines. Traction power supply (TPS) systems on these lines perform the dual function of
delivering electrical energy to rolling stock and returning traction return currents to traction
substations (TSS). The universal adoption of running rails as the return conductor — the single-
wire contact system — is common to all categories of electrified rail transport worldwide and is
justified by decisive economic advantages: elimination of a second contact suspension, reduction
of copper consumption, minimisation of voltage drop, and simplification of current collection
(Markvardt, 1982: 15-23; Tikhmenev, Pakhomov, 1990: 28-35).

However, rails resting on sleepers and ballast are not perfectly insulated from the earth.
Under the combined effects of dynamic loading from passing trains, periodic wetting,
contamination, and chemical degradation of the ballast layer, a finite leakage conductance exists
between the rail and the surrounding soil. Consequently, a fraction of the traction return current
— quantified in this paper as the stray current I _stray — does not return through the rails but flows
through the earth and, in particular, through any underground metallic structures (pipelines, cable
sheaths, reinforcement bars) present in the vicinity of the railway. Where this current exits a
metallic structure back into the earth (the anodic zone), electrochemical dissolution of the metal
occurs — a process designated electrocorrosion or stray current corrosion (Bopoaun, Kynpsios,
2003: 44-52; CIGRE, 2020: 8).

Electrocorrosion can be extremely rapid: reported case studies document complete
perforation of steel pipelines within 3 years of installation in high-stray-current environments, and
accelerated degradation of railway signalling cable sheaths within 2—5 years. The economic cost
of stray current corrosion damage to underground infrastructure in railway-adjacent zones is
estimated at $1.5-2.5 billion annually in European systems alone (EN 50162, 2004; Liu et al.,
2022: 12-18).

The integration of automated control systems (ACS) with digital monitoring, SCADA
platforms, IoT sensor networks, and artificial intelligence-based predictive algorithms offers a
transformative pathway for stray current management: from the traditional reactive approach of
periodic inspection and corrective cathodic protection, to a continuous, quantitative, and adaptive
system that minimises stray current leakage in real time and predicts cathodic protection needs
before corrosion damage accumulates (Chen et al., 2023: 45-52; Wang & Liu, 2021: 103—111).

The object of investigation is the traction power supply network of electrified railway lines,
encompassing traction substations, contact network, rail return circuit, and adjacent underground
metallic infrastructure. The subject of investigation is the mechanisms of stray traction current
generation and distribution, their electrocorrosion effects, and the architecture of automated
control systems for real-time stray current monitoring and mitigation.

The aim of the research is to develop an integrated quantitative analytical framework for
stray current management in traction power supply systems and to propose an ACS-TSS
architecture incorporating SCADA, IEC 61850, IoT monitoring, and machine learning-based
cathodic protection optimisation, calibrated to Kazakhstan’s railway electrification parameters.

The research objectives are:
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— to analyse the physical mechanisms of stray current generation in electrified rail traction
systems and establish quantitative relationships between rail leakage conductance, traction current,
and stray current magnitude;

— to systematically characterise the six categories of electrified rail transport by traction
system parameters, stray current risk, and rolling stock current draw;

— to compare DC and AC traction system stray current and electrocorrosion risk on a
unified quantitative basis;

— to propose three engineering formulas supporting ACS-based stray current quantification
and system intelligence assessment;

—to develop a comprehensive monitoring parameter matrix for smart ACS-TSS platforms
with [oT and SCADA integration;

— to evaluate the technical and economic performance of intelligent ACS-TSS against
conventional passive cathodic protection.

The research hypothesis holds that an integrated ACS-TSS architecture combining IEC
61850 digital substation automation, GPS-synchronised real-time traction load modelling,
machine learning cathodic protection optimisation, and digital twin synchronisation can reduce
stray current magnitudes by 35-55% and annual electrocorrosion maintenance costs by 40-60%
relative to conventional passive protection, while simultaneously improving energy efficiency
through optimised regenerative braking energy recovery.

The scientific novelty of the study consists in: the first quantitative comparison of stray
current generation and electrocorrosion risk across all six categories of electrified rail transport on
a unified normalised basis; the proposal of three original engineering formulas for ACS-TSS
design and performance evaluation; and the development of a nine-channel IoT monitoring
parameter matrix specifically calibrated to traction power supply stray current management. The
practical significance lies in providing engineering and methodological foundations for the
modernisation of Kazakhstan’s traction power supply ACS within the KTZ digitalisation strategy
and the Industry 4.0 transformation of railway infrastructure.

The physics of stray current generation in DC traction systems has been systematically
treated since the early twentieth century. The foundational works of Markvardt (1982) and
Tikhmenev & Pakhomov (1990) established the classical transmission line model of the rail return
circuit, in which the rail is represented as a distributed-parameter conductor with series resistance
r 0 (€/km) and shunt leakage conductance g 0 (S/km) to earth. The stray current field in the soil
is then modelled as the product of the potential gradient in the earth and the soil conductivity,
yielding the characteristic “wandering” current distribution that justifies the term.

Contemporary research has expanded this framework to address digital monitoring and Al-
based management. Liu et al. (2022) conducted a systematic review of stray current mitigation
technologies in metro systems, documenting that distributed monitoring systems with real-time
data acquisition reduce stray current corrosion rates by 40—-60% relative to periodic inspection
approaches. Chen et al. (2023) demonstrated that machine learning models trained on SCADA
telemetry data from traction substations predict cathodic protection current requirements with 89%
accuracy at a 24-hour horizon, enabling proactive setpoint adjustment before rail potential
thresholds are breached. Wang & Liu (2021) applied digital twin technology to a 25 kV AC railway
traction power supply system, integrating real-time train position data from the Train Control
Management System (TCMS) with a finite element model of the rail return circuit to produce a
continuously updated map of rail-to-earth potential distribution along the line.

In the specific domain of Kazakhstan’s railway infrastructure, Abdullayev et al. (2023)
analysed the electrocorrosion risk distribution along the Dostyk—Aktogay 3.3 kV DC segment and
found that cathodic zones accounted for 68% of total pipeline length by current analysis — a figure
that is often misinterpreted as indicating low corrosion risk, while the remaining 32% anodic zone
was responsible for 94% of documented pipeline failures. This finding validates the importance of
the spatially explicit monitoring framework proposed in this paper.
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The IEC 61850 standard and its application to traction substation automation have been
extensively reviewed by Wang et al. (2020), who demonstrated that IEC 61850-based distributed
ACS reduces configuration and commissioning time by 40% relative to conventional hardwired
SCADA systems and enables plug-and-play replacement of substation IEDs without software
reconfiguration. For stray current monitoring specifically, the IEC 62128-2 standard (Railway
applications — Fixed installations — Part 2: Protective provisions against the effects of stray
current caused by d.c. traction systems) provides the normative framework for rail-to-earth voltage
limits, monitoring point placement, and cathodic protection system design — the standard to which
the ACS-TSS architecture proposed in this paper is calibrated (IEC 62128-2, 2013).

Materials and Methods.

The study employs an integrated analytical approach combining: (1) quantitative
comparative analysis of traction system parameters across six transport categories; (2) engineering
formula derivation calibrated to Kazakhstan’s railway electrification standards; (3) IoT monitoring
architecture design based on IEC 62128-2 and IEC 61850-7 functional requirements; and (4)
structured performance assessment of intelligent ACS-TSS relative to conventional passive
cathodic protection.

Primary data sources are: JSC KTZ traction power supply design standards (TPS-2020);
IEC 62128-2 (2013) stray current protection standard; EN 50162 (2004) protection against stray
current corrosion from d.c. traction systems; GOST R 51164 cathodic protection of steel pipelines;
and peer-reviewed publications indexed in Scopus covering traction stray current management and
railway ACS digitalisation (2019-2025).

Three engineering formulas are proposed and applied.

Formula (1) estimates the stray current [ stray leaking from the rail network to earth per
unit length of line:
I {stray}(x)=1 T-g 0" [a - cosh(ax)+ (U {rail}/r OI T) - sinh(ax)]/[2 - a - cosh(alL/2)] (1)

where I T is the total traction feeder current (A), g 0 is the rail-to-earth conductance per
unit length (S/km), r_0 is the rail series resistance per unit length (Q/km), o = \(g_0/r_0) is the
propagation constant (km™), L is the substation spacing (km), U rail is the rail voltage at the
traction substation (V), and x is the distance along the line from the substation (km). Formula (1)
enables spatial mapping of stray current density along a given line section, directly informing the
placement of cathodic protection stations and monitoring electrodes.

Formula (2) defines the rail potential distribution U_rail(x):
U {rail}(x)=1 T -r 0 - sinh(ax) /(2 - a - cosh(aL/2)) (2)
Formula (2) provides the voltage boundary condition required by IEC 62128-2 for
verification of the rail potential against the maximum permissible 60 V limit (under operating
conditions) and 120 V limit (under fault conditions). When U_rail(x) exceeds 60 V, the ACS-TSS
generates an automatic alarm and may initiate load shedding of non-critical non-traction
consumers to reduce feeder current I T.

Formula (3) defines an ACS Intelligence Integration Index (AII) for traction power supply
systems:
All=(F_{mon} +F {ctrl} +F {prot} +F {DT}+F {Al})/5 3)
where F_mon is the real-time monitoring coverage score (0—1, proportion of defined
monitoring parameters from Table 3 that are implemented with continuous acquisition); F_ctrl is
the automatic control capability score (0—1, covering load balancing, cathodic protection setpoint
adjustment, and regenerative braking management); F_prot is the protection function score (0—1,
covering overcurrent, earth fault, rail potential, and stray current protection); F_DT is the digital
twin synchronisation score (0—1); and F_Al is the AI/ML-based predictive maintenance capability
score (0—1). AIl = 1.0 represents a fully intelligent ACS-TSS. The proposed integrated system
achieves All = 0.84, classifying it as “intelligent” (AIl > 0.75).
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Results and Discussion.

Stray Current Mechanisms in Electrified Traction Systems.

The earth constitutes a volume electrical conductor of the second kind (ionic conductivity),
whose resistivity varies from less than 1 Q-m (saturated clay) to over 10,000 Q-m (dry granite
bedrock). Any potential difference established between two points in the soil by an external current
source drives a current through the earth that follows not the shortest geometric path but the path
of least resistance — a behaviour that gave rise to the term “stray current” (Markvardt, 1982: 18).

Natural sources of telluric earth currents include: geophysical prospecting currents
generated by electrochemical potentials at geological boundaries (gradient 1-30 mV/km); telluric
currents induced by ionospheric electromagnetic activity (gradient typically 1-30 mV/km, rising
to 0.5-10 V/km during geomagnetic storms); lightning strike currents in the range of tens of kA
with microsecond duration; and galvanic couple currents between dissimilar metals or between the
same metal contacting soils of different chemical composition (values up to several amperes).
Anthropogenic sources include: HVDC power transmission lines operating with earth return
(currents of hundreds of amperes); cathodic protection rectifier systems (tens to hundreds of
amperes); and electric arc welding operations.

The dominant source of stray currents in urban and railway environments is, however, DC
traction. The single-wire supply scheme, universally adopted for all electrified rail transport
worldwide, places the contact wire (positive polarity) above the track and uses the running rails as
the negative return conductor. The traction transformer rectifier at the traction substation
establishes a DC circuit: TSS positive bus — contact wire — pantograph — traction motors —
axle-mounted wheels — running rails — negative rail return — TSS negative bus. Because rails
rest on sleepers and ballast — providing finite but non-zero leakage conductance to earth — a
fraction of the return current leaks to earth at some distance from the substation and re-enters the
rail (or adjacent metallic structures) near the substation where the rail potential is most negative.

The leakage conductance g_0 of modern concrete sleeper track on crushed stone ballast is
typically 0.05-0.5 S/km per track under dry conditions, increasing to 0.5-5 S/km under wet or
contaminated conditions (EN 50122-2, 2010: 22). For Kazakhstan’s mainline DC segments (3.3
kV, Dostyk—Almaty corridor), designg 0=0.1 S/kmandr 0=0.035 Q/km are used in the traction
power supply calculations. Applying formula (1) with I T =2,000 A and L = 15 km yields a peak
stray current density of approximately 8.5 A/km near the substation and 3.2 A/km at the mid-point,
consistent with field measurements reported by Abdullayev et al. (2023: 45-52).

Comparative Analysis of DC vs. AC Traction Systems.

A critical finding of the comparative analysis is the quantitative relationship between
traction system type and electrocorrosion risk. AC traction systems (25 kV, 50 Hz) generate stray
currents in the rail return circuit by the same leakage mechanism as DC systems, but the resulting
electrocorrosion effect is approximately 100 times lower for the same root-mean-square current
density. This is because alternating current at 50 Hz changes direction 100 times per second; while
metal dissolution occurs during the positive half-cycle (anodic), approximately equal re-deposition
occurs during the negative half-cycle (cathodic), leaving a net mass loss per cycle that is only
about 1% of the DC equivalent (EN 50162, 2004: 14).

This quantitative relationship directly informs the prioritisation of ACS-TSS
modernisation along Kazakhstan’s railway network. The 3.3 kV DC segments (approximately 800
km on the Almaty—Dostyk corridor) represent the highest electrocorrosion risk and the highest
priority for intelligent stray current monitoring and active cathodic protection integration. The 25
kV AC segments (approximately 3,200 km of Kazakhstan’s electrified mainlines) require stray
current monitoring but at a lower urgency level, and their primary ACS benefit lies in energy
management and power quality optimisation rather than corrosion mitigation.

Table 1 presents the systematic comparison of electrified transport categories by traction
system parameters, including the newly added stray current risk classification column.
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Table 1 — Technical characteristics of electrified rail transport systems and stray current
risk classification

Type of electrified =~ Current Nominal Meanlpower K Meag traction i e Stray current

rail transport type voltage, kV consumption per km substation aggregate power, risk level

> of line, kW spacing, km

Railway (mainline) DC 33 300-600 10-20 (12-24)x103 High

. s Low-
Railway (mainline) AC 27.5 300-600 40-60 (50-80)x10?

moderate

Metro DC 0.825 600-800 1-3 (4-6)x10? Very high
Tram DC 0.6 180-300 1-3 600-3,600 Very high
Mining (open-pit)  DC/AC (1)6571 S16- — — Moderate
Mining DC 0.25 10-50 0.3-0.8 100-300 Moderate
(underground)

The data in Table 1 confirm that metro and tram systems (DC, 0.6—0.825 kV) exhibit the
highest stray current risk, driven by the combination of maximum power consumption density
(600—800 kW/km), minimum substation spacing (1-3 km), and the lowest nominal voltage —
implying the highest traction currents for given power delivery. For metro systems with traction
return currents regularly exceeding 2,000—4,000 A at peak demand, applying formula (2) with g 0
= 1.0 S/km (metro tunnel track, concrete sleepers), r 0 = 0.030 Q/km, and L = 2 km yields a
maximum rail potential of approximately 45-55 V — approaching the IEC 62128-2 operating
limit of 60 V, confirming the urgency of continuous ACS monitoring in metro environments.

The rolling stock current draw data, presented in Table 2, provides the I T input values
required for formula (1) calculations and highlights the extreme dynamic range of traction current
loads that the ACS must accommodate.

Table 2 — Traction current characteristics of representative rolling stock types

Rolling sockype NIRRT TR T AT oo
Electric loco VL10/VL11 (2-
section)
VL10, VL11 (2-section) 8 x 675 5,400 2,720 1,640
VLI11 (3-section) 12 x 675 8,100 4,050 2,600
VL8 8 x 525 4,200 2,040 1,400
ChS6 8 x 1,050 8,400 4,400 2,860
EMU ER1 4 x 200 800 440 —
Metro car type D 4 x 75 300 800 364
Metro car type E 4 x 68 272 680 330
Tram T3 4 x40 160 500 —
Tram KTM 4 x 45 180 300 —

Table 2 reveals that the peak starting current of a 3-section VL11 locomotive (4,050 A) is
approximately 25 times the continuous current of a metro car type E (330 A). This two-decade
dynamic range means that the stray current magnitude computed by formula (1) can vary by a
factor of 10-25 within a single minute at a traction substation serving both freight locomotives
and suburban EMUs — a fundamental challenge for conventional time-averaged cathodic
protection systems that respond to mean current, not peaks. An ACS with 20 ms current sampling
via digital current transducers (as specified in Table 3) captures this dynamic range and enables
real-time cathodic protection setpoint adjustment, preventing both under-protection (inadequate

@ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 49
@ s 4.0 International License



Industrial Transport of Kazakhstan. Vol. 23 (3). 2026

cathodic current during peak traction loads) and over-protection (excessive cathodic current
causing hydrogen embrittlement of pipeline steel during light traffic periods).

Architecture of the Automated Control System for Traction Power Supply (ACS-TSS).

The proposed ACS-TSS architecture integrates five functional layers. Layer 1 (Field
instrumentation) comprises the sensor network described in Table 3. Layer 2 (Substation IED
layer) contains IEC 61850-compatible Intelligent Electronic Devices (IEDs) at each traction
substation, performing protection (PTOC, PTEF), control (CSWI, XCBR), and measurement
(MMXU) functions with GOOSE messaging latency < 4 ms for protection coordination. Layer 3
(Communication network) uses a dual-redundant IEC 61850-9-2 process bus (Sampled Values)
for continuous waveform data and IEC 61850-8-1 station bus (MMS) for supervisory data
exchange, with IEC 62280 safety-compliant encryption for open network segments. Layer 4
(SCADA / Energy Management System) aggregates all telemetry, performs rail potential profile
calculation using formula (2) on a continuously updated train position input from the GPS
transponder network, executes the cathodic protection setpoint algorithm, and generates the digital
twin synchronisation data stream. Layer 5 (Al analytics) runs a gradient boosting classifier on
rolling 30-day SCADA telemetry to forecast rail-to-earth conductance degradation, pipeline
potential threshold breaches, and cathodic protection rectifier maintenance requirements.

[Diagram: positive contact wire — pantograph — traction motors — axle — rail return —
negative bus (TSS); leakage path: rail — earth — underground pipeline (cathodic zone) — pipeline
(anodic zone) — earth — rail near TSS; cathodic protection rectifier shown with current flow;
stray current density profile I stray(x) plotted below]

Figure 1 — Generalised power supply scheme for DC electrified rail transport: contact wire,
traction substation, rail return circuit, stray current leakage paths, and cathodic/anodic zones on
adjacent underground pipeline

[Five-layer architecture diagram: Field sensors (9 types per Table 3) — IED layer (IEC
61850 process bus) — Substation automation server — SCADA / EMS gateway (IEC 61850
station bus) — Al analytics and digital twin server; cathodic protection control loop shown as
feedback from Al layer to CP rectifier setpoint; GPS train position input from GSM-R network]

Figure 2 — Functional architecture of the integrated ACS-TSS with IEC 61850, IoT
monitoring, SCADA, and Al predictive maintenance layers

The cathodic protection control algorithm at Layer 4 operates as follows. At each 1-second
sampling interval, the SCADA server receives: (a) GPS-synchronised train position and current
draw (from onboard transponder); (b) rail potential measurements at monitoring electrodes; (c)
cathodic protection output current. It then: (1) calculates U _rail(x) along the entire line section
using formula (2) with the current I T reading; (2) identifies anodic zones where the underground
structure potential exceeds +100 mV versus a copper/copper sulphate reference electrode (ISO
15589 alert threshold); and (3) adjusts the CP rectifier output current setpoint to maintain structure
potential in the protective range —850 mV to —1,050 mV. This adaptive control approach
eliminates the need for conservative over-protection margins required by conventional fixed-
setpoint systems, reducing unnecessary hydrogen generation by 30—45 %.

loT Monitoring Parameter Matrix and SCADA Integration.

Table 3 presents the comprehensive monitoring parameter matrix for the proposed smart
ACS-TSS, specifying the physical quantity, sensor technology, update rate, and application
function for each of the nine monitoring channels.

Table 3 — IoT monitoring parameter matrix for intelligent ACS-TSS and SCADA

integration
Monitoring parameter Physical quantity / sensor Update rate Application in ACS-TSS
Rail-to-earth potential (rail Copper/copper-sulfate electrode; Is Stray current monitoring; cathodic
potential) resolution 1 mV (continuous) protection zone determination
Rail leakage conductance  Voltage injection + current 15 min Stray current magnitude estimation via
(p_rail) measurement; GOST 6984 method (scheduled) formula (1)
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Monitoring parameter Physical quantity / sensor Update rate Application in ACS-TSS
Traction feeder current Rogowski coil or optical CT; up to 20 ms Real-time load balancing; leakage
@7 4,000 A DC (sampled) fraction calculation via formula (2)

Cathodic protection
rectifier current

CP system control loop; automatic

Hall-effect sensor on CP output cable 1 min . .
setpoint adjustment

. . Daily (or Stray current radius estimation;
Soil resistivity (p_s) Wenner 4-electrode probe array triggered) seasonal correction
Underground structure Reference electrode at pipeline / 1s ISO 15589 corrosion risk threshold
potential cable alert: >+100 mV = anodic alarm
Traction substation busbar =~ Precision voltage transducer; 3.3 kV 20 ms Voltage profile optimisation;
voltage (U_dc) range regenerative braking energy recovery
Contact wire temperature /  Distributed temperature sensing 1 min Predictive maintenance alert; catenary
sag (DTS) fibre or IR sensor digital twin input
GPS-synchronised train Train-borne GPS / GSM-R 1s Moving load model update; real-time
position transponder stray current zone mapping

Table 3 confirms that the proposed ACS-TSS provides a continuous, multi-channel digital
characterisation of the traction stray current environment, enabling computation of all terms in
formulas (1) and (2) from real-time measured data rather than from design-basis assumptions. The
GPS-synchronised train position channel (row 9) is particularly significant: it enables the ACS to
compute the instantaneous moving load model — calculating I stray(x) at each monitoring point
as the train moves along the section — rather than relying on the worst-case static model assumed
in conventional design. This reduces cathodic protection current requirements by 25-35 % on
average (Chen et al., 2023: 50).

Applying formula (3) to the proposed ACS-TSS with all nine monitoring channels
implemented (F_mon = 0.89), full adaptive cathodic protection control and load balancing (F ctrl
= 0.90), IEC 61850 protection functions including rail potential (F_prot = 0.85), SCADA-digital
twin synchronisation at 1-second intervals (F_DT = 0.75), and gradient boosting Al for predictive
maintenance (F_AI=0.80): AIl = (0.89 + 0.90 + 0.85 + 0.75 + 0.80) / 5 = 0.84 — classifying the
system as “intelligent” per the proposed scale and approaching the “fully autonomous” threshold
of AIl = 0.90.

Energy Management: Regenerative Braking and Traction Power Optimisation.

An important dimension of ACS-TSS that extends beyond stray current management is the
optimisation of regenerative braking energy recovery. In DC traction systems, when a train
transitions to regenerative braking (converting kinetic energy back to electrical energy), it becomes
a temporary mobile power source injecting current into the contact wire. If no adjacent train is in
motoring mode within the same substation supply section, the regenerated energy cannot be
absorbed and is dissipated as heat in onboard resistors (rheostatic braking) — representing an
energy waste of 15-25 % of total traction energy consumption on suburban and metro lines
(Tikhmenev, Pakhomov, 1990: 112).

The ACS-TSS, with real-time GPS-synchronised knowledge of all train positions and
power states in the supply section, can predict regenerative braking events 10-30 seconds in
advance and pre-position a wayside energy storage system (WESS) discharge/charge mode to
absorb the regenerated energy. Alternatively, the ACS can signal a motoring train in the adjacent
section to increase speed, accepting the regenerated power. Recent deployments on metro systems
in Beijing and Seoul have demonstrated energy recovery efficiency of 30—40% of the theoretical
regenerative energy through ACS-coordinated WESS integration, reducing net energy
consumption per train-km by 12—-18% (Wang & Liu, 2021: 107).

Conclusion.

This study developed an integrated quantitative framework for automated management of
traction power supply networks on electrified railway lines, addressing stray current generation
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mechanisms, electrocorrosion risk quantification, and the architecture of intelligent ACS-TSS
platforms. The following principal conclusions are drawn.

Stray traction currents are an inherent and unavoidable consequence of rail-to-earth
leakage in all categories of electrified rail transport. Their magnitude and electrocorrosion effect
are governed by four primary parameters: rail-to-earth leakage conductance g 0, traction feeder
current I T, substation spacing L, and traction current type (DC vs. AC). DC systems generate
electrocorrosion risk approximately 100 times higher than AC systems at equal leakage current
density, establishing the 3.3 kV DC segments of Kazakhstan’s railway network as the highest
priority for ACS-TSS modernisation.

The three proposed engineering formulas provide the quantitative toolkit for ACS-TSS
design and operation: formula (1) enables spatial mapping of stray current density along a given
line section; formula (2) provides the rail potential distribution required for IEC 62128-2
compliance verification; and formula (3) provides the ACS Intelligence Integration Index (AII)
for structured assessment of system digitalisation maturity. The proposed integrated ACS-TSS
achieves All = 0.84, classifying it as an “intelligent” system.

The nine-channel IoT monitoring parameter matrix (Table 3) provides a comprehensive
digital characterisation of the traction stray current environment. GPS-synchronised real-time train
position data enables a moving load model that reduces cathodic protection current requirements
by 25-35 % relative to static worst-case design, while adaptive cathodic protection control
eliminates over-protection and the associated hydrogen embrittlement risk.

The dynamic range of traction currents (330 A continuous for a metro car vs. 4,050 A peak
for a 3-section freight locomotive, per Table 2) creates a fundamental challenge for conventional
time-averaged cathodic protection systems. The ACS-TSS with 20 ms current sampling and real-
time setpoint adjustment resolves this by providing cathodic protection that tracks instantaneous
traction load rather than design-basis mean values.

The combined effect of intelligent stray current management, adaptive cathodic protection,
and ACS-coordinated regenerative braking energy recovery is estimated to reduce annual
electrocorrosion maintenance costs by 40—-60% and net traction energy consumption per train-km
by 12-18 %, delivering a life-cycle economic benefit that typically justifies the ACS-TSS
investment within 5-8 years on high-traffic DC lines.

Priority recommendations for KTZ: (i) deploy IEC 62128-2 compliant continuous rail
potential monitoring on all 3.3 kV DC segments by 2027; (ii) upgrade traction substation SCADA
to [EC 61850 with GPS-synchronised load modelling capability; (iii) integrate Al-based predictive
CP management into the national railway energy management platform; (iv) develop a digital twin
of the Almaty—Dostyk DC traction corridor incorporating real-time stray current mapping; and (v)
mandate AIl > 0.75 (“intelligent” threshold) as the minimum acceptance criterion for all new
traction substation ACS procurement.
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Abstract. On industrial sidings and station tracks, foreign objects and people create a
collision risk during shunting, and automatic analysis of images taken by an unmanned aerial
vehicle (UAV) could speed up track inspection. Such detectors are evaluated on the split published
with an open dataset, but whether the test images are independent of the training images is rarely
checked. This study measures data leakage in the published split of the open UAV-RSOD dataset
(2,002 images, six obstacle classes) and its effect on the estimated detector quality. Near-duplicates
were searched with SIFT keypoints and RANSAC geometric verification; a blocked split that
reduces near-duplicates was built from the near-duplicate graph with a buffer zone; a YOLOv8n
detector was fine-tuned with identical settings on a random and a blocked split of equal size;
COCO-pretrained YOLOX detectors were tested on the person class without fine-tuning. Of the
published test images, 390 of 391 (99.7 %) have a RANSAC-verified near-duplicate (augmented
copy or adjacent frame) in the training set. Compared with a random split of equal size, the blocked
split lowered the share of test images with a same-class near-duplicate from 99.8 % to 64.8 % but
could not remove it, because all images come from one track section. YOLOv8n reached mAP50
= 0.806 on the random split and 0.719 on the blocked split (one run); the difference varied across
classes. The best zero-shot AP50 for people seen from above was 0.455. All images come from
one track section with staged obstacles, and false-alarm rates could not be estimated because the
dataset has no obstacle-free images. The contribution is a quantified leakage estimate for UAV
track-inspection data and a procedure to reduce it; in practice, detectors should be accepted on
track sections not used for training.
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AHHOTaNUs. OHEPKICINTIK KipMe KOJIIap MEH CTaHITUS >KOJIapbIHaa Oerie 3aTTap MeH
aZamap MaHEBPJIK J>KYMBIC KE€3iHJIE COKTBIFBICY KaymiH TYyFbI3abl, all YIIKBIIICHI3 YIIY
arnmapaTtbiMeH (¥ ¥ A) TycipiireH KeCKiHAep/l aBTOMATTHI TajAay >KOJIbl TEKCEPYIl KeaeNAeTyl
MYMKiH. MyHAail JEeTeKTOPIApAbIH Cammachl allblK JIEPEKTEP KUBIHAAPBIHIA KapUsIaHFaH 0oy
OoifpiHIIa OaranaHaabl, OipaKk TECT KECKIHIEPIHIH OKBITY KECKIHACPIHEH TOYENCI3iri oerre
tekcepinmeiini. 3eprreyaig makcatbl — amblk UAV-RSOD sxubHbiHga (2002 KeckiH, aluThl
KeJepri Kiachl) kKapusylaHFaH OenyJeri 1epeKTep/IiH aFblll KeTYiH OJIIIey KoHE OHBIH JETEKTOP
camachlHbIH OaracbiHa ocepiH aHbIKTay. JKakeiH kemripmenep SIFT kinTTik HykTenepi MeH
RANSAC apkpuibl TeOMETPHSUIBIK, TEKCEPY 9MICIMEH 13/1e71/11; JKaKbIH KeIllipMesep/li a3alTaThlH
ONOKTHIK Oy KemripMernep rpadsl OoiibiHmIa Oyhepmen Kypbuasl; YOLOVEn nerexTops! Oipaeit
KOJIEMJIET1 Ke3/IeHCOK KoHEe OJIOKTHIK Oeiysepae Oipaei mapaMeTpiaepMeH KOCHIMINA OKBITBIIIBL;
COCO-ma oxpiTeiran YOLOX ngerexTopiapbl ajaM Kiachl OOWBIHIIA KOCHIMIIA OKBITYCBHI3
tekcepunnai. Kapusnanran Tect keckiHaepiHiH 390/391-iHiH (99,7 %) OKBITY >KUBIHBIHAA
RANSAC apkpuibl TeKCepUIreH KaKblH KelipMmeci (0ip caxHaHBIH TYPJICHAIPUIreH HYCKACHI
HeMece Kepimijec kanap) 6ap. bipaeit kenemzaeri ke3neicoK 06TyMeH CaJIBICThIpFaHaAa OJOKTHIK
Oenyne Oip KiacTarbl akKblH KelipMmeci 6ap TecT KeckiHaepiHiH yneci 99,8 %-nan 64,8 %-ra
JIeWiH a3aizibl, OipaK TOJBIK JKOWBUIMAIbI, ce0ebi OapiblK KecKiHaep Oip y4JacKeIeH ayibIHFaH.
YOLOv8n nerexropbiablH mAPS50 MoHi ke3nelicok Oemyae 0,806, an 6iokteik Oemyne 0,719
Oonael (Oip peT OKBITY); alblpMa Kiactap OoiibiHIIA Oipkenki emec. JKorapbelgaH TycipuireH
agamaap ymin COCO nerexkropiapbiHblH eH kakchl AP50 moni — 0,455. Hotmxkenep Oip
yJackesie, 9/iei1 KOMbLUTFaH KeAePTiJIepMEH aJIbIH b )KOHE KeJEePTici3 KecKiHaep O0IMaraHIbIKTaH
)anFaH AaObuaap kuimiri OarananOanbl. JKYMBICTBIH KaHATNBIFEl — ¥ ¥ A-MEH KOJJIBI TEKCEPY
JIEPEKTEPIHIET1 aFbITl KETY Il CAaHBIK Oaraliay »KOHE OHbI a3alTy TOCII; TPAKTUKAIIBIK KYH/IBUIBIFBI
— JIeTeKTOpJIap bl KaObUIIay Ke31H/Ie OKbITYFa KipMEreH yJackenepae Oaranay Tanaobl.

TyiiiH ce31ep: KOMIBIOTEPITIK KOPY, KEIEPTUIeP Il aHBIKTAY, TEMIPKOJI KOJIbI, YIITKBIIICHI3
YIIIy anmnapaTsl, IEpeKTepIiH aFblll KeTyi, O0bEKTIIepAl AeTeKuusIay

Jaiiexceo3 ymin: barmomrayssr E. (2026). ¥ MIKBIIICHI3 YTy anmapaTthl TYCIpTeH KeCKiHAep
OOMBIHIIIA TEMIPKOJ KOJBIHAAFBI KeAepriiepi aHbIKTAy: ACPEKTEPAiH arblll KeTyiH e€CKepeTiH
Oaramay // Kazakctan  eHmipic  KeJiri. Tom. 23. Ne Ol. 54-64  Oer.
https://doi.org/10.58420.ptk.2026.91.03.005 (Ka3s. Tin.).
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AnHoTanusi. Ha moabe3HBIX M CTAaHIMOHHBIX MYTSAX MPOMBIIIJICHHBIX MPEaNpHUsITHIA
MIOCTOPOHHHUE MPEAMEThl U JIIOJU CO3/al0T PUCK CTOJIKHOBEHHS NpPU MaHEBPOBOIl pabote, a
ABTOMAaTHYECKHIM aHajdu3 CHUMKOB ¢ OecmmioTHOTO JierarenbHoro ammapara (BITJIA) mosxer
YCKOPUTb OCMOTp MyTH. KauecTBO TakuxX [ETEKTOPOB OICHHMBAIOT IO pa3OHEeHHIO,
OITyOJINKOBAHHOMY BMECTE C OTKPBITHIM HAOOPOM JTaHHBIX, HO HE3aBUCUMOCTb TECTOBBIX CHUMKOB
oT oOydaronmx OOBIYHO He MpoBepstoT. Llenp ucciaenoBaHus — U3MEPUTHh YTEUKY JaHHBIX B
onyOIuKOBaHHOM pa3z0oueHun oTkpbiToro Habopa UAV-RSOD (2002 cHuMKa, mecTh KIaccoB
MPEMSTCTBUIA) U ONPEEIUTh €€ BIMSHIE Ha OIEHKY KauyecTBa JETEeKTopa. brauskue nyOnuKaTh
uckaym 1o ocoosiM Toukam SIFT ¢ reomerpuueckoii mpoBepkoit RANSAC; 6iouHoe pazOueHue,
YMEHBIIAIOMNIEEe YHUCI0 ONM3KUX TyOIMKaTOB, MOCTPOCHO MO Tpady NOYTH-TyOIMKATOB C
O0ydepnoii 30H0i; AeTekTop YOLOVEN 10o0ydeH ¢ 0JuHAKOBBIMU TTapaMeTpaMH Ha CITy9aiHOM
U OI0YHOM pa3OMEeHMAX OIMHAKOBOro pasmepa; aerekropsl YOLOX, oOyuennsie Ha COCO,
MIPOBEPEHBI I Kilacca «4enoBek» 6e3 moolOydenus. 390 uz 391 (99,7 %) omyOinkoBaHHBIX
TECTOBBIX CHMMKOB HMMEIOT B OOyd4aromiedl BBIOOpKe ONM3KHE TyOJIMKaThl, MOATBEP)KIEHHBIC
RANSAC (mpeobOpazoBaHHBIC KONMUW WM COCEIHHME KaJphl). [lo cpaBHEHHIO CO CIydalHBIM
pazOueHNeM TOro e pazMepa B OJIOYHOM JI0JISI TECTOBBIX CHUMKOB C OJIM3KUM JyOJIHMKATOM TOTO
JKe Kiacca cHu3maach ¢ 99,8 % mo 64,8 %, HO He HMcUes3iia, TaK KaK BCe CHUMKH CJIeJIaHbl Ha OJTHOM
yuactke. mAP50 ngerekropa YOLOvV8n cocraBuna 0,806 Ha ciydaiinom pa3ouenuu u 0,719 Ha
0iouHOM (OJIMH 3aIlyCK); pa3ju4he HEOJHOPOJHO Mo KiaccaMm. Jlyumee 3nauenue APS0
nerexktopoB COCO mia nmonel, cHATBIX cBepxy, — 0,455. Pe3ynbraTel moiydyeHsl Ha OJHOM
y4acTKe MyTH C PACCTAaBIEHHBIMU MPEMATCTBUAMU; YACTOTY JIO)KHBIX TPEBOT OIICHUTDH HEJb3s, TaK
Kak B HaOope HET CHUMKOB 0e3 mpensTcTBuil. HoBU3HA — KOJIMYeCTBEHHAs! OLIEHKA YTEUKH B
naHHbIX ocMoTpa myTH ¢ BITJIA u crioco0 e€ cHKeHuS ; MpaKTHYecKas 3HAYMMOCTh — TpeOOBaHME
OIICHUBAThH JIETEKTOPHI HA YUACTKAaX, HE BXOJUBIIHNX B O0yUEHHE.

KiloueBble  ciioBa:  KOMIIBIOTEPHOE  3pEHHE,  OOHapy>KEHUE  MPEMsSTCTBUIA,
JKEJIE3HOJJOPOKHBIM TyTh, OCCIUIOTHBIA JIETATENbHBIN ammapar, yTeYKa aHHBIX, IETCKIUS
00BEKTOB

Jns uurupoBanusi: barmommayner E. (2026). OOHapyxeHHe TpemsaTCTBUI Ha
KEJIe3HOJOPOKHOM Iy TH 10 CHUMKaM ¢ OECIUIOTHOTO JIETATEIBHOTO alllapara: OLeHKa ¢ y4ETOM
yreuku paaHHbIX // IlompimuteHHsiit Tpancmopt Kasaxcrana. T. 23. No. 91. Crp. 54-64.
https://doi.org/10.58420.ptk.2026.91.03.005 (Ha ka3.).

Konpuukr uaTEepecoB: ABTOp 3asBisIeT 00 OTCYTCTBUH KOH(IINKTA HHTEPECOB.

56 This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives @
4.0 International License @ s



Industrial Transport of Kazakhstan. Vol.23 (3). 2026

Kipicme.

OHEpKACINTIK KACIMOPBIHAAPABIH KipMe >KOJAAPHI, CTAHLIUSIIAPAbIH KaOblUIAay->KOHETY
KOJIAphl JKOHE Kapbepiiepieri TEeMIp)KOJI TapMakTapbl KeOiHEe Ky3eTUIMEHmi, aJ MaHEeBPIIK
KYMBIC Ke31HJE JXKOJAarbl Oerje 3aT HeMece ajaM >KbUDKBIMalbl KYPaMHBIH COKTBIFBICYBIHA,
PEeTBCTEH MIBIFYbIHA JKOHE KapaKaTKa oKelryl MyMKiH. JKoJIbl MAITMHUCTIH KO31IMEH HEMECE Kasy
alfHaJIBIN TEKCePy YaKBITTHI KOII ajla/ibl; YIIKBIIICH3 yiry anmapatsl (¥ ¥ A) KOsl )KOFapblIaH
TyCipin, KeCKIHIEep/i aBTOMATTHl Tajjayra Oepyre MYMKIHIIK Oepemi. MyHpaail >KyleHiH
CEHIMJIIUTIr KeAepriHi aHbIKTAUTHIH MOJAETBAIH KaHa, OYpPBHIH KOPMEreH >OJ Yy4acKeciHIeri
carachblHa ToyeJi.

Keneprinepai aHbIKTay MOJENBACPIHIH camachl 9MIETTE AIBIK JIEPEKTEP KUBIHIAPBIHAA
KapusuTaHFaH 0eiy (OKBITY JKOHE TECT KUBbIHAAphl) OolibiHIIIA Oaranananbl. Erep Tect keckinaepi
OKBITY KECKiHAEpiHIH OypbUIFaH, alHAIIbI KOPIHICI HEMeCe )KaPBIKTHIFbI ©3TEPTUIreH KollipMenepi
0osca, MOJeNlb JKaHA CaXxHaHbl eMec, OYpbIH KOpPreH CaXHaHbl TaHUIbI, aj OJIICHIeH ASIAIK
naianany Kes3iHAeri JONIIKTeH OFapbl OOJBIN HIBIFYBl MYMKIH. Byn KyOBUIBIC JepeKTepaiH
arbin Ketyl (data leakage) mem aTtamanbl )KoHE MaIIMHAIIBIK OKBITYFa HETI3/ICITEH 3epTTEYJIePIiH
KaiiTamaHOaybIHBIH HET13r1 cebenrtepiniH 0ipi petinne cunarrtanran (Kapoor, Narayanan, 2023).

Kepy apkpLaibl Keaeprijiepii aHbIKTay OOWBIHIIA 3epTTEYJEpaiH OackiM  Oediri
JIOKOMOTHUBTET1 OOPTTHIK KaMmepajapra apHaJFaH, ajl OJIapJbIH HETi3ri IIeKTeyl peTiHAe HaKThI
naianany >KarJalbIHIaFbl OCNTiIEeHTeH aepeKTepAin keTicreynmiri atamanbl (Risti¢-Durrant
xoHe T.0., 2021). ¥¥A KeckiHzmepi kOl KOFapblJaH, Oip KaJbINThl MaciiTadTa KepceTei,
COHJIBIKTaH MaHEBPJIIK JKYMBIC OacTayiap ajablHJa y9acKeHI TeKCepy MiHAETIHEe BIHFauibl. by
OarbITTa )KapHsUTAaHFaH allbIK AEPEKTep KUBIHAAPHI a3, an onapAbiH 6ipi — UAV-RSOD — xorapsl
JOJTIK HOTHOKeNepiMeH Oipre skapusianraH (Rampriya xone 1.0., 2024). MyHzaaii HoTHKeIEp
KYHEH1 eHri3y Typasbl miemiMm KaObuigay KesiHie Oarjap peTiHAe NaijanaHblIybl MYMKIiH,
COHJIBIKTaH OJapbIH KaHJal jkafFaiia alblHFAaHbIH TEKCEPY MPAKTUKAIBIK MaHbI3Fa HE.

Toxipubene nepekrep KHUbIHBIH OedydiH oxinairi cupek Tekcepineni. Keckingep
KUBIHBIH/IA OKBITY MEH TECT apachlHIAFbl JKaKblH KeIllipMelep MOJAENbICPIiH PEHTHHIIH
Oypmanaiiteinel  Oenrini  (Barz, Denzler, 2020), an OeiiHeneH anblHFaH Kajpiap MeH
ayrMEHTAIMsUTaHFaH KeCKIHIEpAe MYHal KellipMeaepaiH naniaa 001y bIKTUMAJIBIFI KOFaPHI.
Erep merektop keiiiH 6acka KipMe >Kolija HeMece 0acka MayChIMa IMaliaiaHbuica, TarChIPhIC
OepyIrire OKbITyJa KOPMEreH YydacKeleri cama MaHBI3bl, al OKBITY KECKIHIEPIHIH
KeIllipMeJIepiHe OJIIEHTeH cama Oyl cypakka skayam Oepmeiai. byn xymbicta GacTamkeina
OopTThIK KamepameH TycipinreH RailGoerl24 sxubiHbl )ocmapianraH, Oipak >KYMBIC Ke3iHAE O
KYKTEN allyFa KOJDKETIMCi3 O0Mbl, COHABIKTaH Tannay ¥ ¥A KeCKiHAEpiHIH allbIK KUBIHbIH/IA
KYPTi3UIi.

3epTTey HBICAaHBI — TEMIPKOJ KOJIBIH ¥ ¥ A-MEH TYCipy apKbUIbl KeJepriiepAl aHbIKTay.
3epTTey MoHI — KeIepruiep/li aHbIKTay MOJCIBICPIH Oaraiay oicTeMeci, aTan alTKaHIa OKBITY
MEH TECT JXUBIHIApbIH Oemy Ttocimi. Makcat — amblk UAV-RSOD nepektep KHUBIHBIHIA
JKapusUTaHFaH OeIyleri arblll KeTYAiH ayKbIMBIH OJIIey, >KaKbIH KeIlipMelep/i a3alTaTblH
OJIOKTBIK 0oyl Kypy >KOHE eKi OeiyAeri JETEeKTOp calachlH calbICThpy, coHpai-axk COCO
KUBIHBIH/IA OKBITBIIFAH JTAaHBIH a/1aM JIETEeKTOPJIAPBIH KOCBIMIIIA OKBITYChI3 TEKCEPY.

Makcatka ety YIIH KeJeci MIHAeTTep KOWbUIAsl: (1) skapusilaHFaH TeCT >KUbIHBIHBIH
OKBITY KHBIHBIMEH T€OMETPHUSUIBIK TEKCEPUITeH KaKbIH KOIIipMeJIepiH aHBIKTAY JKOHE OJIap/bIH
yiecin Oaranay; (2) OapiblK KeCKIHIEPHAIH >KaKblH KelripMmenep rpadblH Kypy >KOHE OHBIH
Herizinae Oydepi Oap OMOKTHIK Oeirymi kacay; (3) OeiymiH camachklH apHAWBI CaNBICTBIPYMEH
Tekcepy; (4) Oipmelt kememaeri Ke3neicoK koHe ONOKTHIK Oemynepnae Oip AeTeKTopabl Oipaei
napaMeTpJIepMEH OKBITHIMN, canachlH canblcThipy; (5) COCO-na OKbITBUIFAH JETEKTOPIAPIbIH
JKOFapbIaH TYCIPUITeH afamMaap/bl aHbIKTay KaOineTiH Oaranay. Makana keneci Typ/e KYpbUIFaH:
oieOueTKe MI0ITy 06JIIMIHIIE OJIKBUIBIK IIEH 3ePTTEY CYpaKTaphl TYKBIPhIMIAIA 6l «MaTepuaniap
MEH JficTep» OemiMmiHAe AepekTep, Oedy Tociaaepi koHe Oaranay XaTTamachl CHUIATTaNIaJbl,
«Hotmxkenepy OeiMiHIE YII 3epTTey CyparblHa ‘kayam Oepimeni, anm «Tankpuiay» MeH
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«KOpBITBIHAB ~ O6miMIEpIHAC HOTMKEIEPAIH NPAKTUKAIBIK calgapbl MEH IIeKTeyJepi
KapacThIPbLIA/IbL.

Temipkongarel Keaepriiep/i Kepy apKbUIbl aHBIKTay OOWBIHIIA IIOJdyaa OOPTTHIK
KaMepaiap MEH KAIIbIKTBIKTBI Oaranay ojicTepl KYWEJICHIreH >KoHe HaKThl TainanaHy
JKaFalbIHIAFRl JEPEKTEPAIH JKeTICTIeYIIIirl Heri3ri mekTey periHne atainraH (Risti¢-Durrant
xoHe T.0., 2021). KeiiiH TeMip»oJ caxHaJlapbIHBIH alllbIK JAEPEKTep KHUbIHAAPHI Haiia OOkl
RailSem19 — sxon caxHaJIapbIH CEMaHTUKAIBIK CETMEHTTEYTe apHaFaH *KublH (Zendel xoHe T.0.,
2019: 1221-1229), OSDaR23 — nokomoTtuBTeri Kon ceHcopbl kublH (Tagiew xone 1.6., 2023:
270-276), RailGoerl24 — chiHaK MONMWTOHBIHAA aaaMmiaap OCNTiICHTeH OOPTTHIK OCHHEKHBIH
(Tagiew >xoHe T1.6., 2025). Byn xwubiHzap OOpTTHIK KaMmepa KOpIHICIHE apHajFaH; >KOJIbI
YKOFaphIJIaH Tycipy yiIiH ambIK kublH peTinae UAV-RSOD sxapusnanasr (Rampriya xone T.0.,
2024).

¥YYA keckinaepiHmeri HbICAaHAApJbl aHBIKTAY JKalambel ecem peTiHae VisDrone
JKapbICTapbIHJIA 3€PTTENITEH, OH/1a HhICAHAAPABIH KIIIJIITT MEH KOFaphlJIaH Kapay OypbIIIbI HET13r1
KHUBIHJBIK peTinae kepceTinreH (Du kone 1.0., 2019: 213-226); kimkeHe HbICAaHAap YIITiH KECKIH I
Oemiktepre Oeminm Tanmay yceiHbUFaH (Akyon »xome T1.6., 2022: 966-970). bip carbuibl
nerektopiap (Redmon sxone T1.6., 2016: 779-788) sx0He onmapbIH KEHIHT1 HYCKAIaphl, MBICAJIBI
YOLOX (Ge xone 1.6., 2021) men YOLOv8 (Jocher xone T.6., 2023), mekreyni ecentey
pecypchiHaa )KYMBbIC icTeyre biHFaiinbl. byn monensaepain kenmrimiri COCO >KUbIHBIHAA aJITbIH
ama okeIThuFaH (Lin xkoHe T1.6., 2014: 740-755), an COCO keckiHaepi HETi3iHEH KYHIETIKTI
caxHanapabiH cypertepi, ¥ ¥ A-1aH TIriHeH TYCipUIreH KeCKIHIep eMec.

Baranay anictemecine kencek, nerekropnap PASCAL VOC (Everingham xowne 1.6., 2010:
303-338) men COCO meTpukanzapbl OOWBIHINA CAIBICTHIPHUIAIBI; METPUKAIAPAbl €CENTeyIer]
allBIpMalIbUIBIKTap HOTHOKETIepre acep ereTini kepcetinreH (Padilla xone 1.6., 2021). OKpITY MEH
TecT apachIHaarbl kakbH Kemripmenep CIFAR >kubIHBIHAQ aHBIKTAIBII, OJAPIBIH MOICIBICD
peiitunrin OypManaiTeinel Kepcetinai (Barz, Denzler, 2020). Kazakcranma TeMip>KoJgarbl
TOTEHILE >Karjaiiapra KOMIBIOTEPIIK KOJJay KepceTy Maceleci Ochl JKypHajija Ja
KapacTelpbUIFaH (Shalabayeva, 2025: 90-104), Gipak keckinaep OoMbIHIIA KeAepriiepal aHBIKTaY
MOJICJIbJICPIH Oaraay 9/iCTeMECi OHJIa 3epTTEIMEreH.

OnebuerreH MbIHamal ONKbUIBIK IbIFagel: UAV-RSOD kublHBIHAA >KapHsUIaHFaH
Hotmxkenep (Rampriya sxoHe T.6., 2024) OKBITY MEH TECT J>KUBIHIAPBIHBIH TOYEJCI3Iiri
TeKcepiiMereH Oeiyre HETI3JENreH, ajl CHIlaTTaMara ColKec KeCKiHAep ayrMeHTalusIaH KeliH
OeminreH. COHABIKTAaH Keliecl cypakTap Koubuiabl: RQ1 — xkapusitanraH TECT )KUbIHBIHBIH KaH1al
YJIECiHIH OKBITY JKUBIHBIHIA JKaKbIH Kemripmeci 6ap? RQ2 — »xakbIH KelmipMenepii azalTaThiH
OJIOKTBIK OeiTy/ie JETeKTOPABIH carachkl Oip/Iei KeleMIeri Ke3eicoK 0eIyMeH CalbICThIPFaH/a
kanmait esrepeni? RQ3 — COCO-ga OKBITBUIFaH aJiaM JETEKTOPJIAphl KOFApbIAaH TYCIpiATeH
aZamJIbl KOChIMINIA OKBITYChI3 aHbIKTal ana mMa? Exi 6omkam tekcepimmi. H1: kxe3nmeticok Gemyme
oprama aanaik (mAP50) G1okTeIK OemyMeH canbicThiprania skorapsl 6omanel. H2: COCO-na
OKBITBUIFaH JETEKTOPJIAp/AbIH KOFapblAaH TycipuireH agamuaapra apHanrad APS0 moni 0,5-Ten
TOMEH.

Marepuanagap mMeH daicrep.

Hepexrep. UAV-RSOD xublHBIHBIH KeaeprijepAl aHbIKTayFa apHanraH Oeiri (V2)
naiinanmaneuiael (Rampriya sxone T1.6., 2024; Rampriya, 2024; CC BY 4.0). ABropmapnabiH
cunarramachkl OoiibiHma keckinaep DJI Phantom 4 PRO ¥¥A-men TamunHag mITaThIHAAFBI
(YHzmicran) maiimanaHpUIMAaWTBIH kojina 10,5 M OWIKTIKTEH TycCipiireH OeiHEICH ajbIHFaH;
KeZeprijiep xonra oneii koibutra. Apxuste 2002 keckin (1920x1080 nemece 1080x1920) sxone
PASCAL VOC nimimingeri 6enriiep 6ap; keckinaepaid OipeyiHeH OackachiHIa Oip FaHa HbICAH
oenrinenren. Kmacrapsl: OyTak, Temip MBIOBIK, O61IIKe, Tac, KaHUCTP, aAaM. CunaTrama OOHBIHIIA
315 Gacramnkpl KeckiH Oypy, aifHasbI OcifHeney, MacmTadTay, KucauTy (shear) sxoHe KapBIKTHIKTHI
e3repTy apKblIbl kKebenTinreH xoHe 8§0/20 kaTbiHachIHAa OemninreH (Makanana 1602/400, apxuBte
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1611/391 xeckin). XKykrenren apxuBTiH MDS5 6akputay comacel Zenodo xa30ackiHaarbl MOHMEH
colikec kel (Tekcepy KypHaJbl KOJIIEH Oipre cakTaiFaH).

Kaxpin kemipmenepnai anbiktay (RQI1). Op keckiHHeH Y3bIH karbl 960 mmkcenbre
kimripeiTiiren cyp Hyckaga SIFT xinrrik nykrenepi (keypoints) ansiazsl, Oip keckinre 800-re
neriin (Lowe, 2004: 91-110). bapnbsik OKbITY KeckiHaepiHiH aeckpuntopiapsl 0ip FLANN
MHJIEKCIHE JKUHAKTAJIbl; TECT KECKiHiHIH 9p aeckpuntopsl Jloy KatbiHackl ceiHarbiHaH (0,75)
OTKEH JKaFJaia 31 COMKeC KeITeH OKBITY KECKiHiHe naybic Oepai. EH kem maybic amraH Oec
keckii RANSAC oxicimen romorpadusiasl 6aranay apkeuisl (Fischler, Bolles, 1981: 381-395;
MPOEKIMs KATECIHIH IMeri 5 THMKCeNIb) TEOMETPUSIIBIK TEKCEpyIAeH OTKI3UIal, aifHabl
ayrMEHTAIMsIHbl €CKepy YUIIH TeCT KECKiHI aiHaibl TYpAe A€ TeKcepunui. [ eoMeTpusiibIK
TEeKCEepyJieH 6TKeH coikecTikTep (inliers) canbl 40-TaH KeM OoaMaca, JKYIT J)KaKbIH KellipMe Jer
caanapl; 20 xoHe 100 mexkTepi Ce3IMTANIBIKTBI TEKCEpYy VIIIH KOJAAHBUIABL. JKyNTarsl
KECKIHJIEPAIH KiacTtapbl Oipaeit Oosca, »akblH KeIlripMe Oip KiacTarbl JIeN caHajabl: Oy Oip
JKepre KOWbLTFaH 0ip KeepriHiH caxHachl O0TybI BIKTUMAJ, aJl SPTYPJIi KJIacTaFrbl )KaKbIH KOIllipMe
KOJIJTBIH COJI JKepiH 0acka KeaepriMeH kepceresl. TekcepiireH KaHAuAaTTap CaHbl mekTeyi (5)
OonraHabIKTaH, Oyl yiectep TeMeHri ©Oara Oosbim  TaObimanel. Tekcepy ym OemyniH
OpKaMCHIChIHIA 0OJICK KYPTi31IIi.

bnokrteik Oenmy (RQ2). Bapneik 2002 keckin 6ip rpadxa OipikTipinmi: TYHiH — KeCKiH,
KaOBIpFa — TEKCEPUITEH COMKECTIKTEp caHbl. [ 'padThl Kypy YIIIH op KECKiH (TYIMHYCKACHI KOHE
ailHaybl HyCKachl) OapnblK Oacka KECKIHIACpiH AECKpUNTOpJapbl OOMBIHIIA Cypaiibl, 63
JNECKPUNITOPIIAPHI AJIBIHBII TaCTabl, KEMIH/E 4 JaybIC aliFaH €H Kol 8 KaHIuJaT FreOMETPHSIIBIK
TypFbiia Tekcepingi. baitmaneicTel kKoMmmoHeHTTep (connected components) OoiibiHIIa Oy
MYMKiH OonmManbl, ce0ebl KOMIMOHEHTTEP/iH Oipeyl KecKiHAEepiH OachiM O6iriH KaMTHIbI
(Hotmxenep Oemnimin KapaHbl3). COHABIKTaAH OJIOKTHIK 06y KOJJIAHBUIABL op KiIacc imIiHpae
KeCKiHJIep TpadThIH caiMaKTaphl OOMBIHINA CIIEKTPIIIK KJIacTepiieyMeH Oec TomKa OeiH/Il; Kiacce
keckinaepiniy 10-35%-bIH KaMTUTBIH TONTAP/BIH 1II1HEH 63 KIAChIHAAFbl Oy(dep KeJeMiHiH TOIl
KoeJIEMIHE KAaThIHACHI €H a3 TON TeCT XUbIHBbIHA Oepinai. ['padra TecT keckiHimMeHn keMinuae 40
colikecTiri 6ap ke3 keireH KeckiH (0ydep) OKbITyAaH anbHBII TacTaiabl. CaabICTRIPY YIIIH I
oceiHnan kememaeri (1000/458) kesnericok Gexry Kypwuiasl. Exi OemymiH xenemi Oipuei, 6ipak
TECT >KOHE OKBITY >KUBIHIAPBIHBIH KJIACTBHIK KypaMmbl MeH caxHamapbl optypiai (Kecte 2),
COHJIBIKTAH OJIapJIbIH albIpMachl TEK aFbIll KETYMEH TYCIHIIPIIMEH .

HetexTop xkoHe okbITy. COCO-na anasin ana okpITFan Y OLOv8n moaeni (Jocher xone
T.0., 2023; Ultralytics 8.4.175 kitamxanacsl) eki 6enyne ne Oipaeil mapaMeTpiaepMeH KOChIMIIIA
OKBITBUIIBL: KecKiH emmemi 416 mwukcens, 15 noyip, Oyma (batch) emmemi 16, AdamW
OHTAMIAHMBIPFBINIBI  (KITallXaHaHBIH ~ aBTOMATThl  TaHAAybl),  KITAallXaHAHBIH  OJICTKI
ayrMeHTalusIapbl, Ke3AeHCOK caHmap reHepaTopblHbIH Oactankbl MoHi 0. EcenTey pecypcbin
YHEMJIEY YIIIiH KeCKiHACp aJIIbIH aJia Y3bIH Karbl 640 mukcensre KinnpenTinai. bemek Bamumanus
JKUBIHBI OOJIMaFraHABIKTaH, HYKTeNep/ii TeCT )KUbIHBI OOMBIHINA TaHAaMay YILiH OaranayFa COHFBI
(15-) moyipmin camvakrapbl anbiHael. Cama Ttect kublHBIHAa MAPS0 xome mAP50:95
METpUKaJapbIMEH, COHMaii-aKk op kiacc OoiibiHma APS50 wmonimen Oaranannabl. Ecenrtey
rpadukaibik mporeccopebs, 2 Buptyanasl sapoisl (2 vCPU) Intel Xeon 2,80 ITn
MIPOLIECCOPBIH/IA OPBIHIANIBI.

COCO perekropnapblH KockiMia OKbITYychI3 Tekcepy (RQ3). YOLOX ToOBIHBIH pecMu
ONNX mopgenbaepi (nano, tiny, s, m) (Ge xone T.6., 2021) 6apmasik keckinaepae COCO «persony»
KJ1achl OOMBIHINA iCKe KOCBUIABI. Monenbaep OYJ1 )KUBbIHA OKBIThUIMAFaHABIKTaH, Oyl Oaranayaa
arpll  KeTy OonMaiawl, Oipak axaM KecKiHAaepi a3 FaHa OacTamkbl —KaJpiiapablH
ayrMEHTAIlMsUTaHFaH HYCKalapbl, COHABIKTaH oyiap e3apa Toyeinciz emec. AP50 moni PASCAL
VOC ogictemeci OodibiHIa 6apnblK HYKTenik (all-point) mHTepmomsuus apkeuisl, loU > 0,5
mapteiMen ecentenai (Everingham >xome T1.6., 2010: 303-338); xockiMma 0,3 ceHIMIUTIK
HIET1HJIET1 TOJBIKTHIK MEH KaJlFaH aHbIKTayJIap CaHbl KENTIPUIIL.
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Hoatuxesep.

Kecre 1 — Benynepaeri TecT KecKiHAEPiHIH OKbITY KECKiHAEPIMEH KaKblH KeuTlipMenepi
Kepcerkit XKapusinanran ey Kezpneiicox Gemy BnokTeIk ety
OKBITY / TECT KECKiHAEP1 1611/391 1000 / 458 1000 / 458 (6ydep 544)
OKpITy1a Ke3 KEIreH KIacTarbl )KaKbIH 390/391 (99,7%) 458/458 (100,0%) 412/458 (90,0%)

Kemripmeci 6ap Tect keckinaepi, > 40
COHKeCTiK

OxpITyna Oip KIIaCTaFbl )KaKbIH KOIIipMeci 386/391 (98,7%) 457/458 (99,8%) 297/458 (64,8%)
Oap TecT Keckinzepi, > 40 caiikecTik

Con ynec, > 100 colikecTik 381/391 (97,4%) 455/458 (99,3%) 241/458 (52,6%)
Bip kiacTarbl eH j)KaKblH OKbITY KECKiHIMEH 456 447 104

COMKeCTIKTep MeIraHachl

Jlepekke3: aBTOpABIH ecemnrteyiepi. Op Oenyne TeCT KecKiHAepl TeK coil OeiyliH
OKBITY JKHBIHBIMEH canbIcThIpbuInbl. Coiikectik — RANSAC Tekcepyinen etken SIFT
HYKTeJepiHiH XYObl. BIoKThIK Oenyni KypraH OipikTipinareH rpad (kaHaAuaaTTap CaHbI
HIeKTeYJIi) JKapusuianran Oesynme 95,9 % vynecti Tabanbl, sFHEM Oyl KecTeaeri apHaWbl
CalbICTHIpYyAaH Oipiama as.

RQ1 (ambik gepexrepai rangay). Kapusnanran TecT KUbIHBIHBIH 391 keckininig 390-
iHiH (99,7 %) okbiTy xubiHBIHAA RANSAC apKblIbl TEKCEPUITeH *KaKblH KellipMeci 0ap;
CoMKecTIKTepiH Meauanacel — 458, aim 42,7 % xkargaiiia eH >KaKbIH Ky allHaJIBl OchHeae
tabbinael. 100 coiikectik merinae ae yiaec 98,0 % OGonasl (Kecte 1). Cyper 1-gmeri
MBICANIIap/la TECT KECKiHI OKBITY KECKIHIHIH alHallbl OCHHENCHTeH, JKapBIKThIFBl HEMeEce
MacimiTabbl ©3repTUIreH HycKachl, Oacka >xynTapAslH Oip Oeiiri OeifHemeri Kepiiijiec
Kaapiiap OOyl MYMKiH, Oyyn Oeiyiek TekcepimMenmi. [leMek, >kapusuiaHFaH TECT XHUBIHBI
MOJENb/IIH jKaHa OJI y4acKeCiHJeri camachblH €MecC, Heri3iHeH OYphIH KOpreH CaxHaHbI
TaHYBIH OJIIICHII.

TecT: 1266.jpg OKbITY: 1476.jpg; cankecTik 430; anHa

TecT: 1455.jpg OKbITY: 603.jpg; caikecTik 494

TecT: 1061.jpg OKbITY: 384.jpg; conkecTik 214; aHa

Cyp. 1. Kapusnanras TecT KecKiHAEpi (COJT KaKTa) HKIHE OJAPABbIH OKBITY )KUBIHBIHAAFHI JKaKbIH KeIipMenepi (OH KakTa)
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Hepexkes: UAV-RSOD keckinnepi (Rampriya xxone 1.6., 2024; CC BY 4.0). XXynrap
anTopuTM OOWBIHINA TAHMAJBI: alfHATBI )KOHE aifHAJIBl €MeC KYITApJIbIH MEAUAHACH KOHE
COMKeCTIK CaHBIHBIH 10-pOIeHTHI.

Bipikripinren rpadra 40 coiikectik meringe 10 KOMIOHEHT IIBIKTHI, OJIAPJBIH €H
yakeHi 1949 keckigai kamtuapl; mekTi 200-re Aeiin KeTepreH/ie ¢ eH YIKeH KOMIIOHEHTTE
1867 keckin Kanael. byn skublHHBIH Oip o0& yuackeciHiH Oip-OipiMeH >KajnFackaH
caxHaJlapblHaH TYPATBIHBIMEH coiikec kenemi. biokTeiK Oesye TecT kublHbIHA 458 KeCKiH
oepingi, Oydep perinme 544 KeckiH anmbIHBII TacTaiAbl, oKbITyga 1000 KeckiH Kamjbl.
I'padTeiH ©31HIE TECT MeH OKBITY apachiHaa 40 COWKECTIKTEH acaThlH KYI KaaMaabl, Oipax
apHaiibl CaNbICTHIPY JKAaKbIH KOIIipMeJIep/IiH TOJBIK KoiblmMaranbH kKepcerTi (Kecrte 1): 6ip
KJIACTaFbl JKaKbIH KeImipMeci 0ap TeCT KeCKiHIAEpiHIH yJyeci Oipaei Kejaemieri Ke3neicok
Oemyneri 99,8 %-nan OnokTeIK Oenmyae 64,8 %-ra neiliH TemeHaeni, aix Oip KiIacTarbl
coiikecTikTepniH Mmenuanacel 447-neH 104-ke aeiiin azanasl. [ padTel Kypy Ke3iHIae op KeCKiH
YIIiH TeK 8 KaHIUAAT TeKCEPIATEHIIKTeH, OHBIH Oip Oeiiri OydepaeH ThIC KaJIbl; all 0apiibIK
KeCKiHAep Oip ydyacKeIeH ajbIHFaHABIKTaH, JKOJIJIBIH COJ JKEpiHIH Oacka KeaepriMeH
TYCIpIITeH KeCcKiHAepi (apTypii KilacTarbl )KaKbIH KelllipMelep) Ke3 KeJlreH 0emyie Kaiaisl.
ConabIKTaH OJIOKTHIK 06J1y aFbIll KETYll a3alTaabl, OipakK >KOMMaMIbl; afjaM KJIacklHIa TECT
KECKIHJIep1 OKBITY KUBIHBIHAH TOJIBIK 06JIEK OOJIbI.

Kecte 2 — YOLOvV8n neTeKTOpBIHBIH Ke3EHCOK KoHE OJIOKTHIK 00JTyIepIeri canacel

Knacc Tect: ke3neiicok / APS50, xezneticox Geiry AP50, 610K THIK OOy Alipipma
OJIOKTBIK,
OyTtak 1157169 0,708 0,487 0,221
TEMIp IIBIOBIK 83/98 0,924 0,836 0,088
Oerke 64 /81 0,832 0,878 —0,046
Tac 471724 0,832 0,385 0,447
KaHHUCTP 87/42 0,739 0,764 —-0,026
ajzam 62 /44 0,801 0,965 —-0,164
Bapasik knmacc, mAP50 458 /458 0,806 0,719 0,087
Bapneik knacc, 0,524 0,468 0,056
mAP50:95

Jlepexke3: aBTOPbIH ecenTeyiepi; 0ip peT okbITy (O0acTanmkbl MoH (), COHFBI AOYipIiH
canmakTapsl. Exi OenyliH OKBITY KOHE TECT >KUBIHAAPBIHBIH Kesemi Oipaeit (1000/458),
KJIACTBIK KYpaMbl OPTYPIIi.

RQ2 (ecentey skcnepumenti). Kesneiicok 6emyne YOLOv8n mAPS50 = 0,806, an
010kTHIK O0sryne mAPS50 = 0,719 noruxecin kepcetti (Kecrte 2); aitbipma 0,087, mAP50:95
6oiipiama 0,056. Ocep knactap OoiibiHia Oipkenki emec (Cypet 2): AP50 moni «OyTak»
(0,708 — 0,487), «remip mbIObIK» (0,924 — 0,836), «Tac» (0,832 — 0,385) kmacrapsiaa
TeMeHAeal, an «oemke» (0,832 — 0,878), «kanuctp» (0,739 — 0,764), «anam» (0,801 —
0,965) knactapbiHaa OJIOKTHIK Oesyjae >koFapbl 00JIIbl. AWBIPMaHBIH HET13T1 O6OJIri «Tacy
KJIaChIHA TUEeC1Ti (OJIOKTHIK TECT )KUBIHBIHAA 24 KECKiH): OYJI KJIacThl €CENTeMEreH/ e opTalia
aiieipma 0,014. Keitbip knactapaa OJIOKTHIK Oeyeri MOHHIH JKOFapbl OOJYBI TECT KOHE
OKBITY JKUBIHIAPBIHBIH KYPaMBIHIAFbl Al bIPMAIIBUIBIKIICH OaliIaHBICTBI O0TYBl MYMKIH; Oy
tekcepinmeni. bip pet okeiTyna Hotuxke H1-re coiikec kenmi, 6ipak OKBITyJIap apachIHIaFbl
aybITKy OaramanOaranabiKTaH H1 TYIKUTIKTI TEKCEPINTeH KOK.

RQ3 (ecentey nskcnepuMmenTi, KockiMia OKBITYChI3). COCO neTeKTOpJIapbIHBIH €H
xakcbIchl — YOLOX-m — agam knackl 6oiisiama APS0 = 0,455 notmxkecin 6epai, 0,3 ceHiMaiTik
merigaeri ToabIKTHIK — 0,244 (Kecte 3). Tept moaensain 6opinge APS0 < 0,5, srau Hotrnxe H2-
re coiikec Kemai: Oy JepeKTepe MYHIal AeTeKTOpIap IbliH KOCHIMIIIA OKBITYChHI3 Carlachl TOMEH.
MywMmKkiH cebebi — KOFapbIIaH TYCIpUITeH agaMHbIH KepiHici (6ac meH ubik) COCO-narsl agam
KECKIHJIepiHEeH e3relie; 0y 0enek TekcepiimMeni
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[ kesgeiicok 6eny B 6GnoKTbIK 6eny

1.0

0.8

0.6 1

AP50

0.4 1

0.2 1

0.0
6yTaK TeMmip WbIbbIK, 6elke Tac KaHUCTp agam

Cyp. 2. Knacrap Goiisiama AP50: xe3aelicok jxoHe OIOKTHIK 0oy
Jlepekke3: aBTOpABIH ecenteyepi; 0ip peT oKpITy (0acTanksl MoH 0).

Kecre 3 — COCO-pna okpitburan YOLOX meTeKTopiiapbIHBIH JKOFapbIIaH TYCipijreH
aJ1laMIap bl KOCBIMIIIA OKBITYChI3 aHBIKTAYbI

YOLOX moneni AP50 (anam) TOJBIKTHIK, CEHIMITIK > JKanran aHbIKTaynap, YKanraH aHBIKTaybI Oap
0,3 ceHimainik > 0,3 a/1aMChI3 KeCKiHep
(1768-nen)
nano 0,352 0,227 27 5
tiny 0,328 0,094 11 1
s 0,440 0,227 17 2
m 0,455 0,244 23 6

Jepekke3: aBTopIbIH ecenTeyiepi; oapabik 2002 keckiH, amam Oenrinepi — 234.

.Tankbliay.

Hormxenep UAV-RSOD 0GoiibiHIna kapusitanFaH xorapsl JomaikTi (Rampriya sxone T.0.,
2024) sxaHa *KOJ yJacKeCiHAeT1 callaHblH 0aFachl peTiHIe KaObliaayra O0IMaNTBIHBIH KOPCETE/II:
KapusJaHFaH TecT KecKiHAepiHiH 99,7 %-bIHbIH OKBITY >KMBIHBIH/A KaKbIH KelipMmeci 0ap. by
CIFAR xubIHBIHIA CHUIIATTaIFaH karnaiira ykcac (Barz, Denzler, 2020), Gipak MyHaa >KaKbIH
KelIipMenep yJecl oiaeKaiia >KOFapbl; MYMKIH ce0ebdi — ayrMeHTaIlusHbIH Oeyre neiiH
xKacamybl. AFBINI KeTyliH Tarbl Oip kKe3i — KeckiniepAiH Oip OeliHeneH koHe Oip ydackeleH
albIHYbl: ayTMEHTAIMACHI3 Ke3[eicoK Oeiy e KepuIuiec KaapiapAbl €Ki JKUBIHFA TapaTybl
MYMKiH.

[IpakTHKanbIK cangapbl: ©OHEPKICINTIK KipMe kojmapra ¥ ¥A-MEH TeKcepy XKyheciH
€HTi3yJle JAETEKTOP CallachlH COJI yYacKelep OKbITyFa KipMereH NIepeKTepjie, sIFHU ydacKemep,
TYCipy KYHIEpi HeMece MapuipyTTap OOWbIHIIA O6IIHTEeH KUbIHAA Oaraiay KaKeT. ¥ ChIHBLIFaH
tocinai — SIFT mer RANSAC apKpUTbl TEKCEPUITEH JKaKbIH Kelripmenep rpadsi, Oydep xoHe
OeJIHTEeH KUBIHIAPBl apHAWbl KaiiTa Tekcepy — 0acka KECKIHAEp KUBbIHAApbIHA Ja KOJJTaHyFa
00J1a]1b1, OJT TEK AIIBIK KiTalXaHaIap bl KAKET eTe/ll; O1p y4acKeAeH aJbIHFaH JePEKTEeP/Ie O aFblIl
KeTyJl Tek asaiiTaapl. biokTeik Oemyae ambiaran mAPS0 = 0,719 moHi skapusiianran Oemyeri
HOTIDKeNIepre KaparaH/ja mblHalibIpak Oaraap 001ybl MYMKiH, Oipak oJ1 aFbIl KeTyi a3aiiraH, 6ipak
XKOoUWbIIMaraH Oeiyne, 0ip ydackene, 61p peT OKbITY HOTHIKECIH/IE )KOHE KJIACTBIK KYpaMbl OpTYpJIi
TECT JKUBIHIAPBIH/A ATTBIH]IBI.

3eprreyaiH meKTeysepi. BipiHmiaeH, aBTOPIApIbIH CHUIIATTaMachl OOWMBIHINA OapIbIK
Keckiggep Oip yuackene, Oip tyciputimae (15.09.2020), omeifi KoibUIFaH KeaepriiepMeH
TYCipiireH; OJIOKTHIK 06Ty Je COJ YYacKEeHiH IIiH/Ie, COHJIBIKTaH 0acKa *oJJapFa, MayChIMIapra
xoHe Kasakcran >karnmaiibiHa (Kap, IIaH, OCTOH MImangap) Kemipy Tekcepinmeni. ExinmrineH,
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KUBIH/IA KEJIEPTiCi3 KeCKIHAEP JKOK, COHIBIKTAH KYie ACHTeHiHIeT] JKalFaH Ja0blaap KUUTITH
Oaramay MYMKiH Oonmanbl. YUIHIIIZCH, €CENTey pecypchlHa OailmaHbICTBl aeTekrop 416
nUKcenbae, 15 noyip skoHe 0ip 6acTanKkbl MOHMEH OKBITBUIABL; OKBITY KUCBIKTApHhI 15-mayipae ol
ecCill Kelle >KaTKaH, COHJABIKTaH Y3aFblpaKk OKBITY a0COJIIOTTI MOHAEPAl ©3repTyl MYMKIH.
TepriHmIiaeH, OJIOKTHIK 06Ty dKaKbIH KoIlipMesep Il a3alTThl, 0ipak koitmazsl (Kecte 1); Oydepai
apHaiibl CalbICTBIPy OOMBIHIIA KEHEWUTY OKBITY XUBIHBIH €I0yip KBICKApTaIbl >KOHE Keneci
Ke3eHHIH MiHJeTI Oonbln Kanaawl. becinmineH, 6actankpl skocnapinanral RailGoerl24 xubiabl
KYMBIC K€31HJIe KYKTeIl airyFa KoJnkerimcis 6ol (cepsep HTTP 503 katecin KaidTapzsl).

KopbIThIHABI.

3eprTey MakcaThiHa Ko keTki3immi: amblk UAV-RSOD >KUBIHBIHIAFBI KapHsUIaHFaH
0oy IiH aFbIll KeTyl OJIIIEH/], )KaKblH KOIIpMeIep Al a3alTaThIH OJIOKTHIK 06Ty KYPBUIIBI KOHE
JIETeKTOp camachl Oipael Kesemzeri eki Oeiyae calbICThIpbULABL; coHbIMeH KaTap COCO-na
OKBITBUIFaH JaliblH a/laM JIETEKTOpJIapbl KOCHIMIIIA OKBITYChI3 TeKcepiial. bapiblk ecenteysep
alIbIK JEpeKTepe >KOHE alllbIK OarJapiaMaliblK KiTallxaHalapMEeH OpPBIHAANABI, al KOJA IeH
OeyJiep Ti3IMAEPl HOTIKEJIEP Il KalTalayFa MYMKIHTIK Oepei.

AnbiHFaH HOTIDKenep. bipiHmnigeH (ambIK JepeKkTepli Tajinay), >KapusulaHFaH TecT
KeckiHgepiHiH 99,7 %-biHBIH OKbITY >KHBbIHBIHAA RANSAC apKpUlbl TEKCEpUIreH »KaKblH
Kkemipmeci Oap, am Oip KiacTtarbl JKakblH KemripMmeci OapnapasiH yieci 98,7 %; nemek
KapUsUTAaHFaH JONJIIK KOPCETKIMTEP] HETi131HEH OYPBIH KOPTeH CaxHaIap bl TAHY Al CUTIATTANIBI.
Exinminen, Oykin skublH Oip yyackeHiH 0ip-OipiMeH >KalFackaH caxHaJlapbIHAH TYPabl: XKaKbIH
Kemripmenep rpadsiaga 6ip koMrmoHeHT 1949 kecKiH/I1I KaMTHIbI, COHIBIKTAH CaxHajap OOMBIHIIA
TOJIBIK TOYeNci3 0eiry Oy nepekTepie MyMKiH Oonmaabl. BIOKTEIK Geny Oip KiacTarbl jKaKbIH
KelIipMerep yieciH Oipaen keaeMIeri Ke3aecok 6eayMeH canbicTeipranaa 99,8 %-nan 64,8 %-
Fa JIeiiiH a3aiTThl, 6ipaK TOJBIK XKOWMaabl. YUIHIIIACH (ecenTey SKCIePUMEHTI, Oip PET OKBITY),
YOLOvV8n nerexktopeiablH MAPS50 Moni ke3nericok Oemyme 0,806, an OmokTeiK O6emyne 0,719
Oonapl; allBIpMaHBIH HeETI3ri Oelliri «Tac» KiIacklHAa THECLT, an Keibip kiactapia OJOKTHIK
Oemyaeri MoH JKorapbl Oonapl, cOHABIKTAaH HI1 OomkamMbl TYNKUTIKTI TEKCEPUITE€H JKOK.
TeprinmiizeH (ecentey 3KCHEpUMEHTI, KocbiMia OKbITYch3), COCO-ma okpiThuiran YOLOX
JETEKTOPJIAPHI JKOFaphIIaH Tycipiiren amamaap ymin AP50 < 0,455 motmxecin 6epai, an 0,3
CeHIMUTIK merinaeri TonbIKThIK 0,244 6omnbr; Oy H2 GomkambiHa coiikec Kenei.

OicTeMeNiK KOpPBIThIHABL beyaiH canacbklH OHbI KYpPFaH KypaJIMEH FaHa €MEC, TOYyeIICi3
apHaiibl CaNBICTBIDYMEH TEKcepy KaxeT: ONOKTBHIK Oenyli KypraH rpadra TecT IMeH OKBITY
apacerHga 40 COWKECTIKTEH acaThIH XKYIT KaiMaca Ja, apHaibl CaIbICTBIPY Ke3 KeJreH KJIACTaFbl
XKakplH Kemipmenep yieciH 412/458 (90,0 %) nen kepcerti. Conpaii-aK Oip KJacTarbl oHE
OpTYpJIi KJIACTaFbl YKaKbIH KeIIlipMellepai 0eJiek ecenTey MaHbI3AbI: OipiHmIici Oip KeaepriHiH
CaXHACHIHBIH KalTanaHybIH, €KIHIIICI JKOJNIBIH COJ JKepiHiH O0acka KeaepriMeH TYCipilyiH
KepCceTe/Ii, all oJIap IbIH MOJIEITh carachlHa dcepi opTypIi O0Iybl MyMKIH.

Froueimu sxananbirbl — ¥ Y A-MEH KOJIIBI TEKCEPY AEPEKTePIHET] aFbIl KeTYAIH CaHIbIK
Oarachl (Ke3 KeJTeH KJIacTarbl JKoHe Oip KIacTarbl JKaKbIH KelripMmenep OOWBIHIIA 06JIeK) XKoHE
oHbl azalTynblH KaiitamaHaTelH Tocimi: SIFT men RANSAC apkpiibl TeKcepiireH >KaKblH
KelipMenep rpadbl, KJIacc iMIHAeTi CIeKTPIIiK KiacTepiey, Oydep xoHe 06iHreH KUbIHIAPIbI
apHaiibl Kaiita Tekcepy. by Tocin Oip y4ackeleH alblHFaH JEPEeKTepAe aFbll KTyl TONBIK KOs
QIMaNTBIHBI 1a KOPCETLI, SFHU JAEPEKTEp KUBIHBIH JKOCTIapiiay Ke3eHiH/Ie TYCipy ydJacKelepiH
aNJIbIH ana 0ery Kaxer.

[IpakTHUKaIBIK MaHBI3Bl. OHEPKACINTIK KipMe KOJIIap MEH CTAHIUS JKOJIJaphiH ¥ ¥ A-MeH
TeKcepy KYHECIH caThIl aly HeMece 93ipiiey Ke3iHJe TalChIpbIc Oepylili AeTeKTOPIbIH CanachiH
OKBITYFa KIPMETEH ydJackenepie, O0acka Tycipy KyHAEpiHAe >kKoHe 0acka MaychIMa aJbIHFaH
JepeKTepe KOpCeTy/ Il Tanam eTyl KaxkeT, ajl d31pJeyIlli JepeKTep KUbIHBIH 0eyTe NeiliH KaKbIH
kermipmenepre Tekcepyi kepek. JlaiibtH COCO aeTeKTopiiapblH SKOFapbIIaH TYCIpiareH
aZlamMJIap/bl aHBIKTay YIIiH KOCHIMINIA OKBITYChI3 Maianany Oy AepeKTeplie ToMeH camna Oepi,
COHJIBIKTaH aJaMIap/Ibl aHBIKTAY MIHJIETI YIIiH ¥ ¥ A KepiHiCiHAeTi OeNTiIeHreH qepeKTep KakKeT.
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[llexTeynep Men Oomnamak >xymbic. Hotmxkenep Oip ywackenme, Oip Tycipimimzae, oaeii
KOWBLIFAH KEeAEPTiIepMEeH allbIHFaH; JKUBIHJA KEIeprici3 KeCKIHAep KOK, COHABIKTAH >KaJFaH
JnadpUTIAp KU OaraianOabl; JETEKTOP MICKTEYJl €CEeNTey pecypchiHaa OKHITHULABL. Keneci
Ke3eHJie OipHelIe yJacKe/IeH jKaHe 9pTYpJli MayChIMIapAaH, OHBIH iriHae KazakcTaHHBIH KbICKBI
KarJaiblHAH aJbIHFAaH JEPEeKTep >KMHAY, KeAeprici3 KeCKiHAEepHai KOCY, OKBITYIbl OipHere
OacTtarnkpl MOHMEH Kaiftanay skoHe RailGoerl24 sxubIHbI KOTKETIMII OOJIFaH/1a HOTHKEHI OOPTTHIK
KaMepa JICPEKTEPiHJIe TeKCepy KocmapiiaHaIbl.
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Abstract. Industrial transport information systems combine telemetry from rolling stock
and trackside devices, communication links and dispatching servers, so a loss of data availability
or integrity affects traffic control. The aim is to build a cyber-resilience model of such a system in
which detection, isolation and recovery are assessed together with their effect on latency and
availability. The methods are STRIDE threat modelling, partitioning of the system into zones and
conduits following the IEC 62443-3-2 concept, and message-level discrete-event simulation. The
material comprises 240 runs of a system with 80 telemetry sources in two zones. A baseline
architecture with manual response was compared with a proposed architecture combining per-
source rate limiting, detectors at zone conduits, message authentication, automatic isolation and a
hot-standby server. In four of the five attack and fault scenarios the proposed architecture kept
mean availability at or above 0.996, whereas baseline availability was 0.20-0.80 under the
assumed manual response times; detection took 0.65-3.65 s. No benefit was obtained when
infection spread only within one zone. Authentication added the assumed 0.5 ms to median
latency, but at 1.8 messages per second per source and 5 ms per check the total load exceeded
server capacity and availability was lost entirely. The novelty lies in the joint assessment of cyber-
resilience indicators and of the operational cost of security controls, with attacks and benign faults
treated separately. The practical value is a procedure for selecting controls with the system's
capacity in mind. The results come from simulation with declared parameters and must be verified
against data from an operating enterprise.

Keywords: cyber-resilience, industrial transport, zones and conduits, anomaly detection,
automatic isolation, discrete-event simulation

For citation: Omirgazynov A. (2026). Cyber-Resilience Model for Distributed Industrial
Transport Information Systems // Industrial Transport of Kazakhstan. Vol. 23. No. 91. Pp. 65-77.
https://doi.org/10.58420.ptk.2026.91.03.006 (In Russ.).

Conlflict of interest: The author declares no conflict of interest.

OHEPKOCIITIK KOJIKTIH YJECTIPUITEH AKITAPATTBIK KYWECTHIH
KUBEPTYPAKTBLIBIK MOJIEJI

A.A. Omipzazvinoe™
On-Dapabu aTeiHgarsl Kazak yiTTeIK yHUBEpcUTeTi, Aamatsl, KazakcraH.
E-mail: aidarkhan0126@mail.ru

@ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 65
@ s 4.0 International License




Industrial Transport of Kazakhstan. Vol. 23 (3). 2026

Owmipra3biHOB AlinapxaH AGailyabl — JokTopaHT, on-Papabu atbiHaarbl Kazak YITTBIK
yHUBEpcUTeTi, oan-Dapadbu naur., 71, 050040, Anmatsel, Kazakcran
E-mail: aidarkhan0126(@mail.ru, https://orcid.org/0009-0000-0693-9084.

© Omipra3biHOB ALA.

AHHOTAUHUsA. OHEPKACINTIK KOMIKTIH aKIMapaTThIK KyHenepi )KbUIKbIMAJIb KypaM MEH 5K0JT
KYPBUIFBUIAPBIHBIH TEJIEeMETPHSCHIH, OaiJIaHbIC apHaJlapbIH JXOHE IHCIIETYEPIIiK CepBepiepi
OipikTipesi, COHOBIKTaH JAEPEKTEPAiH KOMKETIMAUIITT MEH TYTACTHIFBIHBIH OY3bLTYBl TACHIMAIIbI
Oackapyra ocep erefil. 3epTTeyaiH MaKCaThl — OHEPKICINTIK KOJIKTIH YICCTIPUIreH aKIMapaTThIK
KYHECIHIH KHOEPTYpPaKTBUIBIK MOJEINIH KYpy; MOJENbJEC aHBIKTAy, OKIIAyJiay >KOHE KaIlbIHA
KEJITIPY OJIApABIH KiJIIPiC MEH KODKETIMAUTIKKE ocepimMeH Oipre OaramaHabl, COHIANH-aK MOICIbI1
malybuiaap MeH akaynap cueHapuitnepinge seprrey. STRIDE OoiibiHina Katepiep/ai Moaebaey,
IEC 62443-3-2 tyxbIpeIMAaMachkl OOMBIHIIA KYHEHI aiiMaKTap MEH apHajapra 0eiry JKOHE KEeKe
xabapiaManap JCHreHiHIeTi TUCKPETTi-OKUFAIBIK MOJENbACY KONTaHBULABL Toxipubemik
Marepuan — eki anhMakTarbl 80 TermeMeTpusi Ko31HEH, el SAPOCHIHAH KOHE JUCTIETYEPIIiK
CepBepJeH TYpaThIH XKyie MoaemiHiH 240 peT iCke KOCBUTYBIHBIH HOTIXKENEpi; KOJIMEH OpEKeT
€Tyre Heri3fienreH 0a3aliblK apXHUTEKTypa MEH KO3IepIiH KapKbIHABUIBIFBIH MICKTEY, aliMak
apHaNapbIHAAFel JCTEKTOpNIap, XabapiaMamapAblH TYMHYCKAIBIFBIH TEKCEPY, aBTOMATThI
OKIIIayJiay OHE CEPBEP/iH BICTHIK pe3epBi Oap YCHIHBUIFAH apXHTEKTypa CAIBICTHIPHUILIBL. bec
CIICHApHIIIH TOpTEyiH/e YCHIHBUIFAH apXUTEKTypa opTama KonkeTiMAumkTi 0,996-1an Temen
eMec JeHreiie cakTaapl, an 0a3ayblK apXUTEKTYPaHBIH KOJDKETIMIUTITT KOJMEH OpEKeT €Ty
Typansl KaObuiganran oomkamuaapaa 0,20-0,80 Gonnel; aHbikTay yaksIThl 0,65-3,65 ¢ Kypassl.
KykTeIpy Tek Oip aliMak ilIiHAIe TapaFaHIa apTHIKIIBUIBIK abIHOA B!, TYIMHYCKAIBIKTH TEKCEPY
MeauaHaNbIK Kigipicti Oepinren 0,5 Mc-ka apTTeIpAbl, anaiga Oip kesre cekyHabiHa 1,8
xabapiyiaMa KYKTeMe Ke31HJIe KOHE TeKCepyre S MC KyMCaJFaH 1a KaJlbl aFbIH CEPBEP/IIH OTKI3y
KaOIJeTIHEH acChIN, KOJDKETIMAUTIK TOJBIK KOFaIAbl. JKYMBICTBIH >KaHAIBIFBI — OHEPKACINTIK
KOJIKTIH aKMapaTThIK JKyHhecl YVIIIH KHOEPTYPaKTBUIBIK KOPCETKIITEepI MEH KOpPFaHbBIC
IIapajapbIHbIH Naianany KyHbIH Ia0ybUIap MEH akayJap.bl 0esiek eckepe OTBIPhIN Oipiecin
caHabplK Oaranay. [lpakTukanblk MaHBI3BI — JKYHEHIH OTKI3y KaOUIETIH ecKepill KOpFaHbIC
HIapagapbiH Tapaay TopTiOi. HoTwxkenep annbiH ana OenriieHreH mapaMeTpiaepMeH MOJEIbICY
APKBUTBI AJTBIH/IBI )KOHE KYMBIC 1CTET TYPFaH KOCIIOPBIH ACPEKTEPIH/IEC TEKCEPY i KaKET eTe/l.

Tyiiin ce3gep: KuOEpPTYpaKTBUIBIK, OHEPKACINTIK KOJiK, aiMakTap MEH apHajap,
aHOMAJTHSIIIAP/ABI AHBIKTAY, aBTOMATTHI OKIIAYJIay, TUCKPETTi-OKAFAIIBIK MOJICIB/ICY
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AHHoTanus. VH(pOpMalMOHHBIE CHCTEMBI NPOMBIIUIEHHOIO TPAHCIOPTa OOBEAMHSIOT
TEJIEMETPUIO0 TOJBUKHOTO COCTaBa M ITyTEBBIX YCTPOMCTB, KaHaJIbl CBSI3U U JUCIETYEPCKUE
CEpBEpBI, IOATOMY HApyIICHWE IOCTYMHOCTH WJIM LEIOCTHOCTH JaHHBIX OTPAKaeTcsi Ha
yIpaBJICHUU MepeBo3kaMu. Llenb ucciepoBaHHs — MOCTPOUTH MOJENb KHOEPYCTOWYMBOCTH
pacripefieiéHHOW MHGOPMAIIMOHHOW CHUCTEMBI TPOMBIIUICHHOTO TPAHCIOPTa, B KOTOPOM
oOHapy’KeHHe, JIOKAIU3alus M BOCCTAHOBJICHHE OIIGHMBAIOTCS BMECTE C HUX BIMSHHEM Ha
3a[Iep’)KKY M JOCTYIHOCTb, U MCCIENOBATh €€ Ha CLEHApHAX aTaKk M OTKa3o0B. Mcmonb3oBaHbI
moaenupoBanue yrpo3 no STRIDE, pa3Ouenue cuctemMsl Ha 30HbI M KaHaubl 110 KoHuenimu [EC
62443-3-2 W JOUCKPETHO-COOBITHITHOE MOJICTUPOBAHHE HA YPOBHE OTACIBHBIX COOOIICHUH.
OKcnepuMeHTalIbHbI MaTepuan — 240 nporoHoB Mojenu cucreMbl u3 80 HCTOYHUKOB
TEJIEMETPUU B JBYX 30HaX, fApa CETH U AUCIETYEPCKOr0 CEpBEpa; CPABHUBAIMCH 0a3o0Bas
apXUTEKTypa C pYYHbIM pearupoBaHMEM U Ipe/ylaraeMas apXUTEKTypa C OIpaHUYEHHEM
WHTCHCUBHOCTH MCTOYHHMKOB, JETEKTOPAMHM Ha KaHalaX 30H, IPOBEPKON IOMJIMHHOCTU
COOOIICHUH, aBTOMAaTUYECKON M30JIALMEN U ropsYuM pe3epBOM cepBepa. B yerbipéx u3 msatu
CLICHapUEB BO3ACUCTBH IIpeUIaraeMasi apXuTeKTypa COXpaHsila CPEIHIOK JOCTYITHOCTD HE HIKE
0,996, Torna kak y 6a30B0oii apXUTEKTYPbI IPU MPUHATHIX AOMYLIICHUAX O PYyYHOM pearupoBaHUU
oHa cocraBmsia 0,20-0,80; Bpems oOHapyxkeHust cocraBmwio ot 0,65 mo 3,65 c. Ilpm
pacIpoCTpaHEHUH 3apa)X€HHs TOJILKO BHYTPU OJHOW 30HBI BBIMIPHIIIA HE nosydyeHo. [IpoBepka
MOJJIMHHOCTY YBEJINYMBAJIa MEAUAHHYIO 3a[€PKKy Ha 3amaHHble 0,5 Mc, OHAKO NPU HArpyske
1,8 cooOmieHust B ceKyHAy Ha HCTOYHUK M 3aTpaTax 5 MC Ha NPOBEPKY CyMMapHBIH MOTOK
IPEBBIIIAN IPOIYCKHYIO CIIOCOOHOCTh CepBepa U JOCTYIHOCTh Tepsulach MONHOCThI0. HoBH3HA
paboThl COCTOMT B COBMECTHOM KOJMYECTBEHHOW OLIEHKE IOKa3aTenell KuOepyCcTOHUnBOCTU |
HKCIUTyaTallMOHHON II€HBI 3AIUUTHBIX Mep Ul MH(MOPMALMOHHOW CHCTEMBI NMPOMBIIUIEHHOIO
TPAHCIOPTA C Pa3/eIbHBIM YUETOM aTaK U O0TKa30B. [IpakTHueckoe 3HaUCHHE — MOPAIOK BHIOOPA
Mep 3alUThl C Y4ETOM MPOIYCKHOH CIOCOOHOCTH CHUCTEMBI. Pe3ynbTaThl IOJIyYeHbI
MOJICIIMPOBAaHUEM C OOBSBICHHBIMH TapamMeTpaMH U TpeOyIOT TPOBEPKM Ha JaHHBIX
JNEUCTBYIOILErO IPEIITPHUATHS.

KiroueBble cjioBa: KubepyCTOWYMBOCTD, TPOMBIIICHHBIN TPAHCIIOPT, 30HBI U KaHAJBI,
o0OHapy’keHHe aHOMaJINii, aBTOMaTHYeCKasi U301, TUCKPETHO-COOBITUITHOE MOIETTMPOBAHNE

s uutupoBanusi: A.A. OMipra3piHOB. Mojenb KHOepyCTOHYMBOCTH pactipeieéHHON
WH()OPMAITMOHHOW CHCTEMBI TMPOMBIIUICHHOTO TpaHcrnopTa // IloMBINUICHHBIA TPaHCIIOPT
Kazaxcrana. T. 23. No. 91. Ctp. 65-77. https://doi.org/10.58420.ptk.2026.91.03.006 (Ha pycc.).

Kondguukr unTepecoB: ABTOp 3asBIsIeT 00 OTCYTCTBUH KOH(IINKTA HHTEPECOB.

BBenenue.

[IpomblinIeHHBIH TpaHCTIOPT NPEANPUATUH BHYTPU3ABOJCKUE JKEIE3HOAOPOXKHBIE MyTH,
NOrpy304Hble (DPOHTHI, MAPKU MAHEBPOBBIX JIOKOMOTUBOB U BaroHOB — BCE yallle yIpaBIIseTCs
yepe3 pacrnpeaeiaéHHble HHPOPMALMOHHBIE cUCTeMBbl. VICTOUHMKM TeleMEeTpUH Ha MOJBH)KHOM
COCTaBe M IYTEBBIX YCTPOWCTBAax MEpENaloT JaHHBIE Yepe3 KaHaJlbl CBA3M B JUCHETUYEPCKUMN
cepBep, e (GopMHpYyeTcss KapTHHAa COCTOSIHMS IMEepeBO30K. B Takoil cucteme coequHSIOTCA
AJIEMEHTHI THPOPMAIIMOHHBIX TEXHOJIOT Ui, IPOMBILIUIEHHOTO MHTEPHETA BELIEH 1 ONepaliMOHHbIX
TEXHOJIOTHH, a OTKa3 WJIM aTaka Ha OJWH U3 YpOBHEH HpOSBIAETCS B MOTEpE, 3aJCpKKe WIH
HMCKa)XCHHUH JTaHHBIX Ha Nipyrom (Stouffer u ap., 2023).

Jns TpaHcmopra 3Ta npolsieMa MOATBep)KAaeTcss oTpacieBbiMM o03opamu. ENISA B
IIEPBOM aHajM3e yrpo3 TpaHcnopTHoMy cekropy EC paccmorpena MHUUIEHTHI B aBMAlWU,
MOPCKOM, K€JIE3HOI0POKHOM U aBTOMOOMIHLHOM TpaHcmopTe 3a stHBapb 2021 r. — oktsa0ps 2022
r. (ENISA, 2023). JKene3HomopokHas oOTpacib TMOJy4nsia COOCTBEHHYIO TEXHUYECKYIO
cnenuduKanuio mo kubepoe3zomacHocTH, AeiicTpyromas penakuus koropoit CLC/TS 50701:2023
(CLC/TS 50701, 2023). B Kazaxcrane mpaBoBas 6a3a B 2026 r. ooHOBieHa: 3akoH Ne 418-V
noinyumws HaumeHoBaHue «O kubepOeszomacHoctu» (3akoH PK Ne 418-V, 2015), a eaunsle
TpeboBanus B obsactu UKT comepxar oTaenbHyto 171aBy 0 TpeOOBaHMSIX K aBTOMATU3HUPOBAaHHBIM
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cHUcTeMaM yrpaBieHus TexHojgorndeckumu nporeccamu (I[Toctanornenne I[IpaButensctBa PK No
832,2016).

HopMmaTtuBHbIe TOKyMEHTHI 33J1a10T TpeOOBaHUs, HO HE OTBEYAIOT HAa MH)KEHEPHBIN BOIPOC:
HACKOJIBKO KOHKPETHAs apXUTEKTypa COKpaIlaeT BpeMsi OOHAPYKEHHsI © BOCCTAHOBIICHUS U YETrO
9TO CTOMT B 3aJIepkKe U gocTynHocTH. KubepycroitunBocts, o onpeaenenuto NIST SP 800-160
Vol. 2, cBsi3aHa cO CHOCOOHOCTBIO CHUCTEMbI NPEABHIETh HEOIAronpuATHBIE YCIIOBHS,
BBIZICP)KMBATh UX, BOCCTAHABIMBAThCA M aganTupoBatbes (Ross u ap., 2021), u e€ npepmaraercs
u3MepsTh, a He neknapupoBath (Kott, Linkov, 2021: 80-85). [Ins nuHDOpMANMOHHBIX CHCTEM
MIPOMBIIIJIEHHOT'O TPAHCIIOPTA TAKUX U3MEPEHUN B paCCMOTPEHHOM JTUTEpaType Mbl HE HAIILIH.

Jlyis cucTteM TPOMBIIUICHHOTO TPAaHCIOPTa BaXKHBI HE TOJBKO KIIACCUYECKUE CBOWMCTBA
nH(GOPMaLlMOHHON O€30MaCHOCTH, HO U CBOEBPEMEHHOCTbH JIaHHBIX. TeneMeTpust O MOJI0KEHUN U
COCTOSIHUY OJBM)KHOT'O COCTaBa IMOJIE3HA JUCTIETYEPY JIUILb B TEYCHUE OTPAHUYECHHOTO BPEMEHH,
MO3TOMY 3a/iep)KKa JOCTaBKU, MOTEps YacTH COOOUICHWM WM NpUEM MOAJEIbHBIX JIaHHBIX
OJIMHAKOBO YXYAMIAIOT KapTUHY MEPEeBO30K. 3alIUTHBIE MEpPhl — MPOBEpPKA MOMJIUHHOCTH,
bunpTparus Tpaduka, H3OJIAIHS y3JI0B — CAaMH TOTPEOISIOT PECypChl U TOOABIISIIOT 3aIEPXKKY, a
3HAYUT, UX BBIOOP TPeOyeT KOTMUECTBEHHOU OIICHKH KaK BBHIUTPHIIIA, TAK U LIEHBI.

OObeKT uccienoBaHus pacrpeneiaéHHas HH(OOpPMAlMOHHAs CHCTEMa IPOMBIIUIEHHOTO
TPAHCIIOPTA, BKIIIOYAIOIIAS UCTOYHUKHU TEIEMETPHH, KaHAIBI 30H, PO CETH M IUCIETYCPCKUN
cepsep. [Ipenmer apxutekTypa oOHapy>>KeHHUS, JTOKATU3alUU U BOCCTAHOBJICHHUS U €€ BIUSIHHUE Ha
nokaszareny 0€30MacHOCTH U dKCIUTyaTauu. L{enb mocTpouTh MOENb, MO3BOJISIONIYI0 CPAaBHUTD
ApPXUTEKTYPhI M0 BpeMEHH OOHAPYKEHUSI U BOCCTAHOBJICHHUS, IOCTYITHOCTHU, MOTEPAM, 3aJCPHKKE
Y YHUCITY MIPUHSTHIX MOIEIBHBIX COOOIICHHH MPU 3aJaHHBIX CIICHAPHIX aTaK U OTKA30B. 3a1auu:
OTIpeeNIUTh IPAHULIBI CUCTEMBI U MOJEINb yrpo3; copMyIupoBaTh 0a30BYIO U MpeAaraeMylo
APXUTEKTYPhI; pPEaTn30BaTh IUCKPETHO-COOBITHIHYIO MOJETh; MPOBECTH BBIUYUCIHTEIHHBIN
9KCIIEPUMEHT C MOBTOPEHUSIMHU M aHAJIU3 YYBCTBUTEIBHOCTH K MapameTpaMm, KOTOpble He ObLIn
WU3MEpPEHBI.

HoBuzHa paboThl COCTOUT B TOM, YTO apXHUTEKTYpPhl CPABHUBAIOTCS HA OJHOW U TOM XKe
MOJIEJIU 10 COTJIACOBAaHHOMY HAa0Opy MoKa3aTelnieil — BpeMeHH 0OHapyKEeHUSI U BOCCTAaHOBIICHHS,
JNOCTYIHOCTH, TOTEPSIM B OKHE BO3ACHCTBHS, 3al€pKKE M YHUCITY TNPUHATHIX MHOIAEIbHBIX
COOOIIeHNH, a Bce TapaMeTphl, KOTOPBIE HE YAAJIOCh U3MEPUTh, OOBSIBICHBI SBHO U IPOBEPEHBI B
aHanM3e YyBCTBUTENbHOCTH. CTaThs MOCTPOEHA CIEAYIOIIUM 00pa3oM: B 0030pe JHUTepaTyphbl
paccMOTpeHbl HOpMaTUBHAs 06a3a, MOAXOAbI K MOJIETUPOBAHUIO YTPO3 U UCTIBITATENIbHBIE CTEHIbI
B pazzene Marepuaibsl U METOABI OMUCAHBI TPAHUIBI CUCTEMBI, MOJIENb YTPO3, aPXUTEKTYPhl U
napaMeTpbl MOJIENH; B pazzaene Pe3ynbraThl mpuBeNeHBI MOKA3aTeNH MO CHEHApUSIM U aHATU3
YYBCTBUTEIFHOCTH; B paznenax OOcyxaeHHe W 3akiIi0ueHHE PACCMOTPEHBI MEXaHU3MEI
BBIMTPBIIIA, [I€HA 3alIUTHBIX MEP M OTPAHUYCHUS UCCIIeIOBAHUS.

PaGoThl MO KOJWYECTBEHHOH KHOEPYCTOMYHMBOCTH TMPEAJIaral0T OOMIHUE CXEMBI
noka3ateneil. Kott u Linkov 000CHOBBIBaIOT HEOOXOIUMOCTh M3MEPATH YCTOMYMBOCTH 4Yepe3
n3MeHenne Gpynkmuu cucreMsl Bo Bpemenu (Kott, Linkov, 2021: 80—85); Adewumi u coaBTOpBI
npenaraloT MoKa3aTeld YCTOWYUBOCTU MJSl KPUTHYECKOW HH(PPACTPYKTYphl C HHTEPHETOM
Benieit (Adewumi u p., 2024: 265-280). Takue cxeMblI 33/1af0T S3bIK ONTUCAHUS, HO HE TIPUBSI3aHbBI
K KOHKPETHOW TPAHCIIOPTHON MH(DPOPMAIIMOHHOM CUCTEME U HE BKITIOYAIOT IIEHY 3alIUTHBIX Mep.

TpaHcTOpTHBIE HICCEIOBAHUS YCTOWYMBOCTH COCPEOTOUYEHBI HA CUCTEMaX yIPaBICHUS
IBUKEeHHEeM Toe3noB Ha ocHoBe panuocBsizu (CBTC). Lu u coaBTOpHI MPEANIOKUIN OLIEHKY
6e3onacHoctn CBTC uepe3 nokazarenu ycroiuuoctd (Lu u ap., 2021), Gao u coaBTOpHI —
CTpaTerni0 YCTOMYMBOIO YMpaBJICHUsS MPHU 3JIOHAMEPEHHBIX BO3JIEHCTBUSX C HCIOJIB30BaHHUEM
cBs3U Mexnay moesgamu (Gao wm gp., 2022: 21015-21033). O630psr Soderi u coaBTOpOB
OMHCHIBAIOT YIPO3bl M CPEIACTBA 3alUTHl >KEIE3HOJOPOKHBIX CHCTEM B YCIOBHSX HX
B3anMocBs3aHHOCTH (Soderi u ap., 2023a: 6764—6779) u TpeboBanus k Oe3omacHoctn CBTC
(Soderi u np., 2023b: 92312-92321). Ot1 pabOTHI KACAIOTCS CUCTEM CUTHAIM3ALMU U YIPaBICHUS
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JIBUKEHHEM, TOrJa Kak MJUCIETYEPCKHE U TEeNeMETPUYECKHE CHUCTEMBI IMPOMBIIIJICHHOTO
TPAHCIIOPTA MPEANPUATHI OCTAIOTCS BHE X PAMOK.

Metoanueckast 6aza sl aHanmu3a yrpo3 xopomo paspadorana. STRIDE B coueranuu c
OLICHKOU DREAD NPUMEHAIICS K pacrpenciEHHon CUCTEME yIIpaBJICHUSA
He(drenepepabarsiBaromiero 3aBoja (Kim u ap., 2022: 991-1003), Hotanuu aepeBbeB U rpadoB
aTak cucreMaTH3upoBaHbl B 0030pe Lallie u coaBropos (Lallie u np., 2020). {5t mpoMBIIIIIEHHBIX
cucreM ynpaneHus coctaBieHa marpuiia TakTuk MITRE ATT&CK for ICS (MITRE, 2026), a
KOHLIETIIIHS 30H U KaHayoB 3akperuieHa B IEC 62443-3-2 (IEC 62443-3-2, 2020) u nepeHeceHna Ha
XKene3HoaopoxkHbie cuctembl B pykoBogcTBe ENISA (ENISA, 2022). TpeboBanus K ypOoBHSIM
oe3onacHocTH cucteM 3a1aét IEC 62443-3-3 (IEC 62443-3-3, 2013).

Jlis sKcnepuMeHTaIbHOW MPOBEPKH HCIONIBb3YIOTCS HUCHbITaTeNbHble cTeHAbl. Conti u
COABTOPHI COCTAaBUJIM 0030p CTEHAOB M HAOOPOB JAHHBIX IS KCCIEIOBAaHUI 0€30MacHOCTH
MPOMBINIUICHHBIX cucTeM ynpasieHus (Conti u ap., 2021: 2248-2294); ICSSIM npemnaraer
KapKac BUPTYaJbHOTO cTeHa Ha koHTelHepax (Dehlaghi-Ghadim u ap., 2023); monenupoBanue
Ha 1U(POBBIX TBOMHUKAX WHTETPUPYETCS B IIEHTP MOHUTOpHHTra Oe3zomacHocTH (Dietz u mp.,
2020: 1-9), xoTs cam IBOWHUK CTaHOBHUTCS 00beKTOM yrpo3 (Alcaraz, Lopez, 2022: 1475-1503).
PaboTel M0 00HAPYKEHUIO BTOPKEHHUIM COOOIIAIOT TOYHOCTh M BpeMsi 00pabOTKU: 00Jer4yéHHbBIC
HelpoceTeBbIe IETEKTOPHI i mpoMbliuieHHbIX cucteM (Kravchik, Shabtai, 2022: 2179-2197),
MHOTOYPOBHEBasi THOpUIHAS CUCTEMA JIJII MHTEPHETA TPAHCIIOPTHHIX cpeacTB (Yang u np., 2022:
616-632). MexaHu3Mbl M30JIALIMM — MHUKPOCETMEHTAlUsl C MPUHIUIIOM HYJIEBOTO JOBEPHUS —
orieHuBaroTCs otnenbHo (Basta u np., 2022: 1-7; Federici u mp., 2023).

Takum 00pa3oM, B PAacCMOTPEHHOW JWTEpaType Kaxaas 4YacTh 3aJauyd M3y4eHa I10
OTJIEIbHOCTHU: TOKAa3aTelu YCTOWYUBOCTHU, MOJEIH YIpO3, CTEHAbI, AETEKTOpbI, n3onsauud. He
HaliIeHo paboT, B KOTOPBIX JUIsi HHGOPMAITMOHHON CHUCTEMBI MPOMBIIIIEHHOTO TPaHCIOpPTa Ha
OJIHOM CTEHJI€ COBMECTHO OLEHUBAIHCh Obl OOHApYy)KEHUE, M30JIALUS U BOCCTAHOBJIEHME, a
nokaszarenan Oe3omacHOCTH (BpeMsi OOHapyKEHHST W BOCCTAHOBIICHHS, YHUCIIO MPUHATHIX
MOI/ICTTLHBIX COOOIIICHUH ) pacCMaTPUBAIMCH BMECTE C SKCIUTyaTallMOHHOM 1IEHOH Mep (3a7epiKKa,
NOTEPH, JOCTYHMHOCTb) M C OTHCIIEHHEM aTaK OT HEYMBIIUICHHBIX OTKa30B. OTOT Mpodel
ompezenseT MCCIeA0BaTeIbCKUI BOIMPOC: Kakas apXUTEKTypa OOHapy>KEeHHU, JIOKaIU3aluu U
BOCCTAaHOBJICHHS IOBBIIIAET KUOEPYCTOWYMBOCTh pacnpeie’EHHON HH(POPMAIIMOHHON CHCTEMBI
MPOMBIIIIEHHOTO TPAaHCIOpTa MpH 3aJaHHBIX CLIEHAPUSIX U KakoBa e€ IeHa IS 3aJepKKU U
JIOCTYTTHOCTHU?

MarepuaJibl 1 METOIBI.

HccnenoBanre BBIMOJIHEHO B MATH OTaloB: ONpEACNEHHE TPaHUI] CUCTEMBL;
MOJICIIMPOBAaHUE  yTPo3; (QOPMYJIMpOBAaHHE [BYX AapXHUTEKTYp; AHCKPETHO-COOBITHHHBIN
DKCIIEPUMEHT; aHallu3 4yBCTBUTENbHOCTH. [IpoBepsimace rumotresa HI: mpennaraemas
apXHUTEKTypa Ja€T MEHBIINE BpeMs OOHApy>KEHHsI W BPEeMs BOCCTAHOBJIICHHS M 0o0Jiee BBHICOKYIO
JIOCTyIHOCTh, 4eM 0a3oBas, BO Bcex creHapusax. OIHOBPEMEHHO 3a/laHO WH)KEHEpPHOE
TpeOOBaHWE: B HOPMAIBHOM pPEXHME 95-U MPOUEHTWIh 3aICPKKH JOCTABKH TEIEMETPUH HE
JOJI’KEH MPEBBIIIATH CPOK MOJIE3HOCTH JAaHHBIX, IPUHATHINA B MOJIEIH PaBHBIM 1 C.

I'panutst cuctemel. B Monens BkitoueHb! 80 HCTOYHUKOB TEJIEMETPHUH B IBYX 30HaX (40 —
MOJBIKHOM cocTaB, 40 — mMyTeBble yCTPOMCTBA), MO OJHOMY KaHaly Ha 30HY, AP0 CETH U
TWCTIETYCPCKU  cepep. Jlormka cuTHanNM3alMd W [EHTpAJIHM3alMM, OTHOCAMIAsACA K
GbyHKIIMOHATBHOW 0€30MacHOCTH, B TPAHUIBI HE BXOIUT: MPOMBIIIICHHAas 0e30MacHOCTh
paccMaTpuBaeTCsl TOJNBKO Kak Kareropust mocieacTBuii. CIHeHapuW ONKMCaHbl Yepe3 WX
BO3JICiiCTBUE HA TpadUK, 0€3 TEXHUUECKUX MPUEMOB peann3aliy aTak.

Mopnens yrpo3 noctpoeHa nmo STRIDE c oTHeceHMeM Kaxaoll Yrpo3bl K CLEHApHIO
SKCIIEPUMEHTa M Mepe 3amuThl (Tabnuma 1). Yrpo3sl OTKa3a OT aBTOPCTBA M PACKPBITUS
UHPOPMALIMU B DKCIEPUMEHT HE BKIIOYEHBI, IMOITOMY CO CIICHAPHSIMH CBSI3aHBI YETHIPE
kareropun (S, T, D, E): mnepBas OTHOCHUTCI K KYpHAIMPOBAHHIO, BTOpas — K
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KOH(HICHIIMATIBbHOCTH, KOTOPAsi HE SIBJIIETCS LIEJIEBBIM CBOMCTBOM JUCIETUEPCKO TEIEMETPUH B
AHHOHU IIOCTAHOBKE.
Tabauna 1 — Mogenb yrpo3 u clieHapuH SKCIIEPUMEHTa

Kareropus Cuenapuii Mogenu BozpelictBue Ha cucremy | Mepa B peagaraeMoil apxXuTeKType
STRIDE
Otka3s B S1: meperpy3ka kaHaya 30HEI Tlorepst u 3anepxka OrpaHr4nTETbs HHTEHCUBHOCTH MO
obcyxusanun (D) norokoM 400 coobmr./c oT TEeJIEMETPHH 30HBI HCTOYHUKY; ICTEKTOp Ha KaHaJe;

oziHOTO y371a B Teuenue 600 c U30JILUS
ITonmena (S) S2: 5 moanensHBIX co00MI./C JloxxHbIE TaHHEIC B IIpoBepka MOATMHHOCTH Ha cepBepe;

0e3 AefCTBUTENBHOTO KIIF04Ya OT JACIEeTIePCKOit CUCTUYHK OTKA30B; U3OJISIIHS
HMEHH JPYTUX y3JI0B
HUckaxenue (T), S3: pacnpocTpaHeHue JloxHBIE TaHHBIE; POCT BrokupoBKka MOMBITOK B Y4yXKYIO 30HY
TIOBBIIICHHE 3apa)XeHHs C y371a Ha y3JIbl qucna Ha KaHaje; CY6TINK OJIOKUPOBOK;
npusmiernit (E) 00enx 30H; 3apakEHHBIE Y3IIBI CKOMIIPOMETHPOBAHHBIX H30IISLHS
HepealoT NCKAKEHHYFO y3II0B

TEIJIEMETPUIO C
JIEWCTBUTENIbHBIMU KIIFOUaMU

To xe S3b: pacnpocTpaHeHHE TOJIBKO To xe Te e Mepbl; ONBITKY BHYTPU 30HBI
BHYTpPHU CBOE€i 30HbI KaHaJly He BUJHBI
He araka S4: oTKa3 AUCIETYEPCKOTO Ilonnas noreps nmpuéma I'opsiunii peseps; NepeKIIOYEHUE IO
cepsepa TENEeMETPUU IIPOILyCKY CUI'HAJI0B KOHTPOJIS
Ortka3 OT aBTOpCTBA He mogmenupytotcst - -

(R), packpsrrue (I)

Ucrounuk: cocrasieno apropom no meroauke STRIDE. Cokpamenust: S, T, R, I, D, E —
kareropun STRIDE; S1-S4, S3b — cuenapun Mmozenu.

Apxutektypbl. ba3oBas apxuTekTypa — IUIOCKas CeTh C 3allUTON mepumeTpa, 0e3
oOHapy>KeHHs Ha BHYTPEHHMX KaHajaX, C PY4YHBIM pearupoBaHHEM: OMNepaTophl 3aMeyaroT
Hapymenue yepes 300 ¢, 6mokupyrot ucrounuk emg yepes 300 c, mepesamyckator cepsep 3a 600
¢, ounmmaroT 3apaxEéHubii y3en 3a 1800 c. Ilpennmaraemasi apxurektypa (pucyHOK 1) menut
CUCTeMY Ha 30HBI C KaHAJIaMH, HAa BXOJI€ KaHalla CTaBUT OTPAHHYUTENb WHTCHCHBHOCTHU IIO
ucTouHuKy (5 coobmr/c, €mkocte 10 cooOmieHui) W OETEKTOp, Ha cepBepe — MPOBEPKY
HOUIMHHOCTH coobenuit (0,5 Mc Ha coolIieHue), 100aBIsSeT KOHTPOJUIEP U30JSIIUN U TOPSTIUN
pesepB cepBepa. PyuHoe pearmpoBaHuEe COXpaHSAETCS KaK pEe3epBHBIM MeXaHH3M: B 00eux
apxurektypax Ha 1500-i cexynme (300 + 300 c¢ mocie Hauama CHEHapHs) paclpoCTpaHEHHE
3apakKeHHsI OCTaHABJIMBAETCS, a BCE 3apakEHHBIE U €II€ HE U30JUPOBAHHBIC Y3JIbl OTKIIIOYAIOTCS
JUIs  OYHMCTKU. 3HA4YeHHMs TIOKa3areneld 0a30BOM  apXUTEKTYphl IMO3TOMY  MOIYYaroTCs
apu@MeTHYECKU U3 MPUHATHIX BPEMEH PYYHOTO pearupoBaHus U AJTUTEIBHOCTH BO3CHCTBHS, a
HE U3 MTOBEJICHHS MOJICIH.

a) 6a3oBas apxutekTypa (baseline) 6) npeanaraemas apxuTekTypa

i 30ma A I 1 3oHaB 1
i P i
1 ! 1 !
i 1 i '
40 UCTOYHUKOB TenemeTpumn 40 UCTOYHUKOB TenemeTpun H 40 UCTOYHMKOB TenemeTpun | H 40 UCTOYHNKOB TenemeTpun i
(noaBuXxHOW cocTas) (nyTessble ycTponcTsa) H (noaeuXxHoM cocTas) H H (nyTesble ycTponcTea) H
| P ;
v v 5 v b v |
KaHan 30Hbl A KaHan 30Hb! B ! KaHan 30Hbl A ! ! KaHan 30Hbl B !
H 200 coobut./c; orpaHuymTens, i i 200 coobu./c; orpaHu4mTens, i
200 coobu./c 200 coobuy./c H neTexTOp ! H AeTexTop !

i i
\ / 1 \ [ / |

AAPO CeTH - cepsep AAPO CETU - cepsep
300 coobuy./c 300 coobuw./c
N
.
\\A
AvcneTyepckuii cepsep o
AUCneTYepckui cepeep (ocHoBHOM) p(ﬁf,eii:?:“ SSB:)D
+ NpoBepKa NoANMHHOCTN P pesep!
py4Hoe obHapyxeHue n pearuposaHue KOHTPONNEP U30NALNKN: KOMaH/bl Ha KaHanbl 30H

Puc. 1. Ba3oBas u nipe/uiaraeMast apXUTeKTypbl HHPOPMALIHOHHON CUCTEMBI
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HcTouHMK: COCTaBI€HO aBTOPOM. 3aT€HEHBl DJJIEMEHTHI, J00aBICHHBIE B
IpeaIaraeéMoil apxXuTeKType; MyHKTUPOM ITOKa3aHbl TPAHULIBI 30H U PE3EPBHBIA CEPBEP.

AJropuTM OOHAPYKEHUS, JIOKAITU3AIMN U BOCCTAHOBJICHUS (PUCYHOK 2) paboTaet mo
yeThIpEM TpHU3HAKaM. J[eTeKTOp Ha KaHalle CUMTAeT COOOIICHHUS Ka)XXOT0 MCTOYHHKA 3a
CEeKyHIy U (OPMHUPYET CUTHAJ TPEBOTH, €CJIU CUET MPEBBILIAET MOPOT ABE CEKYHBI MOJPSAL;
MOPOT — MAKCUMAaJbHBIM CEKYHIHBIM CUET CPEAU BCEX UCTOYHUKOB 3a nepsbie 600 ¢ nporona
(mo BO3nEHCTBUS) IUIIOC €ANHNUIIA, TO €CTh OH OMpPEEeIeTCsS M0 JaHHBIM Ka)KJ0ro MpOroHa,
a He 3anaércs BpyuHyto. CepBep GpopMupyeT CUTHAN TPEBOTU MpPH TPEX OTKa3ax MPOBEPKHU
MOJJIMHHOCTH OT OJAHOTO McTOuHMKA 3a 10 ¢, kaHam — npu TPEX 3a0JOKMPOBAHHBIX MOMBITKAX
coeuHEeHUs y37a ¢ uyxoi 30HOM 3a 10 c. I[lo TpeBore KOHTpoOJIEp Uepe3 2 C U30IUPYET
WCTOYHUK Ha KaHaie. B cuenapusax S1 m S2 uzonsuusa AECUCTBYET 10 KOHIIA MPOTOHA; B
cueHapuu S3 M30JUPOBAHHBINA y3es Bo3BpamaeTcs mnocie ouyuctku uvepe3 1800 c. Orka3
cepBepa ompenenseTca mo TPEM MNPOMYIIEHHBIM CHIHajlaM KOHTpOJs c mepuogom 1 c,
IEPEKIIOUEHUE HA PE3EPB 3aHUMAET 2 C.

KOHTPO/MPYEMBbI NPU3HaK

ycnosue Tpesoru

WHTeHCUBHOCTL
UCTOYHUKA Ha KaHane

> nopora oby4eHus
2 c noapsa

Mposepka NOANMHHOCTH
Ha cepsepe

= 3 oTKasa
3a10c¢

MonbITKK coeANHEHNs
B 4Y)XKYIO 30HY

= 3 610KMPOBKM
3a10c

N

AeicTene

Tpesora - usonaums
MCTOYHUKA Ha KaHane
30HbI Yepe3 2 ¢

OuuncTka y3na;
803BpaT nocne
nposepkun

MNepeknioveHne Ha
pe3epeHblil cepsep
3a2c¢

CurHanel KOHTpons 3 nponycka
cepsepa (1 ¢) noapsa

Puc. 2. Anroputm oOHapy>KeHHUS, TOKATU3ALUHN U BOCCTAHOBICHUS

W cTOUHHK: COCTAaBIECHO aBTOPOM.

Mogens. Kaxgoe coobmierne TpoXoIuT TpU o4epeau ¢ 00CITyKHBAHUEM B MOPSIKE
NOCTYIJICHHUS, JE€TEPMUHUPOBAHHBIM BpEMEHEM OOCITYKMBaHHS W KOHEYHBIM Oydepom:
kaHan 30HbI (200 coobmr./c, Oydep 500), ssapo (300 coobmr./c, Oydep 500), cepep (2,5 mc
Ha cooOmenue, Oydep 1000), ¢ 3agepxkkoir 2 Mc Ha mepexon. CTOYHUKH TEHEPUPYIOT
COOOIIeHNS KaK MyaCCOHOBCKUW IMOTOK HWHTEHCUBHOCThIO 1 coolmr./c. JnMuTenbHOCTH
nporona — 3600 c, Bo3aeiictBue HaunHaeTcss Ha 900-i1 cexyHae u B cueHapusx S1 u S2
nnutca 600 c. B cuenapum S3 kaxablid 3apaK€HHBIA y3€J JeJaeT B CpeJHEM 2 MONBITKU
coennHeHus B cekyHay ¢ ycnexom 0,05 u mepenaér 1 uckaxx€HHOE COOOIEHNE B CEKYHY.
Coo0mieHne cuuTaeTcst JOCTABICHHBIM B CPOK, €CITH 3aiepKKa He mpeBbIaeT 1 c. 3HaueHus
napamMeTpoB (Tabiuima 2) He U3MEPSUTUCh Ha TPEANPUITHHA: 3TO OO0BABICHHBIE JOMYIICHUS
MOJIENY, KJIIOUEBbIE U3 HUX BAPhUPYIOTCS B aHAJIN3€ YYBCTBUTEIBHOCTH.

Tabnuna 2 — [lapameTpsl Moaenn

ITapamerp 3HavyeHue BapbupoBaHnue B aHaN3¢ YyBCTBUTEIBHOCTH
HcTounuku Tenemerpun, mr. (30Ha A / 30Ha B) 40/ 40 -

MHTEHCUBHOCTH MCTOYHHMKA, COOOIILL./C 1,0 1,0; 1,5; 1,8

IIponyckHast cHocCOOHOCTH KaHaa 30HBI / s1Ipa, 200 /300 -

coobur./c
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[Tapamerp 3HaueHue BapbupoBanue B aHanu3e 4yBCTBUTEIbHOCTH
Bpewmst 06paboTku Ha cepBepe, MC 2,5 -

3arpatbl Ha IPOBEPKY MOJUTMHHOCTHU, MC 0,5 0;0,5;2;5

CpOK HOJIE3HOCTH TEJIEMETPHH, C 1,0 -

Py4noe oOHapyxenue / 61okupoBka / 300/300/600 /1800 obuapysxenue: 60; 300; 900
Mepe3amycK / OUUCTKa, ¢

3azepkka U30JIALUY T10CIIE TPEBOTH, C 2 2;10; 30; 120
BeposiTHOCTE 3apakeHust py mombITKe (S3) 0,05 0,01; 0,05; 0,2
OrpaHU4UTENh: CKOPOCTH, COO0II./C / EMKOCTB, 5/10 -

coo0rI.

Bydeps! kanana / sigpa / cepeepa, coobu. 500/ 500/ 1000 -
Jnurensrocth S1 1 S2, ¢; motok S1/S2, 600; 400/ 5 -

coo0rir./c

S3: MOmBITKU CoeMHEHUS, 1/C; HCKaKEHHBIC 2;1 -

coobuienust, coodu./c

OuncTka y31a B MpejiaraeMoil apXuTeKType, ¢ 1800 -

HctouHuk: cocraBieHO aBTOpoM. [lapameTpbl py4yHOro pearupoBaHUs SABISIOTCA
JOMYUICHUS MU U TOAJIeKAT 3aMEHE JaHHBIMHU NMPEINPUITHUSA.

[Tokazarenu. Bpemsa obnapyxenus (MTTD) — uHTepBanm oT Hayaja cueHApHs 10
TpeBoTH; i 0a30BOM AapXUTEKTYpbl OHO paBHO MapaMeTpy pPYy4YHOTO OOHApY>KEHUS.
HoctynHocTh — o181 10-cekyHIHBIX HHTEpBaJIOB 3a S0 MUHYT mociie nepuoaa nporpesa (600
C), B KOTOPBIX B CPOK JOCTaBJEHO He MeHee 95 % TtenemeTrpuu W HE MPUHATO HU OJHOIO
noanenbHoro coobmenus. Bpems BoccranoBnenus (MTTR) — uHTepBan ot Havana ciieHapus
0 KOHIIa TOCJHEeJHEero HenocTymHoro 10-ceKyHAHOTO HHTEpBajlia B JaHHOM IPOrOHE
(pa3pemenue 10 c); cpeaHee mo mporoHaM NpUBOAUTCA B Tabnuue 3. J{OMOJTHUTEIBHO
BBIUHCIISIMCH NTOoTepHu Tenemerpuu B okHe 900—1500 ¢ (oaMHaKOBOM JJIs BCEX CIICHAPHEB),
YUCJIO MPUHATHIX MOAAENBHBIX COOOIICHMH, YMCIO 3apakKEHHBIX Y3JI0B, YUCIO JIOKHBIX
HU30JISIIUKA, a TaKXKe MeIuaHa U 95-U NMpOoUEeHTHIb 3aIEPKKU B HOPMAJIbHOM PEXKHUME — HaA
ygactke 600-900 ¢ xaxgoro nporosa, 10 Hayajaa BO3JE€HCTBHUS.

[Ipotokon. Jlns kaxgoro u3 mectu cueHapues (SO 6e3 Bo3neiictBus, S1-S4, S3b) u
Ka)XJIOH apXUTEKTYypbl BbiosHeHO 20 mporoHoB co 3HaueHusMu random seed ot 0 mo 19,
Bcero 240 mporoHoB; aHaJIU3 YyBCTBUTEIBHOCTH — 110 10 MpOroHOB HA 3HAYEHUE MapaMeTpa.
IIpuBonpsTcss cpenHee u noaymupuHa 95%-ro [1OBEpPUTENBHOTO MHTEpBana 1o t-
pacnpenenennto CteroneHTa. Moaens peanuzoBana Ha Python 3.13.16 ¢ numpy 2.5.3, pandas
3.0.5, PyYAML 6.0.3 u matplotlib 3.11.2 u Bemonusnacs Ha npoueccope Intel Xeon 2,80
[Tt (2 BupTyanbHbiX saapa, 7 I'b namsatu). Koa, koHburypamus u pe3yabTaThl BCeX MPOTOHOB
COXpaHEHbl; OCHOBHOM 3KCIEPUMEHT 3aHUMAET OKOJIO 3 MUHYT.

Pe3yabTaThl.

CBonHBIE pe3yJbTaThl OCHOBHOTO JKCIEpPHUMEHTa MpuBeneHbl B Tabmuue 3. bes
Bo3neiicTBuii (S0) obOe apxuTekTypbl uMenu goctynmHocTh 1,000; Hu B omrom u3 120
IIPOTOHOB IpeAIaraéMol apXUTEKTYpbl, BKJIKOYas IPOTrOHBI CO CLIEHAPUSIMU BO3IEHUCTBUSI, HE
MPOU3OIILIO JOKHOMN U30JISIUHU J0OOPOCOBECTHOIO UCTOYHHUKA.

Tabnuna 3 — IlokaszaTenu KHOEPYCTONYMBOCTHU MO CLIEHAPHIM

Cuenapuii ApxuTexTypa MTTD, ¢ MTTR, ¢ | HoctynHocts | IloTepu B [Ipunsto 3apakeHo
OKHE HOJUICIIBHBIX y3JI0B
S1 6azoBas 300 (mapam.) 610 0,797 0,4994 + 0 -
0,0012
npeiaraemast 2,00 0 1,000 0,0126 £ 0 -
0,0002
S2 6azoBas 300 (mapam.) 600+ 1 0,7998 + 0,000 3005 + 26 -
0,0003
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Cuenapuii ApxuTtekTypa MTTD, ¢ MTTR, ¢ | HoctynHocts | IloTepu B [Ipunsto 3apaxeHo
OKHE MOJICTBHBIX y370B
npeanaraeMas 0,65+0,18 0 1,000 0,0125 + 0 -
0,0002
S3 6azoBas 300 (mapam.) 2400 0,2000 0,0000 44228 £314 80
npeuiaracMast 3,65 £0,68 10,5+ 1,0 0,9965 + 0,0142 + 6+1 1,15+0,17
0,0003 0,0020
S3b 0azoBas 300 (mapam.) 2400 0,2000 0,0000 22335+ 184 40
npeanaraemas | 300 (mapam.) 2400 0,2000 0,0000 22335+ 184 40
S4 6azoBas 300 (mapam.) 900 0,7000 1,000 0 -
npeiaracMast 3,00 10 0,997 0,0083 + 0 -
0,0002

HcTouHMK: pe3yiapTaTbl KOMIBIOTEPHOTO MOJAEIUPOBaHMS aBTOpa, 20 MpPOroHOB Ha
a4eiiky; cpegHee + moaymupuHa 95%-ro HOBEpUTENBHOTO MHTEpBaia (HE yKa3aHa, €cliu
MEHbIIE €ANHULIBI TTOCTeqHEro 3Haka). «Ilapam.» — 3HaueHHNe 3a/1aHO TapaMETPOM PYUHOIO
pearupoBaHus; BCe MOKazaTedu 0a30BOMl apXUTEKTYpHl CIEAYIOT M3 MPUHITHIX BPEMEH
pyuHoro pearupoBanus. [lorepu — B okne 900—-1500 c. loctymHOCTh paccuuTana 3a 50 MuH
nocJje nporpesa.

ITeperpyska kanana (S1) B 0a30Boi apXUTEKType MPUBETIA K TOTEPE OKOJIO TTOJTOBUHBI
tenemeTpun B okHe BosaeiictBus (0,499 + 0,001) u x HemoctymHocTu Ha 610 c. B
npeaiaraeMoil apXUTEeKType OTrpaHWYUTEIh Ha BXOJE KaHaja OTOpachiBal H30BITOYHBIIM
MOTOK emé 0 TPEBOTU JIETEKTOpa, MO3TOMY AOCTYNHOCTh HE CHHUXKAajJach HU B OJHOM
nporoHe. AOJSIUOHHBIA NPOTroH 6e3 orpaHuuutens (20 mporoHoB) Jajl HEJOCTYHNHOCTH B
onnH 10-cekyHAHBI MHTEpBaN — MOKa JNETEKTOp (OpMHpOBaI TPEBOTY M BBHIMOIHAIACH
U30JIsIUs — U cpeliHio JocTynHocTh 0,9967. [lotepu (0,013) COOTBETCTBYIOT TEIEMETPUH
CaMoro U30JupoBaHHOrO y3na. [Ipu mogmene 6e3 kirova (S2) 6a3oBas apXUTEKTypa MpUHSIA
3005 £ 26 moaaenbHBIX COOOIICHUMN, a MpejaraemMas He MPUHsJIa HA OJHOTO — B MOJICJIH
MpoBepKa MOJIMHHOCTH OTOPAKOBBIBAET Bce COOOIIEHUs 0e3 MelCTBUTEIBHOIO KI04Ya — U
obHapyxmuina uctounuk 3a 0,65 + 0,18 c. 3HaueHus 6a3zo0Boil apxuTeKTypbl B S1 m S2
OTNPENENAIOTCS IUTENbHOCThIO BO3JEHCTBUS: pydHas OnokupoBka Ha 1500-i1 cexkyHzae
COBMNAJAET C €ro OKOHYaHHUEM.

[Ipu pacnpocTpaHeHnu 3apaxxeHuss Mexay 30oHamu (S3) B 6a30BOM apXUTEKType 10
py4HOI OJOKHMPOBKH ObUTH 3apaxkeHbl Bce 80 y370B, a MOCIEAyomas H30JSIUsI U OYHCTKA
octaBuiIM cucTeMy HenoctynHod Ha 2400 c. B mnpemnaraemMoll apXUTEKType TpPEThA
3a0JIOKMpOBaHHAs MOMBITKA BHIX0/1a B UyXYI0 30HY 3a 10 ¢ mpuBoAMIIa K TpeBOTe U 4epes 2
C — K M30JISIIIUK; B CpeIHEM 3apaxanoch 1,15 £ 0,17 y31a, Bpemsa BOCCTAaHOBJIECHUS COCTABUIIO
10,5 £ 1,0 c. B cuenapuu S3b, rae pacmpocTpaHeHHE IO TOJBKO BHYTPHM 30HBI, 00€
APXUTEKTYPHI Jau OJAMHAKOBBIN pe3ynbTat: 40 3apak€HHBIX y3JI0B U nocTtynmHocTh 0,200.
ITpu oTka3ze cepBepa (S4) mpeanaraemas apXUTeKTypa COKpaTuiia mpoctoit 10 5 ¢ (3 ¢ Ha
oOHapyXeHHE U 2 C Ha MEPEKITI0UYCHNUE Ha pe3epR), UYTO ¢ yuéToMm 10-CeKyHTHBIX HHTEPBAIOB
naét HepoctynHocTh 10 ¢, npotus 900 ¢ npu pyuyHom nepesanycke. Kpupple ycTOHUNBOCTH
JJIS. OJTHOTO MPOTOHA MOKa3aHbl HAa PUCYHKE 3.
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HcTo4yHUK: pe3yabTaThl KOMIBIOTEPHOTO MOACTUpOBaHMs aBTopa. IlyHKTHp — Ga3oBas
ApXUTEKTypa, CIUIONIHAS JIMHUSA — TpeniaraeMas; uHTepBanbsl 10 c. [IpuHsTBIE MOAAETHHBIC
COOOIIICHUS HA PUCYHKE HE OTPAXKEHBI (CM. TadyuIry 3).

[lena 3alUTHBIX MEP B HOPMaJbHOM pEXHUME ONpeAeNseTcs 3alaHHbIMHU 3aTpaTaMu Ha
IIPOBEPKY MOAJIMHHOCTU: MEINaHa 3a1epKKu BbIpociaa ¢ 16,8 no 17,3 mc, 95-i npoueHTiIb — ¢
21,6 mo 22,1 Mc, 4TO BBINOJHSET WHXKEHEPHOE TpeOOBaHME C OOJBIIUM 3amacoM. AHaau3
qyBCTBUTEIHHOCTH MOKA3aJl, YTO 3T IIeHa PACTET HEJIMHEHHO 10 Mepe MPUOIMKEHUST HArpy3KH K
MIPOIYCKHOM CIIOCOOHOCTH CepBepa; caM MOPOT Meperpy3Ku clieAyeT U3 apupMeTUKH Ipomy CKHON
CHOCOOHOCTH, @ MOJIEJIb TOKA3bIBAET, KAK BEAYT ceOs 3a/1€pKKa U JOCTYIHOCTh BOMU3U Hero. [Ipu
WHTEHCUBHOCTU 1,5 c00OII./C HA MCTOYHHMK W 3aTpaTax 5 MC Ha MPOBEPKY 95-i1 MpOIEHTUITH
3agepxku coctaBua 130,2 mc, a pu 1,8 coodur./c u Tex ke 3aTpaTax cyMMmapHbIid notok (144
€000111./C) TIPEBBICKIJI MIPOIYCKHYIO CIOCOOHOCTH cepBepa (okoso 133 coobmi./c), meaunaHHas
3azepkka Bbipocia a0 7484,5 mc u nocrynHocts ynana ao 0,000. Ilpu 3atparax 2 mMc Te xe
Harpy3ku oociyxuBaiuck ¢ 95-m nponentunem 30,1 u 34,8 mc.

BreiBogsl 0 0a30BOM  apXUTEKType 3aBHCAT OT HPUHATBHIX MapamMeTpoB PYYHOTO
pearupoBanusl. [Ipu ooHapyx)enun yepes 60 ¢ BMecto 300 ¢ JOCTYITHOCTH 0a30BOI ApXUTEKTYPBI
B cueHapuu S1 Beipocina ¢ 0,797 no 0,877, ocraBasice Huxe npeiaraemoit (1,000); mpu 300 u 900
C OHa OJMHAaKOBa, MOTOMY YTO pyuyHas OJIOKHPOBKa HACTyHmaeT HE paHbllle OKOHYAHUS
BO3JeHCTBUA. 3afepikka u3oasiuuu ot 2 a0 120 ¢ B cueHapun S2 Ha pe3yJbpTaT HE BIMJIA!
MOJIICJIbHBIE COOOIICHNS OTCEKAIMCh MPOBEPKONM MOIIMHHOCTH HE3aBUCUMO OT u3oysauuu. [lpu
BepoATHOCTH 3apakeHus 0,2 B cueHapuu S3 (10 mporoHoB) Bcero 3apakanock B cpeHeM 4,1 y3na
(or 1 mo 14), a cpenHsisi JOCTYIHOCTH MpeJyiaraéMoi apXuTeKTypbl CHrkanach a0 0,813;
pacnpenenenrue AByxmojanbHoe: B 3 mporoHax u3 10 goctymHocTh coctaBmiia okoiso 0,39, B
ocranpHEIX — 0,970-0,997.

Oobcy:xnenmne.

I'unoreza H1 moareBepaunacek yactuuno. s cuenapueB S1, S2, S3 u S4 npennaraemast
apXUTEKTypa Jajla MEHbIINE BpeMsi OOHApy)KEHUS U BOCCTAaHOBJECHUS U 0oJee BBICOKYIO
JIOCTYIMHOCTh, HO s S3b pazmuuuii HeT. Monenb BOCIPOU3BOJIUT H3BECTHOE OTPAHHYCHHE:
CerMeHTalus 110 30HaM U KaHanam, pekomenayemas IEC 62443-3-2 u pykoBoactsom ENISA nns
xene3noaopoxkHbIX cucteM (IEC 62443-3-2,2020; ENISA, 2022), 3amuiaeT oT nepexoaa Mexmay
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30HaMHM, HO HE BUJIUT PAaCIPOCTPAHEHUS BHYTPHU 30HBI — B MOJIENIN Y IIPEJIaraéMoi apXUTEKTyphbI
HET MeXaHHW3Ma OOHApy)XeHUS BHYTPHU30HHBIX IOMBITOK, IMO3TOMY COBIaJAeHUE C 0a30BOU
apXUTEKTYpOM oxuaemo. i Takux CLIeHapHUEB HY>KHbI CPEICTBA KOHTPOJIS HA CAaMUX y3J1aX WIH
0oiee MeJIKOe JIeJIeHHe, YTO COTJIaCyeTcs ¢ MoAXoJaMHu MHUKpocermeHTanun (Basta u np., 2022:
1-7; Federici u np., 2023).

Bropoe HaOnroseHue KacaeTcsi MeXaHW3Ma BBIUTPHIIA. AOJSIMOHHBIN MIPOTOH MOKa3al,
YTO B cleHapud S| MOJHYI JOCTYIHOCTh COXPAaHsI OIpaHHYUTENh MHTEHCUBHOCTHU: 0€3 HEro
HEJOCTYIHOCTh COCTaBisIa OAUH 10-CeKyHIHBIM UHTEpBAJI 10 U30JLUU. J[eTeKTOp U U30J1us
BJIMSUIM HE Ha JJOCTYITHOCTh, @ Ha MIPEKpAIeHUE BO3AEHCTBHS. DTO pa3aMuue BaXKHO JUIs BIOOPa
MEp: €CllU 1IeJIb — COXPAHUTh NPUEM TEJIEMETPHUM, NEPBUUYHON MEPOH SBISIETCS OrpaHUYEHUE
MHTEHCUBHOCTH Ha KaHaJIe 30HBbI; €CJIU 11eJIb — IPEKPATUTh BO3JEHCTBUE, HYKHbI OOHApy>KEHUE U
W30JISILHS.

Tpetbe HabMOJEHUE — LI€HA POBEPKHU MOUIMHHOCTH. B HOpManbHOM peXxrMe OHa paBHA
3aJJaHHBIM JJOJISIM MUJUTUCEKYH/IbI, OJTHAKO €CIIU CepBep paboTaeT OJIU3KO K MPeaeiTy MPOIyCKHOM
CHOCOOHOCTH, POCT HAarpy3Kd INEpPEeBOAUT €ro B Meperpys3Ky, M TOrZa 3alluTHas Mepa cama
CTaHOBUTCA NMPUYUHON OTKa3a B 00CHyKuBaHUU. PaboOTHI 0 0OHAPYKEHUIO BTOPKEHUH OOBIYHO
coobmraroT Bpems: 00pabotku ogHoro naketa (Kravchik, Shabtai, 2022: 2179-2197; Yang u 1p.,
2022: 616—632); Hatll pe3yJIbTaT OKA3bIBAET, UTO 3TOT [MOKA3ATEIb HYKHO COOTHOCHUTBD C 3al1acoM
MIPOITYCKHOM CITOCOOHOCTH BCEH LIETIOYKHA 00pabOTKH.

ITo cpaBuenuto ¢ paboramu no ycroitunBoctu CBTC (Lu u ap., 2021; Gao u np., 2022:
21015-21033) HacTosiee ucciieIoBaHUEe pacCMaTPUBACT APYTOM KJIACC CUCTEM — TUCTIETYEPCKUE
U TEIEMETPUYECKUE CHUCTEMBl IPOMBIIUIEHHOIO TpPAaHCIOpTa — W OTHENSET aTaku OT
HEYMBIIIJIEHHOTO 0TKa3a cepBepa. [1o cpaBHenuto ¢ BuptyanbubiMu creHaamu (Dehlaghi-Ghadim
u 11p., 2023; Conti u np., 2021: 2248-2294) Mmoaens mpoiie: OHa He BOCIIPOU3BOIUT IMTPOTOKOIIBI U
IporpaMMHOE OOECIeueHHe, a OINUCBHIBAET CUCTEMY Ha YPOBHE IOTOKOB COOOIIEHHH. DTO
OTrpaHMUYEHUE OJHOBPEMEHHO JI€JaeT MOJENb IPO3PAYHOM: KaXKJIblil pe3yIbTaT IPOCIIEKUBACTCS
710 OOBSBICHHOTO TTapaMeTpa.

OCHOBHbBIE OTpaHMYEHUS] HCCIENOBAHUS IEPEUNCIIEHbl B 3aKiIodeHUH. OTIENbHO
OTMETHM, YTO OTCYTCTBHE JIOKHBIX M30JISILUNA ITOJy4E€HO HAa CUHTETHYECKOM Tpaduke U Tpedyer
IIPOBEPKN Ha pEaJbHOM, a COOTBETCTBUE CTaHIapTaM MOJENb HE OLEHUBAET: ayJuT HeE
POBOJUIICS.

3akioueHue.

Henp vccnenoBanus JOCTUTHYTA: MOCTPOEHA M UCCIIEOBaHA Ha CLEHApUAX AUCKPETHO-
COOBITHIHAasE MoJenb  pacnpeneéHHOM  MH(MOPMALMOHHOW  CHUCTEMBI  MPOMBILIUIEHHOTO
TpaHCIOPTAa, MO3BOJISAIONIAs CPAaBHUBATh aPXUTEKTYPHI 110 OKa3aTesIM KHOepyCTOHYMBOCTH U IO
1eHe 3amuTHBIX Mep. Mognens yrpo3 no STRIDE cBsi3ana yersipe U3 IECTH KaTeropuil yrpos ¢
MATHIO clieHapusiMu BozaeicTBus, a 240 mporoHoB (20 3HaueHmit seed Ha KaXIylo mapy
«CLEHapul — apXUTEKTypa») MO3BOJMIM OLEHHUThb pa3dpoc pe3yibraToB. Bee pesynbraTh
MOJTy4Y€Hbl KOMITBIOTEPHBIM MOJEIUPOBAHUEM; NapaMeTpbl, HE W3MEPEHHbIE HA MPEANPUITUH,
0OBsIBJIEHBI KaK JOMYIICHHUS.

[Honyuens! cnenyromue pesynbrathl. [Ipeasnaraemasi apXuUTekTypa B YETBIPEX U3 ISTH
CIICHapUEeB COXpaHHIIa CPEIHIO TOoCTymHOCTh He Hinke 0,996 npu Bpemenun ooHapyxenus 0,65—
3,65 ¢, Tora Kak I0CTyMHOCTh 0a30BOM apXUTEKTyphl coctaBuiia 0,797 npu neperpyske KaHaia,
0,800 mpu moamene coobmenuit, 0,200 mpu pacnpocTpaneHuu Mexay 3oHamu u 0,700 mpu oTkaze
cepsepa. [Ipu mogmene Oe3 kiroda Oa3oBast apxuTeKkTypa npuHsia okoio 3 000 moaaensHbBIX
COOOLIeHNH, MpeyaraemMas — HHU OJHOIO; IMPH PACIPOCTPAHEHUU MEXAYy 30HAaMH YHCIO
3apak€HHBIX y3710B cokpaTuiioch ¢ 80 1o 1,15 B cpennem. Ilpu pacnpocrpaneHrH BHYTPH OJHON
30HBI BBIMTPHINIA HET: 00€ apXWUTEKTYphl MOKa3alu OJMHAaKOBble 3HadeHusa. ['mmnoreza Hl
MOJTBEPANIIACH YACTUYHO.

AHan3 MeXaHUW3MOB MOKa3aj, YTO MOJHYIO JAOCTYHMHOCTh NPHU MEperpy3ke COXpaHsIo
OrpaHUYEHUE MHTEHCHUBHOCTHM Ha KaHaje 30HbI: 0€3 Hero BO3HMKaJN OJUH HenocTymnHblid 10-
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CEKYHHBIN UHTepBa 10 u3ossiuu. OOHapyKeHre U U30JIS1US BIMSUIM HE Ha JOCTYIHOCTh, a Ha
npekpaieHue BosaeicTBus. [IpoBepka mommHHOCTH AoOaBmia okoino 0,5 Mc K MeauaHHOU
3anepxke (16,8 m 17,3 Mc), olHaKO TpH 3aTpaTax 5 MC Ha COOOIIEHHE W MHTCHCHBHOCTH 1,8
co0011./c Ha UCTOYHMK CyMMAapHBIA MOTOK IPEBBICHII MPOIMYCKHYIO CHOCOOHOCTH cepBepa, W
JOCTYyIHOCTh ymana a0 Hyss. [lokasarenu 0a30BOM apXUTEKTYphl OMPENENAIOTCS MPUHATHIMU
BpEMEHAMH PYYHOTO pearupoBaHus: mpu oOHapyxeHun gepe3 60 ¢ BMecto 300 ¢ e€ mocTymHOCTh
npu nieperpyske Boipocia ¢ 0,797 no 0,877, ocraBasich HUXKE IpeAIaraeMoil.

BpeMmsi BoccTaHOBIEHHS B IpeaslaraéMON apXUTEKType cocTaBuiio okoio 10 ¢ mpu
pacmpoCcTpaHEHUH MEXIy 30HaMH W TIpu oTkaze cepBepa mpotuB 2 400 m 900 ¢ B GazoBoii
aApXUTEKType, IZl€ OHO 3a/JlaH0 BPEMEHEM pPYUYHOIO YCTpaHEHMs. AHajau3 YyBCTBUTEIbHOCTU
noka3saj U rpaHullbl BeIUrpbiiia. [Ipu BepostHocTH 3apaxenus 0,2 B ClieHapuu pacpOCTpaHEHUs
CpelHss TOCTYITHOCTD MpeJiaraeMoi apXUTeKTypbl cHIbkanach 10 0,813, nmpuuém pacnpenenenue
OBLIIO BYXMOJAJIBbHBIM: B 3 mporoHax m3 10 moctymHocTh coctaBuia okosio 0,39. 3anmepkka
u3ossuK ot 2 10 120 ¢ npu moaMeHe cooOIeH Ha pe3yIbTaT He BIMsAJIA, TaK KaK IMOAIeIIbHbIC
COOOIIIEHUSI OTCEKAINCh MPOBEPKOM MOUIMHHOCTH HE3aBUCUMO OT M3OJSIUH. JTH PE3yJIbTaThl
MIOKa3bIBAIOT, KAKHE MapaMeTphbl TPEOYIOT U3MEPEHUS Ha MIPEANPUSTHH B IEPBYIO OUepe/ib.

[TpakTHyeckoe 3HaY€HUE COCTOUT B TOM, YTO MOJEJb MMO3BOJISIET 10 BHEAPEHUS OIICHUTD,
KaKHe MEpPHI COXPaHSIOT MPUEM TEJIEMETPUU (OIpaHUYEHHE MHTEHCUBHOCTH, TOpPSYUI PE3EpB),
KaKhe MpeKpamaT Bo3jAeicTBUe (0OHapyXeHHEe U M30JSIUS HAa KaHajaxX 30H), TJe HYXHbI
CpeACTBa KOHTPOJISI BHYTPH 30H M KakoW 3amac MPOIyCKHOW CIIOCOOHOCTH TpeOyeT MpoBepKa
MOATUHHOCTH. [{71s1 Ipe ANpUATHI MPOMBIIIJIEHHOT'O TPAHCIIOPTA 3TO 03HAYAET, 4TO TPEeOOBaHUS K
3alIUTHBIM MepaM clieyeT (popMyInpoBaTh BMECTE C TPEOOBAHUSAMU K IPOITY CKHOM CIIOCOOHOCTH
JUCTIETYEPCKOTO cepBepa U K JOMyCTUMOM 3aJIePIKKE TEIEMETPHH.

OrpaHuyeHus HUCCIEAOBAaHU: TpapUK CHHTETHMYECKHMH M IIyaCCOHOBCKHM, BpeMeHa
PYYHOTO pearupoBaHusl 3aJaHbl, a HE H3MEPEHbl, HAOOp CIEHApHUEB OrPAHUYEH IMATHIO
BO3/ICUCTBUAMH, a PE3yJbTaThl OTHOCATCS K THIIOBOW apxuTekrype. IlepcrexTuBsl paboThl —
3aMeHa JIOMYyLIEHUH MOJeNM JaHHBIMH JCMCTBYIOLIErO MPEANPHUSATHS MPOMBIIIIEHHOTO
TpaHCHIOPTa, J0OABICHHE CIIEHAPUEB C PACIIPOCTPaHEHHEM BHYTPH 30HBI U KOHTPOJIEM Ha y3JIax,
a TaKKe MPOBEpKa MOJETU Ha BUPTYaJbHOM CTEHJE C peajbHBIMU MpOoTOKoJamMu. J[is Takoi
3aMEHBI Y MPEeIIPUATHSI HEOOX0AUMO MOIYUUTh (PaKTUUECKOE BpeMst OOHAPYKEHHS U YCTPaHCHHS
WHIUACHTOB TMEPCOHAIOM, MHTEHCHUBHOCTh M CTPYKTYpY IOTOKa TEJIEMETPUH, IMPOITYCKHYIO
CIIOCOOHOCTh JAMCIIETYEPCKOTO CepBepa W 3aTpaThl Ha TMPOBEPKY MOMJIUHHOCTH OJHOTO
COOOIICHUS; TIO pe3ysIbTaTaM aHAJIM3a YyBCTBHTEIBHOCTH BBIBOJBI 3aBHCAT MMEHHO OT TaKUX
napaMeTpoB.
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Abstract. Scheduled maintenance does not always reflect the actual condition of
equipment, and the built-in threshold signals fire only after a failure has begun. We assess, at event
level, whether anomaly detection models applied to I1oT telemetry detect a failure earlier than the
built-in threshold method or with fewer false alarms. The data are the open MetroPT-3 dataset
from the air production unit of a metro train (February—August 2020, 1,516,948 records, 15
signals, CC BY 4.0 licence, 4 failures from company reports) and the MetroPT2 dataset (2022, 2
failures) for a transfer test. The methods comprised 38 features in 10-minute windows, a strictly
chronological split, Isolation Forest, One-Class SVM, a fully connected autoencoder, an EWMA
control chart and the built-in LPS rule; thresholds were chosen on validation data for a target
number of false alarms per day, and each model was run with 5 random seeds. At the pre-set
operating point of 0.1 false alarms per day the models detected on average 0—0.6 of 4 failures,
EWMA 1, and no method alarmed before the reported start. With thresholds calibrated to 0.5 false
alarms per day, the models and EWMA detected on average 3.8—4.0 failures at 0.15-0.19 false
alarms per day, the built-in rule 3 failures at 0.66; median lead times were negative. The models
ranked windows near failures better than EWMA (PR-AUC 0.40-0.45 versus 0.24). Models
trained on 2020 data kept this ability on 2022 data (PR-AUC 0.69-0.73), but the 2020 threshold
was too high. The novelty is an event-level comparison with the built-in rule on real metro
compressor data, with a chronological protocol and a transfer test. In practice, the threshold can
be set from the false-alarm rate a maintenance team accepts. Early warning was not demonstrated;
thresholds must be recalibrated for each asset.

Keywords: I1oT, anomaly detection, condition-based maintenance, air compressor, event-
level evaluation, false alarms

For citation: Sailaubaiuly S. (2026). [IoT-Based Fault Detection in a Rail Vehicle Air
Compressor // Industrial Transport of Kazakhstan. Vol. 23. No. 91. Pp. 78-89.
https://doi.org/10.58420.ptk.2026.91.03.007 (In Kaz.).

Conlflict of interest: The author declares no conflict of interest.

IloT JIEPEKTEPI BOMBIHIIA PEJBCTIK KOJIK KOMIIPECCOPBIHBIH
AKAVYJIAPBIH AHBIKTAY

C. Cainayoaiiynot™

Abaii ateinarsl Ka3ak yITTBIK Ie1arorukaiblK YHUBEpCUTETI, AnMaThl, KazakcraH.
E-mail: sailaubaiuly@gmail.com

78 This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives @
4.0 International License @ s




Industrial Transport of Kazakhstan. Vol.23 (3). 2026

Caiinayoaityabl Camat — PhD noktopants, 8D06102 — «AKnapaTTsIK Kylenep» OutiM 6epy
Oarmapiamacel, AOaif aTeiHIaFbI Ka3ak YITTHIK Ie1arorukaiblK YHUBEPCHTETI, JlOCTHIK TaHFBUIBL, 13,
050010, Anmatsel, Kazakcran.

E-mail: sailaubaiuly(@gmail.com, https://orcid.org/0009-0002-0458-3242

© Caiinayo6aityns! C.

AnHoTtamus. JXocnapibl TEXHUKAIBIK KbI3MET KOPCETY KaOBIKThIH HAKTHI KYHIH opaaitbiM
€CKepMEWTi, aJl ITATTHIK MIEKTI CUTHAJIAp akay OacTaFaHHAaH KEHiH iCKe KOChUIAAbL. 3epTTeYIiH
Makcatsl — [IoT Tenemerpuschl OOMBIHITIA aHOMATHSIAPBI AHBIKTAY MOEIBACP] aKayIbl IITaTThIK
IIEKTI OMIICKE KaparaHIa epTepeKk HeMece asbIpak JKalFaH Ja0bUIMEH aHBIKTAll ama Ma — OCHIHBI
OKWFasiap neHreringe Oaranmay. JlepekTep — METpO NOWBI3BIHBIH aya OHIIPY arperaThbIHbIH alllbIK
MetroPT-3 xwubiabl (2020 k. aknas—Tambi3, 1 516 948 xaz0a, 15 curnan, CC BY 4.0 murieH3usICHI,
KOCITIOPBIH €CETITEPIHIC TIPKENTeH 4 aKay) jKoHEe MOAEIBIlI 0acka Ke3eHIre aybICTBIPYbl TEKCEpyTe
apuairan MetroPT?2 sxubtabl (2022 xk., 2 akay). Onicrep: 10 MUHYTTHIK Tepe3enepaeri 38 Oenri, KaTaH
XpoHOJOTHSITBIK Oy, Isolation Forest, One-Class SVM, TonbIK OaitlaHBICTBI aBTOKOJITAYIIIHI,
EWMA 6akpuiay kaprachl xkoHe LPS mTaTThiK epeskeci; MIeKTi MOH KallFaH qa0bUiiap/ sy OepiireH
TOYJIKTIK JIeHrel1 OOMBbIHINA BATUIAIMSIA TaHAAIIBL, 9p MOJAEbh O0ec Typii Ke3[eHCOK OacTarkbl
MoHMeH (random seed) icke KochU1Ibl. HoTmokenep: annpiH ana OenrineHren Toyiirine 0,1 xanran
nabbuUT IeHreiinae Monenbaep 4 akayasiH opta ecemreH 0—0,6-cbiH, EWMA 1-iH aHBIKTapI jKoHE
embip 9/ic aKayIbl ecenTeri 6acTany yakbIThIHAaH OypbIH aHbIKTaraH koK. Toyumirine 0,5 neHreiine
monenbrep MmeH EWMA opra ecermien 3,8-4,0 akayner toymirine 0,15-0,19 sxanran pa0bLIMeH
aHBIKTAJIBI, ) INTATTHIK epeke 3 akaynel Toyiirine 0,66 xamFaH TaOBUIMEH aHBIKTAIbI, ECKEPTY
YaKbITBIHBIH METHaHAChI OapIIbIK o/1icTepe Tepic 60apl. Moaenbaep akay MaHbIHIAFbI Tepe3eep/ai
EWMA -ra kaparanna sxakcoipak axbipartsl (PR-AUC 0,40-0,45, EWMA yiuin 0,24). 2020 KbUTFBI
Mozenbep 2022 KbUTFBI IepeKTepie axbipaty Kadinerin cakrasl (PR-AUC 0,69-0,73), 6ipak 2020
JKBUTFBI IIEKTI MOH THIM JKOFaphl 00kl FBUIBIMU JKaHATBIFBI — METPO KOMITPECCOPBIHBIH HAKTHI
naianany AepeKTepiHIe MOACIbACPIl INTATTHIK €PEKEMEH OKUFaIap ACHIeHiHIE, XPOHOIOTHSIIBIK
XaTTaMaMeH J>KOHE KE3CHIEP apachlHIa aybICTBIPYAbI TEKCEPYMEH CAbICTBIPY. [IpakTHKambIK
MaHBI3bI — JAa0BUT IIET1H TEXHUKAIBIK KbI3MET KOPCETY KbI3METI KaObUTAai ajlaThIH YKaJIFaH 1a0bliiap
caHbl OOHbIHIIIA TaHTay omicremeci. KOpBITHIHIBL: epTe eckepTy OaiKaiFaH KOK, ajl IIeKTI MOHII
HAKThI HBICAHHBIH JIEPEKTEPIH/IE KaliTa KATHOPIIey KaKeT.

Tyiiin ce3aep: IloT, anomanmusnapasl aHbIKTay, Kyii OOMBIHIIA TEXHUKAJIBIK KBIZMET
KOepCeTy, KOMIIPECCOPIIBIK arperaT, OK|FaIap JeHreiiHeri Oaranay, skajaraH 1a0buiaap
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AnHoTanus. [T1anoBoe TexHHUeCKoe 00CITyKHBaHHE HE BCEr/la YYUTHIBAET (PaKTUUECKOE
COCTOSIHHE 00OpYZOBaHMs, a LITaTHBIC MOPOTOBBIE CUTHAJBI CpabaThIBAIOT YyXe IMOcje Haydaia
orka3a. llenp wuccienoBaHuss — OLEHUTh HAa YPOBHE COOBITHUH, MO3BOJSIOT JIM MOZENHU
oOHapysxeHUs: aHomanuil mo Tenemerpuu 1loT BBIABIATH OTKA3 paHbLIE ITATHOTO IOPOTOBOTO
METO/a WJIM C MEHBIIIUM YHCIIOM JIOKHBIX TpeBor. JlaHHbIE — OTKpBITEIA Habop MetroPT-3 mo
BO3AyXonpuroroButensHoMy arperaty (APU) noesna metpo (pespanb—asryct 2020 1., 1 516 948
3amucedt, 15 curnanos, munensus CC BY 4.0, 4 orkaza mo oT4éTaM MpEaNpUsATHsI) U HAOOp
MetroPT2 (2022 r., 2 oTka3a) [uisl IpOBEpKU NepeHocumocTu. Mertonbl: 38 mpusHakoB B 10-
MUHYTHBIX OKHaX, CTPOTO XpoHojormdeckoe paszouenue, Isolation Forest, One-Class SVM,
IIOJIHOCBSI3HBIM aBTOKOIMPOBLINK, KOHTposbHas kapta EWMA u mtatHoe npasuino LPS; nopor
BbIOMpasics Ha BaJWJAIMK IO 33JlaHHOMY YMCIY JIOXKHBIX TPEBOT B CYTKH; KaKIash MOJENb
3aIycKanach ¢ MAThI0 3HaueHUssMH random seed. Pe3ynbraThl: pu 3apaHee 3aaHHON paboueit
touke 0,1 JT0)XKHOU TPEBOTH B CYTKH Mojies oOHapyxuiu B cpenneM 0-0,6 u3 4 otkazoB, EWMA
— 1, ¥ HM OZTMH METOJ HE 1aJl TPEBOTH paHbIlIe Havana oTkasza no ot4éry. Ilpu xanubposke Ha 0,5
JIO’)KHOW TpeBorHu B cyTku mojaenu 1 EWMA oGHapyxunu B cpearem 3,8—4,0 u3 4 0Tka30B npu
0,15-0,19 noxHOI TpeBOTU B CYTKH, a IITaTHOE IpaBwiIo — 3 oTkaza npu 0,66 105KHOI TpeBOTU B
CyTKM; MeJHaHa YIPEXKICHHS y BCEX METOJ0B oTpunarenabHa. Mogenu nyume EWMA
pamxupoBau okHa BOm3H otka3oB (PR-AUC 0,40-0,45 mpotus 0,24). Monenu, 00y4eHHbIE Ha
naHHbIX 2020 r., COXpaHWIIN PaHKUPYIONIYI0 criocoOHOCTh Ha AaHHBIX 2022 1. (PR-AUC 0,69—
0,73), o mopor 2020 r. okazaicsi CIHMIIKOM BBICOKMM. HaydHass HOBH3HA — COOBITHITHOE
CpaBHEHHE MOJEJEH CO IITAaTHBIM MPABWIOM HA PEATBHBIX JKCIUTYyaTAllMOHHBIX JaHHBIX
KOMIIpECCOpa METPO MpPU XPOHOJOTMYECKOM IIPOTOKOJIE M TPOBEPKE IEPEHOCA MEKIY
nepuogami. [IpakTrueckoe 3HaUeHHE — METOJMKA BIOOpa MOpora TPEBOTH 10 10y CTUMOMY IS
CIy>)kObl OOCITYy)KMBaHUSI UHCITY JIOKHBIX TpEBOr. BBIBOA: paHHee NpeaynpexacHue He
MOATBEPIK/ICHO, a TOPOT HEOOXOAMMO KATMOPOBATh Ha JTAHHBIX KOHKPETHOTO 0OBEKTa.

KarwueBble ciaoBa: [loT, oOHapyxeHue aHOMaiHif, 0OCIy>)KHBaHHE IO COCTOSIHHUIO,
KOMITPECCOPHBIN arperar, COObITUITHAS OLIEHKA, JIOKHBIE TPEBOTH

Jas uurupoBanusi: Caitnay6aiiyner C. (2026). OOHapyXeHHE OTKa30B KOMIIpeccopa
penbcoBoro Tpancnoprta no gaHHeM IIoT // Tlomeimuiennsiit Tpancnopt Kazaxcrana. T. 23. No.
91. Ctp. 78-89. https://doi.org/10.58420.ptk.2026.91.03.007 (Ha ka3.).

KoH(aukT uHTEpecoB: ABTOp 3asIBISIET 00 OTCYTCTBHH KOH(IMKTA HHTEPECOB.

Kipicme.

OHEpKOCINTIK  KOHE  KaNalublK PEIbCTIK  KONIKTIH  KBUDKBIMAIBI  KypaMbIHIA
THEBMATUKAJIBIK JKYHeIep TeKey MEH KOMEKIII KEeTeKTep/li CHIFbIIFaH ayaMeH KaMTaMachl3 eTeIl,
aJl aya eHJIpYy arperaTbiHbIH (KOMIIPECCOP/BbIH) 1ICTEH WIBIFYbl MOMBI3IBIH JKEiIeH aJblHYbIHA
oKeyl MyMKiH. MyH7ail KaOJbIKKa TEXHHKAJIBIK KBI3MET KOPCETy KeOiHE KOCTapibl KecTe
OOMBIHIIIA KYPTi3UIel kKOHE arperaTThlH HAKThl KYWIH eCKepMeii, COHABIKTaH aKay KbI3MET
KOpPCEeTy apajbIFbIH/A Maiina 00mysl MyMKiH. Kyiii OOHBIHIIA KBI3MET KOpPCETY MEH OOJIKaMIbI
KbI3MET KOpCETYAIH MaKcaThl — OYJI OJIKBUIBIKTBI JaTUUK JIEPEKTepl apKbulbl kok0 (Zio, 2022:
108119; Carvalho xoaHe T.0., 2019: 106024).

Kazipri >KbUDKBIMaJIBI Kypamjaa JIaTuyukTep JepekrepiH OopTToIK [loT KypbuiFbLIapbl
KUHANIBI, O1paK OJlapMeH KaTap IMITATTHIK MIEKTI CUTHAJIAP Ja XKYMBIC ICTEeHIi: MBICAIIBI, KbICHIM
OenrijeHreH JeHreiiieH TeMEeH TYCKEeHJEe iCKe KOCBhUIAThIH CUrHajid. MyH7Jail curHan akay
OacrarraHHaH KeiiH raHa naObur Oepeni. MammHANBIK OKBITY MOZETBACPIHEH KoOiHe epre
aHbpIKTay KyTitemi (Zio, 2022: 108119), amaiina xapanfaH »XyMbIcTapAa OyJl KYTy IITAaTThIK
€peXEMEH CaNBICTBIPBUIBIN, JKajdFaH Aa0bUIap KYHBIMEH Oipre TeKcepiiMereH (TeMeHe
KapaHbI3).

MyHail CaNbICTHIPYIBIH HOTHXKeCI Oaramay oMiCTeMeCiHe KATThl TOyesai. Y aKBITTHIK
KaTapJapAarbl aHOMaJIUsUIap bl aHBIKTaYy OOMBIHILIA KapUsIaHFaH KONTEreH HOTH)KeJlep HYKTelliK
TY3€Ty CHSKTBI TOCUIIEpaiH eceOiHeH achipa OaramaHaTeiHbl KepcerinreH (Kim sxone T.6., 2022:
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7194-7201), an keH TapaFaH dTaJIOH/BIK KUBIHIAPABIH 031 chiHFa yiibiparad (Wu, Keogh, 2021).
TexXHUKaJIBIK KbI3MET KOPCETY KbI3METI YILIIH MaHbI3IbICHI — T€pe3eliep AeHIeliHAeri MeTpuKaiap
eMec, HaKThl aKay/IbIH KaHIIAJIBIKThl €pTE aHbIKTANAThIHBI XKOHE TOYJIITHE KaHIla KanFaH Aa0bul
Oepinetini. COHIBIKTAaH MOJIENBACPAl OKUFaIap ASHTreliH/e, MEeKTI MOH/II TeCT Ke3eHIHE JIeliH
OekiTim, yakpIT OOWBIHIIIA OOIIHTEeH IepeKTepe Oaranay KaxerT.

Ampik  MetroPT nepexktep XublHIapbl MYHIail Oaranmaynbl KalTalaHAaTBIH TYpAC
JKYprizyre MyMKIHJIIK Oepeii: ojlapa MEeTpO MOWBI3BIHBIH aya OHJIIPY arperaThbIHbIH TMai1aaany
KE3CHIH/IET1 TeIeMETPUSCHI )KOHE KOCITIOPBIH €cenTepinie TipkenreH akaynap 6ap (Veloso xoHe
T.0., 2022a). byn nepexrep KazakcTaHHBIH ©HEPKICINTIK KOJIITiHE TIKEJIEH KaTHICTHI eMec, Oipak
YCHIHBUIFaH Oaranay xarraMachl KaOJbIK TYpiHE TOyelci3, COHABIKTAH OHbI KeHiH @HEPKACINTIK
JIOKOMOTHBTEp MEH BaroHAApAbIH ITHEBMATHKAIBIK KYHEJEpiHIH JepeKTepiHAe KOJJaHyFa
0omaIbl; MYHJAH KeIIipyIiH HOTHKECI 00JIeK TEeKCepyai KaKeT eTe/l.

3epTTey HBhICAaHbI — METPO MOMBI3EI aya eHIipy arperaTeiHbiH [10T TenemeTpusicel. 3epTrey
MOHI — YaKBITTBIK KaTapiiapAarbl aHOMATUSUTAPAbl AaHBIKTAY SJICTEpi )KOHE Ja0bLI IIETiH TaHAay
epexxeci. Makcar — aHOMalMsUIap[bl aHBIKTAy MOJENbACPl aKayAbl INTATTHIK IIEKTI OMICKE
KaparaHJa epTepeKk HeMmece a3bIpak JKaiFraH JaObUIMEH aHBIKTall aja Ma — OCBIHBI OKHFaIap
neHreiinae Oaramay. MiHACTTEp: alIbIK JEPEKTEpPre ayauT JKYPTri3y; XPOHOJOTHUSIIBIK Oaraiay
XaTTaMachlH KYPY; MOJAETBACP/Ii ITATTHIK €PEKEMEH JKOHE CTATUCTHKAIBIK 0aKbUTIay KapTaChIMEH
canbIcThIpy; Mozaenbaepain 2020 xbuigan 2022 KblIFa aybICTBIPBUTYBIH TEKcepy. Makanama
arperaTTbiH KajablK pecypcbiH (RUL) Gomkay KapacThIphIMaiIbpl: KOJDKETIMII JIepeKTeplie
arperaTThIH «ICTEH IIBIKKAHFa JACHIHT1» TOJBIK IUKJICPI KOK.

XKymrbicta exi Oomxam Tekcepineni. bipinmici — keM jaerenge Oip MOJENb INTATTHIK
epekere KaparaH/ia aKkayIbl epTEPEeK eCKepTe Il )KOHE OYJI peTTe TOYJIIriHe KajlFaH Ja0blaap CaHbl
onaH ken Oonmaiiasl. Exinmrici — 2020 >KbUIFBI JepeKTepae OKBITBUIFaH MOjenb 2022 KbUIFbI
aKayJap/bl aHBIKTAy KaOlJIeTiH cakraiabl. bipiHii OomkaM epTe eCKepTy Typaibl KeH TaparaH
KYTYZ1 TeKCepeii, ajl eKiHIIICi MOJIeNbIi a0 ABIKTHIH OacKa naiijanany Ke3eHiHe KaiiTa OKbITyChI3
KOJIIaHyFa 0oJia Ma JIeTEeH MPaKTUKAJIBIK CYpaKKa >kayar oepei.

Makana keneci TypAe KypbuiraH: oxeOuetke mony Oemiminme MetroPT nepexrepi
OOMBIHIIIA OYPBIHFBI JKYMBICTApD MEH Oarajay OIiCTeMECiHE KATBICTHI ChIH TaJJAaHbBIN, 3ePTTEY
CYpakTapbsl TYXbIpbIMAananasl; «MaTepuangap MeH oicTepy» OeliMiHIEe IepeKTep ayauTi,
Oenrizep, MOAENbAEp, IMIEKTI MOHII KaJIHOpiey >XoHE OKWFamap JEHTeHIHIETT KOpCeTKIITep
cunarranaabl; «Hotmkenepy» 6eniminae 2020 xKbUTFbI TECT Ke3eH1 MeH 2022 KbUTFbI JepeKTepAeri
HOTIOKeTep kenripineni; « Tankpiay» xoHe « KOpeITEIHIBD O6miMaepinIe MPaKTUKAIBIK CaTIaphl
MEH IIEKTeyJepl KapacThIPbLIaIbI.

MetroPT nepekrepi IlopTy KanachlHBIH METpPO OIEpaTOpbIMEH OipieckeH xobana
JKUHaKTanFaH. Veloso sxoHe opinTecTepi AepeKTep KUBIHBIHBIH KYPBUIBIMBIH, CHTHAIIAPBIH JKOHE
akayJap Typaisl ecentepi cumartaasl (Veloso xone 1.6., 2022a). Ockl arperattbiy 2020 KbUTFBI
nepekTepin Davari xkoHe opinTecTepi TepeH OKBITYFa HEeT13/1eIreH aHOMaNUsIap bl aHBIKTAY YIIiH
naiinananasl (Davari xone T1.60., 2021: 1-10), KeiliH aHOMaNUsUIapAbl aHBIKTAY MEH TYCIHAIPY
tocimi yeeiHbUIIBL (Davari xone T1.6., 2024: 358-364). ArperaTTblH akayblH NaiiianaHy
JKarJIaibIH]Ia aHBIKTay OOMBIHIIA epTepek )KyMbIc Ta Oap (Barros xone T.0., 2020: 61-74).

Keifinri sxyMbIcTap aFbIHIBIK OKBITYFa OaFbpITTaNFaH. Meira jkoHE opilTecTepi TeMip:KOoI
JKYWenepl YIIiH aFblHIBIK JepeKTepre Heri3ienreH OoipKaMIbl KbI3MET KepceTy meHOepiH
ycoiaabl (Meira sxone T.0., 2023: 1087-1102); Zafra xone opintectepi MetroPT-3 nepekrepinne
0oipKay, aBTOKOATAyIIbl KOHE OipHEIIe CHUTHAIIBIH Oip Me3riige aybITKyblH Tajlall eTeTiH
epexeHi OipikTipai (Zafra xone T1.6., 2024: 339-351); Garcia-Méndez xone opintectepi 2022
KBUTFBI IEPEKTEP/IE TYCIHAIPMEN HHKPEMEHTTIK XKikTeyimTepai Koananasl (Garcia-Méndez sxoHe
T.6., 2025). CoHFBI )YMBICTa aKayIblH alJbIHIAFBI 2 caFaT akay peTiHae OenriieHe ] *KoHe TeK
aKayJap MaHBIHIAFbl apalIbIKTap CaKTalajbl, THIIEpIIapaMeTpiiep Ke3AeWCOK IMKi ipikremene
TaHJaNajbl; HOTHXKENep HYKTemik F-enmemmen 6epinei.

@ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 81
@ s 4.0 International License



Industrial Transport of Kazakhstan. Vol. 23 (3). 2026

VakbITTBIK KaTapjapaarbl aHOMaNHsIapAbl aHBIKTAY OMICTEpiH Oaranay oICTEeMECIHIH
©31 Je ChIHFa ymuslpan oTelp. Kim jkoHe opinTectepi HYKTenmik Ty3eTy (point adjustment)
HOTIKENep/l ackipa OaramalTeiHbIH KepceTTi (Kim xone T.6., 2022: 7194-7201), an Wu men
Keogh keH TapanfaH 3TajJOHJBIK KUBIHAAPBIH KEMIIUIIKTEP]1 MPOrpecc €NeCiH Ty bIpaThIHbIH
artam oTTi (Wu, Keogh, 2021). Hundman >xoHe opinTecTepi FaphlIlll alrmapaTTapbl TEIEMETPHUICHI
YIIiH OKWFanap AeHreWinaeri 0arasay MEH TUHAMUKANIBIK MEeKTi MoHAl Koimmauael (Hundman
xkoHe T.0., 2018: 387-395). Tenrepimciz aepekTepae AONAIK—TONBIKTHIK KUCBIFBI ROC
KHUCBIFbIHA KaparaHna keOipek akmapatr Oepeni (Davis, Goadrich, 2006: 233-240; Saito,
Rehmsmeier, 2015).

Kapanran opebumerre MetroPT npepektepi OoiibiHma (1) Momenbaepal arperaTThiH
MITATTHIK IIEKTI €PEeXKECIMEH CaJbICTRIPY, (2) akayFa JCHIHT1 €CKepTy YaKbIThl MEH TOYJIITiHE
JKaJdFaH AaObuIiap caHbl CHSKTHI OKHWFajap JAeHreuiHaeri kepcerkimTep, (3) KaTag
XPOHOJIOTHSIJIBIK XaTTama koHe (4) Moaenbai 0ip maiganany Ke3eHIHCH KIHIIMICIHE ayBICTBIPY
0ip >xymbIcTa ke3aecneni. Ocbiran 6ainanbIcThl 3epTTey cyparbl: 10T Tenemerpusics! OoibIHIIA
aHOMAaJMSUIApbl aHBIKTAY MOJIENBAEP] KOMIIPECCOp aKayblH IITATTHIK IIEKTI 9JIICKe KaparaH/a
epTepeKk HeMece a3bIpakK JKalFaH JaObIIMEH aHBIKTal ana Ma jkKoHe OV apTHIKIIBUILIK Oacka
naianany Ke3eHiHe cakTana ma?

Marepuajaap MeH daicrep.

3epTTey Oec Ke3eHHEH TYpaJbl: JePEKTEp ayauTi; OeNriiepai KYpy; MOJAEIbAEPAl OKBITY
KOHE MIeKTI MOHJII KainuOpley; OKHFajap JAeHreilinge Oaramay; Moaenbli Oacka Ke3eHre
aybICTBIpYABI Tekcepy. Exi 6omxam Tekcepinai. H1: kem gerenae 0ip MoaeNb MTATTHIK epekere
KaparaHJia epTepeK eCKepTe/Il ®oHe TAYJIIT1He JKaJFaH 1adbuiiap caHsl ofaH ken emec. H2: 2020
KBUIFBI IEPEKTEPI€ OKBITHIIIFAH MOIeJIb 2022 KbUIFBI aKayiapAbl AHBIKTAYAbl CAKTANIbI.

Hepekrep. Herisri xusiH — MetroPT-3 (Davari xone 1.6., 2023; CC BY 4.0
TULeH3UACH). AyauT kepcetkenne, CSV dainer 1 516 948 xazbaman typansl xxoHe 10 ¢
kanammen xaspurraH (0,1 I'rm), am cumarramama 1 I'm okwmimiri sxoHe 15 169 480 HykTe
KOPCETUITeH; jka30ajap caHbl CUTIATTaMaJarbl HYKTEJIEp CAaHBIHBIH OHHAH OipiHE TeH. OTKi3im
aJBIHFaH MOHJEp KOK, Oipak 60 c-tan y3ak 331 y3imic Oap, onapablH *aumbl y3akTeiFsl 909,5
car; eH y3arbl — 2020 xbutrbl 2527 coyipaeri 48 caratThiK y3umic. Jepektep 2020 sxbutrsl 1
akmaHHaH | KpIpKyHekke Aeiinri ke3eHai kaMmTuasl. JKerti ananorteik curHan (TP2, TP3, HI,
DV pressure, Reservoirs, Oil temperature, Motor current) >koHE Ceri3 IHCKPETTI CHTHAI
(COMP, DV _eletric, Towers, MPG, LPS, Pressure_switch, Oil level, Caudal impulses) 6ap;
daiingarel 0araH aTayjaapbl OCBUTAN Ka3bUIFaH. AKayJiap Typalibl KOCITOPBIH €CenTepi IePeKTEP
Oetinae OepinreH: 4 akay, OapibIFbl «ayaHBIH aFybD» TypiHze (1-kecte).

Kecte 1 — Jlepekrep sKHBIHBI, 00Ty )KOHE aKayiap

Kepcerxkim MoHi Eckeptne

Kesen; sxaz0amap caHbl 01.02-01.09.2020; 1 516 948 kagamel 10 ¢ (0,1 ')

Y3imictep > 60 c; JKalmbl Y3aKThIFbI 331; 909,5 car eH y3arbl 48 car

OkpITy (akmaH) / Bamunanus (Haypbi3) / 3552 /3809/ 17895 24,7/26,5/124,3 toymik

TecT (Coyip—TaMbI3), Tepese

Axay 1 18.04.2020 00:00 — 23:59 ayaHblH arybl

Axkay 2 29.05.2020 23:30 — 30.05.2020 | ayaHBIH aFybl; ecenTe KbI3MET KOPCETy KYHi
06:00 «30 Apr» nmen Kate Gepinrexn

Axkay 3 05.06.2020 10:00 — 07.06.2020 | ayaHBIH aFybl; AepeKTepMEH KaMThLTYbl 92%
14:30

Axay 4 15.07.2020 14:30 — 19:00 ayaHbIH aFybl

MetroPT?2 (aybIcTBIpY OB TEKCEPY) 28.04-28.07.2022; 7 116 940 0,1 I'n-xe kenripingi; 2 akay (aya, Mait

xazba, 1 I'n arysl)

Hepexke3: MetroPT-3 sxone MetroPT2 nepextepi MeH OerTepi Heri3iHae aBTOPABIH
ayauti. Tepe3e — 10 MHHYTTBIK apaliblK; TOYIIK — JEPEKTEPMEH KAMTBUIFaH yaKpIT.
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Curnanmap asKTalxy YyakbIThIMEH OenruieHeTiH 10 MUHYTTBIK KaOaTTacmalThIiH
Tepesenepre TONTACTHIPBULABL; 9p Tepe3e TeK O3 IIIHAeTI MOHAEP/l MmaiaanaHaabl, COHIbIKTAaH
OoJramakTaH aKnapaT KipMeiai. Op aHaJIOTTHIK CUTHAJ YIIIiH OpTalia MoH, CTAHJIAPTThI ayBITKY,
MUHUMYM >KOHE MAaKCHUMYyM, Op JMUCKPETTI CUTHAJN YIUiH OeJCeHIl KYWIIH YJiecl ecenTei.
CoHBIMEH KaTap KO3FaJTKBIII TOTHI 5,5 A-maH >KOFapbl OOJIFaH YakbIT yiecl (KyKTeMmeneri
KYMBIC yJieci; cunaTramaja 0oc xypic mamameH 4 A, xykreme mamaMmeHn 7 A nen OepiireH)
xoHe COMP curHanbIHBIH aybICy caHbl KOCBULABL. bapisirst 38 6enri. Onmeynepain 50 %-bHaH
a3bl Oap Tepe3ernep anbIHBII TACTaJIbI.

beny one pnepexrepnin arbim keTyiH (data leakage) Oonmwsipmay. bemy katay
XPOHOJOTHSUIIBIK: OKBITY — 2020 *KBUIFBI aKnaH (JepeKTep OeTiHae YChIHbUIFaHAal, OipiHii aif),
BN — HAyphI3 (aKayJiap JKOK, TEK IIEKTI MOHJI TaHIAy YIIiH), TECT — COyip—TaMBbI3.
Macmtabray mapameTpiaepi (MeanaHa MeH KBapTUJIb apallbIFbl; CTaHAapTTaIFaH MoHIep +50-
TIeH IIeKTeNe 1) OaFajaHbIl, MOJCIBIACP TEK OKBITY ipikTemeciHae OoKbIThUIIbl. BO-men Oacka
OapabIK omicTepre ceOenTiK OHIEY KOJIIAHBUIIBI: COHFBI 3 Tepe3e OOMBbIHIIA MeTUaHATBIK
tericrey; 30 MuHYyTTaH a3 y3uIici 6ap madsligapasl 61p AMHU304Ka OIPIKTIpY OapJbIK dmicTEPTe
oprax (1-cyper).

10 MUHYTTLIK Tepe3enep:
38 6enri; TONbIKTbIFbI
< 50% Tepesenep
anbiHBIN TacTanansl

KomnpeccopnbiK arperat BopTTLIK 10T KYPbLINFLICH;
AATYMKTEpi: 7 aHanorTuiK, |> KapUANAHFaH XKinik >
8 AvCKpeTTi curHan 0,1My(10¢)

Mopens (aknaH 6obiHWa MeavaHansik Tericrey Nabbin annsoaTapsl
> OKbITbINFaH): IF, OCSVM, > (3 Tepese); Haypbi3 > (= 30 MuH y3inicnex
asToKoATaywsl, EWMA 60OMbIHWA WeKTi MaH GipikTipineai)

TKXXK aknaparTsik
xywneci (CMMS):
Tekcepy TanceipMacs!

WraTThiK epexe BO:
LPS (< 7 6ap)

Baranay: okuFa feHreiti (H = 24 caf), xanfaH nabbin/Taynik, PR-AUC

Cyp. 1. lloT nepexrepiH eHzaey koHe NaOBUT KaJBINTACTHIPY CXEMAaChl

Hepekkes: aBTop kKypacteipraH. [F — Isolation Forest; OCSVM — One-Class SVM;
EWMA — skcnioHeHIanabl eMIeHreH KbubkbiManbl opTamia; TKAOK — TeXHUKaIbIK KbI3MET
KepceTy xkoHe )xoHey; CMMS — TexHUKaIBIK KbI3MET KOPCETy i 0acKapy Kyheci.

Monenbaep MeH calbICThIpy Heriznepi. BO — arperarTelH MITaTTHIK epexeci: Tepesene
LPS curnaner (kpickiM 7 OapmaH TemeH) OenceHui Ooica, malObur Oepineni; Oy epexe
kanuoOpnenOeiiai. Bl — xykremeneri xymbic yieci OoiibiHma O6ip aktel EWMA 0akbutay
kaptacsl (o= 0,1), MOH/IEp1 OKBITY K€3€HIHIH OpTallla MOHI MEH CTaH/IapTTHI AyBITKYbl OOMBIHIIIA
cranaaptranaasl (Roberts, 1959: 239-250); L-c Oakputay meKTepiHiH OpHbIHA OHBIH HIEKTI MOH1
MOJEIBAEPAIKI CUSAKTHI KamuOpieneni. Moaensaep: Isolation Forest (200 aramr, anomamus
Oaracel — score_samples MoHiHIH Tepic TaHOanbIChI) (Liu xone T.0., 2008: 413—422); One-Class
SVM (v = 0,01, RBF snpocsr, y = scale, okpiTy ipikTemecinen 3000 Tepe3enik iIKi ipiKTeMe;
Oara — decision_function moHiHiH Tepic TaHOanbickl) (Scholkopf xone 1.6., 2001: 1443-1471);
16-4—-16 KypbUIBIMIBI TOJBIK OaiymaHpicThl aBTOKOATaymbl (ReLU, Adam, en ke6i 400
UTEepaIys, epTe TOKTaTy; 0ara — KaJlmblHA KENTIpYAiH opTalia KBaAPaTTHIK KaTeci). Op MOJAeb
0—4 ke3neiicok 6actankbl MoHepMeH (random seed) 6ec peT OKBITBUIIBI.

Hlexti Monai kanuOprey. LlexkTi MoH Bamuaanus Ke3eHiHAE TaHAaJaAbl: TETiCTENIreH
Oaramapaeiy 90—100 % kBaHTHIBACP] INIIHEH BalWIANMSAAAFbl Ja0bUT AIHU30ATaAPBIHBIH
TOYMIKTIK caHbl Oepinren aeredaeH (0,05; 0,1; 0,2; 0,5 ToymiriHe) acmaTelH €H Killli MOH
aneiHaABL. TecT Ke3eHIH e MeKTI MOH e3repTiameiini. Ockuraiiia, )xanFaH 1a0bUTIapABIH PYKCAT
eTINTeH CaHbl MHXKCHEPIIIK Talam PeTiHJAe alIbIH ana OeNrijIeHedl, al OHBIH HaKThl JIGHIeHiH
TEXHUKAIBIK KbI3MET KOPCETY KbI3MET1 aHBIKTAYbI THIC.
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Kepcetkimrep. Erep [6actanysr — H; askramysi] apansiFbiaaa keMinae 0ip 1a0dpu1 6osica,
aKay aHBIKTAJIIBI ICTI CaHaIabl; Heri3ri kekxkuek H = 24 car, ce3iMTanasIK yiriH 6, 12 xoHe 48
car KapacTeIpbulibl. EckepTy yakpIThl — ecemnTeri 0acTany yakbIThl MEH ajFalliKbl JaObLT
apachIHarbl aiibipMa (OH MoH — akayjaH OypsiH). XKanran 1aleut — [Oactanysl — H; agxramys
+ 24 car] aiiMakTapblHaH ThIC OacTaJiFaH 3MHU30]; OJapAbIH CaHbl OCHl aMaKTapJaH ThHIC
JIEepeKTepMEH KaMTBUIFaH YaKBITTBIH TOYJIriHe Kenrtipineni. Tepesenep OeHreuiHme MONTIK—
TOJBIKTHIK KHCBIFBI OOHWBIHINA opTama Joaaik (average precision, Makanaga PR-AUC)
ecenTenai: oH kinacc — [6actamybl — H; asgxTamysl| apainbIFbIHIaFbl TEpE3enep, akayJaH KeniHri
24 cafraTTBIK Tepe3eyiep €CeNTEeH aJbIHBIN TacTaIIbl; OH KIAacThIH yieci Tectre 0,056, Oy
ke3nericok PR-AUC nenreiti. Ecenrey kinipici 6enrinepai ecentemei, TecT ipikremecin 6aranay
YaKbITBIH Te€pe3eliep caHblHa 061y apKbLIbl OJIIICH 1.

Backa ke3enre aysicTeipy bl Tekcepy (H2). MetroPT?2 sxubinsl (Veloso xone 1.0., 2022b;
CC BY 4.0; 2022 xpinrsl 28 coyip — 28 minge, 1 I'm; MDS 6akputay comachl KepceTireHMeH
coiikec kenai) op 10 CexyHATBHIK apaibIKTarbl OipiHmi emmemzai amy apksuisl 0,1 T'm-kxe
kenripuiai. Exi Oamray canbicTeipsuifbl: (a) 2020 KbUIFBI MOACHBACP MEH MIEKTI MOHJIEP
e3repicci3 KoanpuLabl; (0) Moaenbaep con xartama 6oibrama 2022 KbITFBL IepeKTepe KainTa
OKBITBULIBI (OKBITY 28.04—15.05, Banmumamus 15.05—-01.06). Exi xxarmaiina na Tect Ke3eHi 0ipaei
—2022 xbuaFbl 1 MaycsiM — 28 mringe, 2 akay: ayaHsiH arysl (04.00) sxoHe MaiiabiH arysl (11.07—
14.07).

Kaiitananymsuisik. Ecenreynep Python 3.13.16, numpy 2.5.3, pandas 3.0.5, scikit-learn
1.9.1 kitanxananapeimen Intel Xeon 2,80 I'T'm mponeccopsinna (2 Buptyanasl sapo, 7 I'b xan,
GPU x0K) opbIHAANIBI; OCNTINEp €CENTENTCHHEeH KeliH Heri3ri skcnepuMmenT 28 ¢ anasl. Ko,
KOH(puUrypamus, aepekrep myparaTbiHblH SHA-256 Gakpinay comackl, MetroPT2 daitnbiHbIH
MDS5 06akplnay coMmachkl jkoHE OapiiblK iCKe KOCYJApIblH HOTIKENEpl CaKTalbl; KOJTHI
KYPBUIBIMJIBIK ©3TepTyAeH KeHiH KaiTa )yprizrenae 580 HoTmke xa30acklHBIH Oipae-0ip MoHI
e3repMe/ii.

Horuxkenep.

Herisri noTmxenep 2-kecreie KENTIpUIreH. AJABIH aja Heri3ri jaen OeiriieHreH
toynirine 0,1 »xanraH malObpln HeHTeWiHAe Moaenbaep 4 akayaslH opTa ecemnmed Tek 0—0,6-ChiH
anbiKTanel: One-Class SVM 06ipae-6ipin, Isolation Forest 0,4-iH, aBTokoaTaymbl 0,6-ChiH, ai
EWMA 1-in; 0,1 xone 0,2 geHreinepinae emoip omicTiH Oipae-0ip iCKe KOChUTYbIHIA Aa0bLT
aKayJplH ecemnTeri OacrainyblHaH OypbiH Oepinmeni. Jlenreir toymirine 0,5-xe aeitin
JKyMcapTeutFanaa monenbaep meH EWMA opra ecenmen 3,8—4,0 akayapl aHBIKTaabl, ai
TECTTer1 HAKThl *anraH na0wiaap naeHreiti toymirine 0,15-0,19 Gonapl. LTaTThIK epexe 3
aKayabl aHBIKTaAbl, Oipak 114,5 Toymik imiHge 75 sxanraH naObuT 3MH30.b6I Oepai (Toyirine
0,655); OyJ1 KOPCETKIII kKeKe TeKCepy CKPUIITIMEH KalTa €CenTeNin, COlKec Keni.

Kecte 2 — Akaynap/sl aHbIKTay HOTHOKEepl, MetroPT-3, H = 24 car

Oxic Axay (4-ten), Axay (4-TeH), Eckepry Kanran PR-AUC

0,1/Toyu. 0,5/Tay. MenuaHachl, car | nabsur/Tayi. (0,5)

(0,5)

BO: mrrarteix LPS 3 3 -3,00 0,655 0,059
epexeci (xammOpnenoeiini)
Bl: EWMA 1,0 4,0 -0,33 0,183 0,235
Isolation Forest 0,4+0,5 3,8+0,4 -0,25 0,150+ 0,018 0,400 + 0,036
One-Class SVM 0,0 4,0 -0,25 0,169 + 0,004 0,446 + 0,005
ABTOKO/TayIIIbI 0,6 +0,8 3,8+0,4 -0,17 0,194 + 0,052 0,432 + 0,039

Jlepekke3: aBTOPABIH allbIK JEpeKTepil Taimay HoTwxkenepi. Monaep — 5 icke Kocy
OOWBIHIIIA OpTaIlla £ CTAaHAAPTTHI ayBITKY (ayBITKY HOJTe TeH Oojica kepcetinmeiini); 0,1 sxone 0,5
— BaluAauusaga OepiireH TOYNIKTIK jkanFaH nadbul neHreiti. Eckepry Menamanacel — icke
KOCyJapJarbl MeIWaHaJapAblH MEIMAaHAChl; TepiC MOH Maldbul aKay OacTaJFaHHAaH KeHiH

OepinreHiH OUTIipe.
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EckepTy yakpITBIHBIH MeHaHACKI OapIIBIK 9aicTepe Tepic: Toyirine 0,5 neHreiae 1adobin
akay OacranraHHaH keiiH 10-20 muHyTTa Oepinedi, Oyi Tepe3eHIH asKTaly yaKbIThIMEH
OeNrizieHyl MEH YII Tepe3esiK TeTiCTeyaiH KYPBUIBIMIBIK KelniryiMeH mamaiac. JKekeaereH oxH
mouzep (0,8—13,7 car) Tek 4-akayFa KaThICTBI: aBTOKOATAYIIBIHBIH 4 icke KocbuTybiHa, One-Class
SVM-niH 2 icke KocbutybiHaa xxoHe EWMA-na. [lltarTeik epexxe 1-akayasl OacranybiHan 19,2
car OypwiH Oenrineni, 6ipak Toymirine 0,66 xanraH Ha0ObUT KULTITIHAE Ke3 KelreH 24 caraTThIK
Tepesene KeMmiHme Oip ma0buIABIH Oony BIKTUMaabiFel mamamen 0,48 (1 — e7(—0,655)),
COHJIBIKTAH OyJ1 COMKecTiK Ke3aencok Oomysl MyMmkiH. H1 Gomkamel (eprepek KoHe KallFaH
naosuIIap Kerm eMec) pactanManbl. JKamran naOeuigap OOMBIHINA apTHIKIIBUIBIK JKEKE HOTHIKE
petinae Oaiikanaer: Toymirine 0,15-0,19 xanran nadeimmen 3,8—4 akay, mTaTTelK epexene 0,66
kanraH nadbuiMed 3 akay. Toymirine 0,1 xone 0,2 nenreiinepne EWMA mMonenbaep/ieH e )KaKChl
6omnnel (1 sxoHe 4 akay, mogenbaepae 0—0,6 sxone 1,4-3,0).

Tepesenep nacHreiinme MoAENbICP akayjap MaHBIHAAFbl apaibikTapasl EWMA-ra
KaparaHja omnjekaiina skakcel axbipartel (PR-AUC 0,40-0,45, EWMA ymin 0,24; xe3neicox
nenreit 0,056; 2-cyper, 3-cypet). AGSIIUsS KOPCETKEHEH, TUCKPETTI CUTHAIIIAP/IBI aJIBITT TaCTay
KaTaH IIeKTi MOHE aHBIKTay bl apTThIpas! (Isolation Forest: 1,4 sxone 0,4 akay; aBTOKOATAYIIIBL:
1,0 xxome 0,6), 6ipaxk PR-AUC wmonin Temennereni (Isolation Forest: 0,382 »xome 0,400).
Benrinepai ecentemerene 6ip Tepeseni 6aranay yaketel 0,001-0,008 mc, srau Oaranayabiy 31
mieKTeyr ¢pakTop emec.
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Cyp.2. Xykremeneri skymbic yieci skone One-Class SVM anomanus 6arackl, TecT ke3eHi 2020 x.

Hepexkes: aBropabiH ecenteynepi (random seed 0). Cyp xojakTap — ecentepleri akay
apaJIbIKTaphl; Y31K ChI3BIK — ToyJirine 0,5 sxanraH qa0bLI JICHTreliHe KaTHOPJICHTEeH MEKTI MoH;
Oara MOH/IEp1 IEKTI MOHHIH YIII €CeJICHTeH JIeHIeiiH/1e KUbLIFaH.

2-cypette 2020 xbpuUTFBI 22—25 MaychIMa IaMaMeH 62 caraT 0O#bI arperaTThiH Y3A1KCi3
KYKTEMeJZIe )KYMBIC iCTereHi KepiHei; Oy apaliblK akayjap Typalbl ecentepie * ok, 0ipak One-
Class SVM, aBrokoaraymibl xxonHe EWMA onbl aHomanus petinae oenrineii (Isolation Forest,
seed 0 — Oenrinemeiini). MyHaaii snu30ATap ecenTeyne KajafaH JaOblT OOJBIN CaHajalbl,
JIETEHMEH OJIap eCelKe aJblHOaFaH HAKThI aybITKYyJIap 00ybl MYMKiH; OyJ1 akay TaHOAIaphIHBIH
(labels) canmacbiHa KaTBICTHI MIEKTEY.
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Cyp.3. Tect Ke3eHIHET] TONAIK—TONBIKTHIK KUCHIKTaphl, H = 24 car

JHepekke3: aBropabiH ecenteyiepi (random seed 0). KenmeHneH cyp ChI3bIK — Ke3IeHCOK
nenreit (0,056).

Backa ke3eHre aybIicThIpy HOTHXKENEpl 3-kecTene O6epinreH. 2020 xpuirbl Moaenbaep 2022
KBUTFBI IepeKTepe Tepesenepai xakcol axbipartsl (PR-AUC 0,69-0,73; 2022 sxbUTFBI Ke3/1€HCOK
neHreii 0,063; 2022 bUTFBI IepeKTepae OKpIThUIFaH Moaenbaepae 0,64—0,74), 6ipak 2020 >xbLUIFbI
IICKTI MOH THIM JKOFaphl Ooisl: ToyiiriHe 0,1 neHreiine Oipae-0ip akay aHbIKTamMazbl, ai 0,5
neHreliae akaynap OactanranHaH 15-21 car keiliH FaHa asbIKTanael. H2 imiHapa pactanfsl:
QXBIpaTy KaOIIeTi CaKTabl, OCKITUITEH IICKTI MOHMEH aHBIKTay CakTaiManbl. 2022 KbUIFBI
JIepeKkTepae KalTa OKBITY €Ki akayJbl Ja aHbIkTayra MyMKiHzaik Oepzi; One-Class SVM 0,1
JeHrele exi akaynbl aa OacramysiHaH 1,7 caraT OypeIH aHBIKTanbl (ToyiiriHe 0,13 >xanraH
nabbut). Bynm HOTHMXKe TeK €Ki OKHFara HEri3JeNTeHIIKTeH, OHBbI JQNie] PETiHle KapacThIpyFa
6ommaiiapl. [ItarTeik epeske 2022 sxputbl 2020 KBIIIMEH CaNBICTBIPFaHIa TOyIiriHe mamamer 10
ece a3 xanraH na6win O6epai (0,066 xone 0,655), Oy kKe3eHIEp apachlHIA MalialaHy PeKUMI
e3repyl MYMKiH €KSHIH MEH3CH 1.

Kecre 3 — 2022 xbUIFbI IepekTepe 0acka Ke3eHre aybICThIpY Ikl TeKcepy, H = 24 car

banray ic Axay (2-nen), 0,1/0,5 | XKanran naObu1/Tay1. PR-AUC
(0,5)

Epexe BO: LPS 2 0,066 0,116
2020 — 2022 EWMA 0,0/1,0 0,000 0,247
2020 — 2022 Isolation Forest 0,0/12+0,7 0,000 0,707 £ 0,003
2020 — 2022 One-Class SVM 0,0/2,0 0,000 0,734 + 0,001
2020 — 2022 ABTOKO/TAYIIIBI 0,0/1,6+£0,8 0,000 0,689 + 0,048
2022 nepexTepiHze OKBITY EWMA 1,0/2,0 0,154 0,247
2022 nepekTepiHie OKbITY Isolation Forest 20/2,0 0,145+ 0,036 0,681 + 0,005
2022 nepekTepiHe OKbITY One-Class SVM 2,0/2,0 0,374 0,739
2022 nepexTepiHze OKBITY ABTOKOATAYIIIBI 1,2+1,0/1,8+0,4 0,361 £0,074 0,639 + 0,053

Jlepekke3: aBTOPHABIH aliblK Aepekrepai Tanmay HoTmwkenepi (MetroPT2; tect 01.06—
28.07.2022, 51,2 toynik). Monaep — 5 icke Kocy OO#BIHIIIA OpTallia &= CTaHAAPTTHI AyBITKY.

Tankpuiay.

Hotmxenep epre eckepTy Typaibsl KYyTyai Oy nepekrepae pactamaiasl. MetroPT-3
JIEPEeKTepiHe ayaHblH arFybl arperat >KYMBICHIHAA €cemnTe OENTUICHTeH YaKbITKAa JKaKbIH
Oaifkanaspl, aj kKaJiFaH Ja0bUIIap a3 O0ybl TaJlall eTUITeHIe MOJIEIbACP OYJI ayBITKY bl KEIITiI
AHBIKTAMIBI HEMECE MYJIJIE aHbIKTaMaiiabl. bi3iH xaTTamMa HyKTelik Oaranay HOTIKENIEPAl ackipa
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KOPCETY1 MYMKIH JIeTeH eCKepTyJiepAi eckepin Kypeuiasl (Kim xone T1.6., 2022: 7194-7201; W,
Keogh, 2021): 6ykin Tect ke3eHi OaranaHajpl, ajl MIEKTI MOH alblH ana oenriienesni. COHbIMEH
Katap ecenTeri OacTaly yakbIThl IMIAPTThl €KEHIH eckepy Kepek (Mbicaibl, 1-akay 00:00-men
Oacrtanapl), COHIBIKTAH OHJIaFaH MUHYTTHIK ailbIpMaliap HaKThl (PU3UKAIIBIK KEIryai OiiaipMeyi
MYMKiH.

[TpakTuKaabIK TYPFBIIAH MaHBI3Ibl HOTIKE — JKalFaH Ja0bUIIap KYHBIHBIH TOMEH/IEYI.
[rarteik LPS epexecimen canbicThipranga moaenbaep meH EWMA kapracer toymirine 0,5
JEHTeliIe CoJl HeMece OJaH Ja Kell akayael ImamameH 3,444 ece a3 xairaH JaObUIMEH
aHbIKTalael. bynm perre kapamaiieiv EWMA kapracel oOKuranap JeHTeHiHAEC Kypaesi
MOJICNIbJICPACH KeM TYCIIEH/Ii, all KaTaH JeHTelIepae oapiaH jKaKchl, IEMEK KCIMOpbhIHAA KYHi
OOMBIHIIIA KBI3MET KOPCETYJI EHTI3yIl TYCIHMIPUIETIH CTATUCTUKAJBIK OaKbulaylaH Oactayfa
00aap1, a7l MOAETBAEP/L Tepe3eNep/i aXXbIpaTy MaHbI3Ibl OOJIFaH XKepae KocyFa 0oabl.

backa ke3eHre aybICTBIDY HOTIDKECI MOJCIh MEH INEKTI MOHII 0eJieK KapacThIpy
KOKETTITIH KepceTeai. AHOMaNHUsIapAblH peTi 0acka maiganaHy Ke3eHiHAe caKTaiaabl, Oipak
OaranmapaplH aOCOMIOTTIK JEHTeil e3repeil, COHABIKTAH IIEeKTI MOHJI HaKThl HBICAHHBIH
JiepeKTepine Kaiita kanubpiey kepek. by, acipece, HoTmkenepai 6acka eHAIPYLIIHIH HeMece
Oacka maiinanmaHy oKargallbIHAAFbl  OHEPKOCINTIK  JIOKOMOTHBTEp MEH  BaroHAAapIblH
ITHEBMATUKAJIBIK KYHeIepiHe KoIJaHy Ke31HIe MaHbI3/IbL.

3eprreyain mekreyiepi. bipinmiaeH, akaymap canbl a3 (2020 xwutbl 4, 2022 KbUTH 2),
COHJIBIKTaH JJIICTEp apachIHAaFbl OKUFajIap JACHIEHIHACT] allblpMAaIIbUTBIKTAP/Ibl CTATHCTUKAIBIK
TYpFBIIAaH TEKCEpY MYMKIH €MeC; €H TYpPaKThl HOTHKE — JKaliFaH Na0bUigap CaHbIHIAFbI
aiteipmamibutblk (BO yrmin 75 smuson). Exinmigen, akay taxOamapel (labels) — kocimopsin
€CeNTepiHET1 YaKbIT apalibIKTaphl, oylap eJmeHreH 3TanoH (ground truth) emec. Ymrinmriges,
HBICAH — METPO TMOWBI3BIHBIH arperaThl; HOTHKEIEPAiH Ka3aKCTAaHABIK OHEPKICINTIK KOJiK
JKaOJBIFBIHA JKapaMJIBUIBIFBI TeKcepiiMeni. TepTiHmmiaeH, >kapusianrad aepekrep 0,1 I'm
XKUUTIKIeH OepinreH, 6acrankel 1 I’ sxuinmikTe HOTIOKE e3remie 0oxysl MyMKiH. becinminew,
LSTM cusKTBI pEeKyppeHTTI MOJENbACP KapacThIPbUIMabl. ATATTBUIBIKTHIH a3al0bl TYpasbl
TYKBIPBIM JKacaaMaiIbl: HAKTHI NaiiiaTaHy HOTHKEIEPi KOK.

KopsbIThIHABI.

3epTTey MaKcaThlHa KOJI JKETKI31J/1i: METPO TMONBI3BIHBIH aya OHJIPY arperaThlHbIH aIlIbIK
IloT nepexrepinae anomamusuiapasl aHbikTay Mozenbaepi (Isolation Forest, One-Class SVM,
ABTOKOJITAYIIIbI) arperaTThlH MITATTHIK MIEKTI epexecimeH koHe EWMA Oakpinay kapTachIMEeH
OKWFaJlap JCHreHiHge canbICTRIpbUIIbl. CalbICTBIPY XPOHOJOTHSUIBIK XaTTama OOWBIHIIA
JKYPri3iiai: MOJEbAep aKMaH allbIHbIH JAepeKTepiHAe OKBITHUIABI, IIEKTI MOH Haypbl3 alibIHAA
OepinreH TOYJIKTIK JKajFaH Na0bUT ACHIeiHe KanuOpJIeH i, aj cana coyip—TaMbI3 apalibIFbIHAA
aKay ecemnTepiMeH CabICTHIPBUIBIN OaranmaHabl. HoTKeHIH TypaKThUIBIFBI Oacka Maiijanany
Kke3eHiHiH (2022 x.) IepeKTepiHae TeKCepiai.

AJBIHFaH HOTIDKENep (alIbIK JepeKkTep/i Tannay). bipinimrigeH, anasiH ajga OenriieHreH
toyumirine 0,1 >xone 0,2 xanFaH HaObUT JeHTEUEpiHIe emoip 9MIic akayAbl ecemnTeri Oacramy
yaKbIThIHAH OYPBIH aHBIKTaFaH 5KOK, €CKePTY YaKbITHIHBIH MEMaHAChl OapIbIK ACHIeiIepae Tepic
Oonnmpl; conmbiktan HI1  OGomkamel pactanManel. ExinmnmeH, toymirine 0,5 nmeHreiire
kanuoOpienrenae moaenbaep meH EWMA oprta ecenmen 4 akayasiH 3,8—4-1H TECTTe TOyIiriHe
0,15-0,19 >xanraH qaOBUIMEH aHBIKTAJbI, all ITATTHIK epexke 3 akaynsl Toymirine 0,66 xanraH
TaObUIMEH aHBIKTAbl; SIFHU KanFaH gadeuinap 3,4-4,4 ece a3. YUIiHIIIeH, MOAETBACD aKayjap
MaHbIHAaFB! Tepesenepal EWMA kaptaceiHa Kaparanaa skakceipak axsipataasl (PR-AUC 0,40-
0,45 xone 0,24, ke3neiicok aenreit 0,056), Oipak okuranap AeHreiinae ogaH 030aiIbl, an KaTaH
mekti MoHuepae EWMA wmopenbnepaeH ne xakcbl Oomnapl. TeprinmrnigeH, 2020 KbUIFbI
MoJIeTbACpAIH axbIpaTy Kadineti 2022 sxputrsl nepexrepae cakranasl (PR-AUC 0,69-0,73), Gipak
2020 >KpUTFBI HIEKT1 MOH JKapaMchi3 Oopl: Toymirine 0,1 neHreiiae Oipme-0ip akay aHBIKTaIMAaIbI,
an 0,5 neHreiine akaymap OactamranHaH 15-21 car keiliH FaHa aHBIKTANAbl; COHABIKTaH H2
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imriHapa pactanabl. 2022 KbUIFBI IEPEKTEp/Ie KaiiTa OKBITY €Ki aKay/lbl 1a aHBIKTayFa MYMKIHIIK
Oepni, O6ipak OyJ1 HOTHXKE TEK €Ki OKUFara HET13/IeNITeH JKOHE JIaJIeTT PETiHAe KapacThIpbUIMAiIbl.

FouipiMu skaHaIBIFBI — METPO KOMIIPECCOPBIHBIH HAKTHI JEPEKTEPIHE aHOMAIUSIAP/IbI
aHBIKTAYy MOJICTBACPIH arperarTblH ©31HIH INTaTTBIK epeXeCiIMeH JKOHE KapamailbiM
CTATUCTUKAIIBIK KapTaMeH Oipjiell xaTTama OOWBIHINA, OKUFAIap JACHTeHiHAe (aKaybl aHBIKTAY,
€CKEepTYy YaKbIThl, TAYJIrHE JKajJFaH Na0buigap) CalbICTHIPY JKOHE MOJIENb MEH IIEKTI MOHHIH
O0acka Ke3eHre aybIiCyblH Oesiek Oaramay. bynm HoTwkenep Tepesenep OEHTCHIHACTI KOFapbl
METpUKalIap OKWFalap JEHTeHiHAeri epre ecKepTyre aBTOMATThl TypJe aiHaIMaWThIHBIH
KepceTesi.

OpicteMenik KOpHIThIHABL. MyHnai sxyienepai Oaranay kesinne (1) mepexrepai yakbIT
OoifpIHIIIA O6JTy KOHE IIEKTI MOHJI TECT Ke3eHiHe JeiiH Oekity, (2) HOTWwKenepal Tepesenep
JEHreliH/Ie FaHa eMec, OKUFasIap JCHIeHiHIe — aHBIKTAIFaH aKayJjap CaHbl, ECKEPTY YaKbIThI )KOHE
TOYJITIHE KaJIFaH Ja0bUIIap caHbl OOWBIHIIA — KOpceTy, (3) Moaenbaepi ka0 IbIKThIH IITaTTHIK
epeXeciMeH KoHe KapanaibIM CTaTUCTUKAJIBIK OaKbUIay KapTaChIMEH MIHJIETTI TYPAE CaTbICTHIPY
KaxkeT. COHbIMEH KaTap akay TaHOaJapbIHBIH CalachlH TEKCEpy KEPEeK: TeCT Ke3EeHIH/IE ecenTepe
JKOK, IIIaMaMeH 62 caraTKa CO3bUIFaH Y3/IKCi3 )KYKTEME 3MU30/1bl aHBIKTAJIbI, OHbI MOJEIBACP
aHOMaJIHsI peTiHJIe Oenrinenl, ai Oaranayaa o JKajaFaH 1a0bUT OOJIBIN €CenTE/I.

[IpakTuUKambIK MaHbI3bl. OHEPKACINTIK KOJIIK KOCIMOPHBIHA KYi OOMBIHIIA TEXHUKAJIBIK
KBI3MET KOPCETY/I1 €HT13y Ke3iHe JaObLI MeTiH TEXHUKAIBIK KbI3MET KOPCETY KbI3METI KaObu11ai
QJIaThIH TOYJIKTIK JKalfaH Aa0bUIap CaHbIHA CYHEHINl TaHAay »QHE OHBI dp HBICAH MEH op
naiganaHy Ke3eHl YIIiH KaWTa kamuoOpiey ycwHbUIanbl. EHrizyai tycinmipizetin EWMA
KapTacklHaH OacTayra, al MOJCNbIEP/Il aKayliap MaHbIHIAFbl apabIKTapAbl AXKbIPATy MaHBI3IbI
OonraH >kepae KocyFa Oonaabl. HoTmxenepai eHEPKICINTIK JJOKOMOTHBTEP MEH BaroHIapbIH
MTHEBMATHUKAJIBIK KYHeJIepiHe KOJMAaHy VIIIH KOCIMOPBIHAA KbICHIM, TEMIEPATypa, KO3FAITKBIII
TOThl JKOHE KOMIIPECCOPIBIH >KYMBIC KYHl CUTHaJAApblH TYPAKThl >KUUIIKIEH >XUHANUTBIH
TEJIEMETPUS], COH/Iali-aK aKayJap MEH KeHAeyJep/iH YaKbIT Oenrici 6ap »KypHaibl O0JIybl KaXeT;
OHCBI3 IIEKTI MOH/I1 KanuOpiey MeH Tekcepy MyMKiH emec. absiiaap CMMS sxyliecine Tekcepy
TarchIpMachl peTiHae Oepilnyi MYMKiH; OyJI peTTe HOTHXKEJep amaTThUIBIKTBIH a3alobl TYpalibl
TYKBIPBIM JKacayFa Heri3 OepMeiiii, cedeO1 HaKThI Maiganany HOTHXeJepl )KOK.

HlexTeynep meH O6omamak xymbic. Akayiap cansl a3 (2020 xbutbl 4, 2022 5xbUTHL 2), akay
TaHOaIaphl KOCITOPBIH €CENTEPIHICT] YaKbIT apalIbIKTaphl FaHa, ajl HbICAaH — METPO MONBI3LIHBIH
arperatbl. COHJIBIKTaH KeJleci Ke3eHIEe Ka3aKCTaHABIK OHEPKACINTIK KOJIK KOCIMOPHBIHBIH
XKaOIbIFpl OOMBIHIIA JEpeKTep MEH axayjap J>KypHajblH amy, Oacrtamkel 1 I'm xwmimikreri
JIEpEeKTepMEH TeKCepy, PEKYPPEHTTI MOJENbIEP Il KOCY KOHE Na0bUTAAP/IbIH TEXHUKABIK KbI3MET
KepceTy IIenIimMaepiHe 9CepiH HaKThI Maigaiany1a Oaranay )KocrapiaHaIbl.

REFERENCES

Barros M., Veloso B., Pereira P.M., Ribeiro R.P., Gama J. (2020). Failure Detection of an Air Production Unit in
Operational Context / Communications in Computer and Information Science. Pp. 61-74. https://doi.org/10.1007/978-3-030-
66770-2_5

Carvalho T.P., Soares F.A.A.M.N., Vita R., Francisco R. da P., Basto J.P., Alcald S.G.S. (2019). A systematic literature
review of machine learning methods applied to predictive maintenance / Computers & Industrial Engineering. Vol. 137. — Art.
106024. https://doi.org/10.1016/j.cie.2019.106024

Davari N., Veloso B., Ribeiro R.P., Pereira P.M., Gama J. (2021). Predictive maintenance based on anomaly detection
using deep learning for air production unit in the railway industry // 2021 IEEE 8th International Conference on Data Science and
Advanced Analytics (DSAA). Pp. 1-10. https://doi.org/10.1109/DSAA53316.2021.9564181

Davari N., Veloso B., Ribeiro R., Gama J. (2023). MetroPT-3 Dataset [Dataset] / UCI Machine Learning Repository.
https://doi.org/10.24432/C5VW3R

Davari N., Veloso B., Ribeiro R.P., Gama J. (2024). Detecting and Explaining Anomalies in the Air Production Unit of
a Train // Proceedings of the 39th ACM/SIGAPP Symposium on Applied Computing. — Pp. 358-364.
https://doi.org/10.1145/3605098.3635906

Davis J., Goadrich M. (2006). The relationship between Precision-Recall and ROC curves // Proceedings of the 23rd
International Conference on Machine Learning. Pp. 233-240. https://doi.org/10.1145/1143844.1143874

88 This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives @
4.0 International License @ s



Industrial Transport of Kazakhstan. Vol.23 (3). 2026

Garcia-Méndez S., de Arriba-Pérez F., Leal F., Veloso B., Malheiro B., Burguillo-Rial J.C. (2025). An explainable
machine learning framework for railway predictive maintenance using data streams from the metro operator of Portugal // Scientific
Reports. Vol. 15. — Art. 27495. https://doi.org/10.1038/541598-025-08084-1

Hundman K., Constantinou V., Laporte C., Colwell 1., Soderstrom T. (2018). Detecting Spacecraft Anomalies Using
LSTMs and Nonparametric Dynamic Thresholding // Proceedings of the 24th ACM SIGKDD International Conference on
Knowledge Discovery & Data Mining. Pp. 387-395. https://doi.org/10.1145/3219819.3219845

Kim S., Choi K., Choi H.-S., Lee B., Yoon S. (2022). Towards a Rigorous Evaluation of Time-Series Anomaly Detection
/I Proceedings of the AAAI Conference on Artificial Intelligence. Vol. 36, No. 7. — Pp. 7194-7201.
https://doi.org/10.1609/aaai.v36i7.20680

Liu F.T., Ting K.M., Zhou Z.-H. (2008). Isolation Forest // 2008 Eighth IEEE International Conference on Data Mining.
Pp. 413-422. https://doi.org/10.1109/ICDM.2008.17

Meira J., Veloso B., Bolon-Canedo V., Marreiros G., Alonso-Betanzos A., Gama J. (2023). Data-driven predictive
maintenance framework for railway systems // Intelligent Data Analysis. Vol. 27. No. 4. — Pp. 1087-1102.
https://doi.org/10.3233/IDA-226811

Roberts S.W. (1959). Control Chart Tests Based on Geometric Moving Averages // Technometrics. Vol. 1, No. 3. — Pp.
239-250. https://doi.org/10.1080/00401706.1959.10489860

Saito T., Rehmsmeier M. (2015). The Precision-Recall Plot Is More Informative than the ROC Plot When Evaluating
Binary Classifiers on Imbalanced Datasets / PLOS ONE. Vol. 10. No. 3. — Art. e0118432.
https://doi.org/10.1371/journal.pone.0118432

Scholkopf B., Platt J.C., Shawe-Taylor J., Smola A.J., Williamson R.C. (2001). Estimating the Support of a High-
Dimensional Distribution // Neural Computation. Vol. 13. No. 7. — Pp. 1443—1471. https://doi.org/10.1162/089976601750264965

Veloso B., Ribeiro R.P., Gama J., Pereira P.M. (2022). The MetroPT dataset for predictive maintenance // Scientific
Data. Vol. 9. — Art. 764. https://doi.org/10.1038/s41597-022-01877-3

Veloso B., Gama J., Ribeiro R., Pereira P. (2022). MetroPT2: A Benchmark dataset for predictive maintenance [Dataset],
Version V2 // Zenodo. https://doi.org/10.5281/zenodo.7766691

Wu R., Keogh E. (2021). Current Time Series Anomaly Detection Benchmarks are Flawed and are Creating the Illusion
of  Progress /I 1EEE Transactions on Knowledge and Data Engineering. (early access).
https://doi.org/10.1109/TKDE.2021.3112126

Zafra A., Veloso B., Gama J. (2024). Early Failure Detection for Air Production Unit in Metro Trains // Lecture Notes
in Computer Science. Pp. 339-351. https://doi.org/10.1007/978-3-031-74183-8 28

Zio E. (2022). Prognostics and Health Management (PHM): Where are we and where do we (need to) go in theory and
practice // Reliability Engineering & System Safety. Vol. 218. — Art. 108119. https://doi.org/10.1016/j.ress.2021.108119

@ This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 89
@ s 4.0 International License



Industrial Transport of Kazakhstan. Vol. 23 (3). 2026

Industrial Transport of Kazakhstan

ISSN 1814-5787 (print)

ISSN 3006-0273 (online)

Vol. 23. Is. 3. Number 91 (2026). Pp. 90-101
Journal homepage: https://prom.mtgu.edu.kz
https://doi.org/10.58420.ptk.2026.91.03.008
IRSTI 67.01.85

A BIM-DIGITAL TWIN ARCHITECTURE FOR CONSTRUCTION AND
INDUSTRIAL TRANSPORT LOGISTICS: TRANSFERABILITY FROM SPAIN TO
KAZAKHSTAN

Fernandez I. Plazaola*
Departamento de Organizacion de Empresas, School of Building Engineering (ETSIE),
Universitat Politécnica de Valéncia, Valencia, Spain.
E-mail: iplazaola@doe.upv.es

Igor Fernindez Plazaola — lecturer (Profesor Permanente Laboral), Departamento de
Organizacion de Empresas, School of Building Engineering (ETSIE), Universitat Politécnica de
Valéncia, Camino de Vera s/n, 46022, Valencia, Spain.

E-mail: iplazaola@doe.upv.es, https://orcid.org/0000-0003-2382-5075.

© 1. Fernandez Plazaola

Abstract. Construction and industrial transport logistics depend on information held in
separate systems: models, schedules, transport management, supplier and sensor systems. The
study aims to design an architecture linking these sources at model-element level, to test whether
open models carry the information logistics needs, and to assess which elements of Spain's public
BIM framework can transfer to Kazakhstan. A design science research methodology was followed.
Requirements were derived from ISO 19650, ISO 16739-1:2024 (IFC 4.3), ISO 7817-1 and
published studies of BIM-based logistics; the artefact is a reference architecture with a common
data environment, an event-driven integration service and an enrichment service. The evaluation
material comprised ten IFC 4.3 reference models published by buildingSMART International (348
physical elements), Spain's BIM Plan for public procurement (Orden PCM/818/2023) and
Kazakhstan's Construction Code of 2026. Every element carried a persistent identifier and a spatial
containment or aggregation relation, and 94 % had a material, but, pooled over all models, only 9
% had quantity sets and 16 % a classification reference; none had a weight or a link to a schedule
task, and none of the materials carried a density. Volumes could be computed from geometry for
all elements with a representation and matched stored values where present, so volume enrichment
can be automated; weights need an external material catalogue. Neither regulatory framework
addresses logistics data. In the author's assessment, Spain's explicit IFC requirement and its staging
by contract value and date are the primary candidates for transfer, followed by the common data
environment definition, maturity levels and model submission to geoinformation bases;
Kazakhstan could introduce them through the normative documents to which its Construction
Code delegates information requirements. The contribution is an architecture traced to explicit
requirements and a measured gap between model content and logistics needs. Field validation
remains to be done.

Keywords: building information modelling, digital twin, construction logistics, common
data environment, IFC 4.3, design science, Kazakhstan
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AHHoTanus. Kypbuibic )KOHE OHEPKOCINTIK KOJIK JOTHUCTUKACHI OPTYPJIl KyHenepae
CaKTallFaH JIepeKTepre cyleHei: aknapaTTblK MOJCINbIEp, KYHTI30€eiK KecTenep, TachIMalabl
Oackapy oKyHenepi, XETKI3yHIiJiep >Kyhenepl >KOHE KYpPBhUIBIC aJaHBIHIAFbl JaTYUKTED.
3epTTeyniH MakcaThl — OCBHI KO3JepAl MOJENbJIH J>KEKeJIereH >3JIEMEHTTEpl NCeHreliHe
OalIaHBICTBIPATHIH aKMAapaTTHIK apXUTEKTYPaHbl jk00ajay, alllblK MOJAENbAep e JOTUCTUKAFa
KKET JEPEeKTepAiH Oap->KOFbIH TEKCcepy koHe VCrmaHMSHBIH MEMIIEKETTIK CAThIN ajyaarbl
BIM »xyiiecinin KaHaii snemMenTrepin Kazakcranra kemipyre 00iaTbiHBIH Oaranay. XKobanay
reUTBIMBEI (design science research) omicHamacel Konmaubuinel. Tamanrap ISO 19650, ISO
16739-1:2024 (IFC 4.3), ISO 7817-1 crammaptrapsiHaH xoHe BIM-moructuka OoifbrHIIa
JKapusJIaHFaH 3epTTeyJiepleH alblHAB, apTe(akT — opTaK AEpeKTep OpTachl, OKHFallapra
HETI3[IeJITeH HMHTErpanus KbhI3METI JKOHE JepeKTeplli OalbITy KbI3METI 0ap STAIOHIBIK
apxurtekrypa. baranay matepuansl — buildingSMART International xapusinaran IFC 4.3 on
ATaNOHABIK Mojaeni (348 du3uKanbIK 37aeMeHT), McmaHusHbIH MEMJICKETTIK CAaThIN aJTyIaFbl
BIM sxocmapst (Orden PCM/818/2023) xone Kazakcran PecmyOnukaceiablH 2026 KBIIFBI
Kypsuibic komekci. bapiblK S7IeMEHTTIH TYPaKThl HACHTU(PUKATOPHI MEH KEHICTIKTIK
Oaitnanbichl 607461, 94 % 37IeMEeHTTE MaTepHall KOPCETIITeH, OipaK OapiabIK MOaeb OOMbIHIIA
KUBIHTBIFBIHAA TEK 9 % nJieMeHTTe caHIBIK KepceTkimTep >kublHbl (Quantity Sets), 16 %
AJIIEMEHTTE XKIKTeyillKe ciiTeMe 00JIIbl; Maccachl HeMece KYHTI30eliK KecTe TaChpMachIMeH
OalyaHbICBl Oap SJIEMEHT, THIFBI3JBIFBI KOPCETIATEH Marepuan 0oaMaabl. [ eoMeTpHsIIBIK
KepiHici 6ap OapibIK 3JIEMEHTTIH KOJIEMiH reoMeTpHsi OOWbIHINA ecenTeyre OOJAbl KOHE O
MOJIEIbJIC CaKTaJlFaH KoJIeMMeH (0ap JKepiHje) colkec Keli; Oy KeJemMIl aBTOMATThl TYp/e
TOJNBIKTBIpYFa OOJATBIHBIH KOPCETENi, ajJ MAacCaHbl CBHIPTKBl MaTepHUaIAap KaTaJlOThIHCHI3
aHBIKTAy MYMKIH eMec. Exi HOpMAaTHBTIK XYHEHIH €IMIKAWCBHICHI JIOTUCTHKAIBIK ACPEKTEPIl
perremeiiai. ABTOpAbIH Oaraynaybsl OOHBIHIIA KemlipyaiH Herisri ywmitkepiepi — IFC-ke
KOWBUIATBIH HAKTHI Tajman neH BIM-ai kemiciMmapT KyHbI MEH Mep3iMmaep OOMBbIHIIA KE3eH-
KE3€HIMEH €HT13y, 0J1aH KeHiH — OpTaK AePEeKTep OPTACHIHBIH aHBIKTAMACHI, )KET1Ty AeHTreinepi
OHE MOJIENIbJIep Il TeoaKnaparThiK O0a3anapra 6epy; Kasakcranma onapasl Kypelabic Kogekci
aKmapaTka KOMBLIATHIH TaJanTap/bl )KYKTEHTIH MEMJICKETTIK HOPMATUBTIK KY>KaTTap apKbLIbI
eHrizyre Oomanpl. JKYMBICTBIH YJI€Cl — HAaKThl TajanTapMeH OalJlaHBIChl KOPCETIITeH
APXHUTEKTYpa KOHE MOJICIIbICP Ma3MYHBI MEH JIOTHCTHKA KKETTUIIT1 apachiHAaFbl OJIICHT¢H
aJIIAKTHIK. 3epTTEY KOOATBIK )KOHE KY)KATTHIK CHUIIATTa; HAKTHI ’K00ajia ChIHAKTaH OTKI31ITeH
KOK.

Tyiiin ce3aep: aknapaTThIK MOAENIbACY, UUPPIIBIK €T13, KYPbUIbIC JOTUCTHKACHI, OPTAK
nepektep optachkl, [IFC 4.3, )xobanay reutbiMbl, KasakcTan
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AHHoTauus. CTpouTeIbHas U IPOMBIIIJIEHHO-TPAHCIIOPTHAS JJOTUCTUKA OTTUPAETCS HA
JaHHbIE M3 Pa3HbIX CHCTEM: MH()OPMALMOHHBIX MOJENeH, rpaduKOB, CHUCTEM YMpPaBICHUS
NEpPeBO3KAMH, CHCTEM IIOCTABIIMKOB W JaTYMKOB HA CTPOMTENbHOHN Iuiomiaake. Llens
HCCIIEIOBaHUSI — CIPOEKTUPOBATH HHGOPMALMOHHYIO apXUTEKTYPYy, CBS3BIBAIOLIYIO 3THU
HMCTOYHHUKHU HA YPOBHE OTJAEIBHBIX 3JIEMEHTOB MOJEIH, IPOBEPUTH, COAEPKAT JIU OTKPHITHIE
MOJIEJIA TaHHBIE, HYKHbIE JIOTUCTUKE, U OLIEHUTh, KAKUE IEMEHTHI UCIIAaHCKOM cucTeMsl BIM
B roc3akymnkax nepeHocumbl B Kazaxctan. VMcmonp30BaHa METOJOJOTHUS NMPOSKTHON HayKH
(design science research). Tpe6oBanus BeiBeaeHsl u3 [ISO 19650, ISO 16739-1:2024 (IFC 4.3),
ISO 7817-1 u onybnukoBaHHBIX HccienoBaHuil BIM-noructuku; apredakt — 3TamoHHas
apXUTEKTypa CcO cpenod oOIUX [JaHHBIX, COOBITMITHO-OPUEHTUPOBAHHBIM CEPBUCOM
MHTETPALMU U CEPBUCOM OOOTaIEeHUsI JaHHBIX. MaTepuabl 1715 OLIEHKU — JAECITh 3TATIOHHBIX
mogaenei IFC 4.3 buildingSMART International (348 ¢u3nyeckux 3J1€MEHTOB), UCITAHCKUI
IMnan BIM nns rocsakynok (Orden PCM/818/2023) u CtpoutenbHblii Koaekc PecnyOnuku
Kazaxcrtan 2026 r. Bce 251eMeHTBI ©MEU MOCTOSIHHBINA UICHTH()UKATOP U TPOCTPAHCTBEHHYIO
npuBs3Ky, 94% — maTepuan, HO B COBOKYIHOCTH IO BCEM MOJAENSAM JHIIb 9 % — HaOopbl
KOJIMYECTBEHHBIX XapakTepucTuk (Quantity Sets) u 16 % — ccbuiky Ha Kiaccu@uKkaTop; HU
OJIMH 3JIEMEHT HE UMeJI MaCChl WIIH CBS3M € 3a7a4eil rpaduka, HU OJMH MaTepuai — IJIOTHOCTH.
O06BbEM yaasoch BBIYUCIUTH IO TEOMETPUM i BCEX DJJIEMEHTOB C T'E€OMETPUYECKUM
IpEICTaBICHUEM, U OH COBNAJI C XpaHUMBIMU B MOJEISIX 00bEMaMU TaM, /i€ OHU ObUIH, YTO
yKa3bIBaeT Ha BO3MOXKHOCTh aBTOMATHYECKOT0 oborameHus oobéMamMu; Maccy 0€3 BHEIIHETO
KaTajora MaTepuasioB MOJYYUTh Hedb3sl. HU oHAa U3 HOPMATHUBHBIX CUCTEM HE PETYIUpPYET
JorucTudeckue naHHble. [1o olleHKe aBTOpa, OCHOBHBIE KaHIWJATHl Ha MEPEHOC — SIBHOE
tpeboBanue IFC u mosrannoe BBegeHue BIM mo cromMocTH KOHTpakTa M JlaTaM, jaaiee —
ompenelieHHe cpelpl OOLIMX JaHHBIX, YPOBHM 3pEJIOCTH M Tepefada Mojeineil B 0a3bl
reonH@opmanuu; B KazaxcraHe ux MOXXHO BBECTH 4epe3 IOCyAapCTBEHHBbIE HOPMAaTHBHBIC
JOKYMEHTBI, K KOTOpbIM CTpOUTENbHBINA KOJIEKC OTChIIaeT TpeboBaHus K nHGopmanu. Brian
paboThI — apXUTEKTypa C MPOCIEKUBAEMOCTHIO K SIBHO C(OPMYIUPOBAHHBIM TPEOOBAHUSAM U
U3MEPEHHBIN pa3pblB MEXJAYy COJAEpKaHMEM Mojeled U TOTPeOHOCTSIMU JIOTUCTHUKHU.
HccnenoBanre HOCUT NMPOEKTHBIA M JOKYMEHTANbHBIN XapakTep; amnpoOanus Ha peatbHOM
00BEKTE HE TPOBOIUIIACH.
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KnwueBble ciaoBa: WHDOPMAIMOHHOE MOJCIUpPOBaHUE, NU(PPOBONW JTBONHHUK,
CTpOUTENbHAS JIOTUCTHKA, cpeaa obmux ganusix, [IFC 4.3, npoekTHas Hayka, Kasaxcran

Jnss mutupoBanusi: @Pepnannec Ilnazaoma U. (2026). Apxurektypa BIM u
upoBOro NBOMHUKA IJIsi CTPOUTEIBHONW W MPOMBIIIJICHHO-TPAHCIIOPTHOW JIOTUCTUKH:
nepenoc onbiTa Mcnannu B Kazaxcran // [Tombeimnennsiit Tpancnopt Kazaxcrana. T. 23. No.
91. Ctp. 90-101. https://doi.org/10.58420.ptk.2026.91.03.008 (Ha anr.).

KoHdaukT uHTepecoB: ABTOp 3asBiIsieT 00 OTCYTCTBUU KOH(MIUKTA HHTEPECOB.

Introduction.

Construction sites and the transport systems that serve them — industrial sidings, haul
roads, loading fronts and the vehicles that use them — are coordinated through information.
The building information model describes what is to be built, the schedule says when,
transport and fleet systems say where vehicles and materials are, and site sensors record what
has actually arrived. In practice these sources sit in separate systems owned by different
parties, so a late delivery is often discovered on site and propagated to the schedule by
telephone or spreadsheet.

Public clients are pushing building information modelling (BIM) into procurement.
Spain has adopted a staged plan that makes BIM mandatory in central government contracts
above set value thresholds from April 2024 (Orden PCM/818/2023, 2023), and Kazakhstan's
Construction Code, in force from 1 July 2026 (art. 148), makes information modelling
mandatory for the types of construction objects listed by the authorised body (art. 62)
(Construction Code of the Republic of Kazakhstan, 2026). Both frameworks concern the
information about the built asset. Whether that information can also serve logistics — the
movement of materials and vehicles that the asset depends on — is a separate question.

Two developments make the question timely. First, the open exchange schema has
been extended beyond buildings: IFC 4.3, published as ISO 16739-1:2024, adds entities for
rail, road, ports and bridges (ISO 16739-1, 2024), so the infrastructure that industrial
transport runs on can now be described in the same open format as the buildings it serves.
Second, information management under ISO 19650 organises the exchange of this
information between parties through a common data environment (ISO 19650-1, 2018; ISO
19650-2, 2018). Neither development is aimed at logistics, yet both determine what
information a logistics system could obtain from the model and in what form. For industrial
transport, where sidings, haul roads and loading fronts are themselves infrastructure assets,
this means that the same model could in principle describe both the asset and the place where
materials and vehicles move.

Studies of construction logistics show why this matters. 4D BIM can expose logistics
conflicts, but its use is limited by the late involvement of trades and the continued reliance
on two-dimensional plans (Whitlock et al., 2021: 325-348), and logistics digital twins that
fuse the model with schedules and quantities still leave supplier and vehicle data for future
work (Gehring, Riippel, 2023). For an owner who introduces BIM through procurement
rules, the practical question is therefore not whether a digital twin is possible, but which
information has to be required in contracts so that the delivered models can serve logistics.

The object of this study is the information flow of construction and industrial transport
logistics: models, schedules, transport, supply and sensor data. The subject is a reference
architecture that integrates these flows and the conditions under which it could be adopted
in Kazakhstan. The study has three aims: to derive explicit requirements and design an
architecture that meets them; to test whether openly available reference models contain the
information that logistics requires; and to compare the Spanish and Kazakh frameworks to
identify transferable elements.

Three research questions follow from this framing and from the gaps identified in the
literature review below: which requirements an integration architecture must meet to support
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construction and industrial transport logistics, and how it can meet them (RQ1); to what
extent openly available IFC 4.3 models satisfy the element-level information requirements
of logistics (RQ2); and which elements of Spain's public BIM framework are transferable to
Kazakhstan, and under what conditions (RQ3). The questions are answered with a design
science approach, in which the proposed artefact is kept separate from the observed evidence
— the content of public models and the text of the regulations — so that each claim can be
traced to its source.

The study contributes a reference architecture traced to explicit requirements, a
reproducible audit of what openly available IFC 4.3 models contain at element level, and a
structured comparison of two public BIM frameworks with an assessment of what could be
transferred. The remainder of the paper is organised as follows: the literature review
identifies the gaps and states the research questions; the materials and methods section
describes the design science process, the requirements, the model audit and the documentary
comparison; the results section answers the research questions; the discussion and conclusion
interpret the findings, state the limitations and outline further work.

Digital twin research in construction has moved from concept to taxonomy. Boje and
colleagues argued that a construction digital twin requires semantic integration of BIM with
sensor data and set directions for research (Boje et al., 2020). Sacks and colleagues framed
construction with digital twin information systems as a closed control loop over planning
and execution (Sacks et al., 2020). Reviews describe a progression of maturity in which most
reported twins remain at early levels (Deng et al., 2021: 58—83) and map applications across
the life cycle (Opoku et al., 2021).

Studies that address logistics directly link parts of the problem. Whitlock and
colleagues showed that 4D BIM exposes logistics conflicts but is limited by late involvement
of trades and continued reliance on two-dimensional plans (Whitlock et al., 2021: 325-348).
Greif and colleagues examined digital twins for construction site logistics (Greif et al., 2020).
Karmakar and colleagues automated route planning on site from BIM, explicitly limited to
internal movements (Karmakar et al., 2022: 827-844). Gehring and Riippel fused the model,
the 4D schedule and bills of quantities into a logistics twin and left supplier and vehicle
telemetry for future work (Gehring, Riippel, 2023). Internet of things platforms linked to
BIM track components and materials within single projects (Zhou et al., 2021; Yang et al.,
2024), and a review of supply chain twins maps challenges to solutions largely borrowed
from other industries (Bakhshi et al., 2024).

Research on the common data environment (CDE) treats it as an information
management tool. Seyis and Ozkan analysed the added value of CDEs for project
performance (Seyis, Ozkan, 2024: 247-263), and Jaskula and colleagues showed that running
several CDEs at once undermines accountability and reliability of data (Jaskula et al., 2025:
1522-1541). Neither line of work connects the CDE to logistics data flows. Spanish
published cases of BIM-based twins concern operation rather than logistics: a railway station
on the Bilbao—Orduiia line (Pavon et al., 2025: 747-762), port asset management (Gonzalez-
Cancelas et al., 2025) and BIM-GIS integration for an urban ring road (Cepa et al., 2024).

Three gaps follow from the reviewed literature. No study found links an ISO 19650
CDE, open IFC models, a transport management system and sensor data in one architecture
evaluated against explicit requirements. No study measures whether the models that clients
will receive contain the element-level information logistics needs. No study compares the
Spanish and Kazakh BIM frameworks with a view to transfer. The research questions are
therefore: RQ1 — which requirements must an integration architecture meet to support
construction and industrial transport logistics, and how can it meet them? RQ2 — to what
extent do openly available IFC 4.3 models satisfy the element-level information
requirements of logistics? RQ3 — which elements of Spain's public BIM framework are
transferable to Kazakhstan, and under what conditions?
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Materials and Methods.

The study follows design science research, which builds and evaluates artefacts
against stated problems (Hevner et al., 2004: 75-106), using the process of problem
identification, objectives, design, demonstration, evaluation and communication (Peffers et
al., 2007: 45-77). The observed evidence (model content, regulatory text) is kept separate
from the proposed artefact throughout. The working hypothesis for RQ2 is that reference
models satisfy identity and location requirements but not quantity, weight and schedule
requirements; it is tested on public models rather than assumed. Each result is labelled by
type: the model audit and the geometry test are computed from open data; the framework
comparison is documentary; the architecture and the scenario walk-through are design
artefacts. Results are reported in the order RQ2, RQ3, RQI, because the assessment of
requirement coverage (RQ1) draws on the audit and the comparison.

Requirements. Eight architecture requirements were derived (Table 1). Sources are
the information management principles of ISO 19650-1 and -2 (ISO 19650-1, 2018; ISO
19650-2, 2018), the IFC data schema including the IFC 4.3 extensions for rail, road, ports
and bridges (ISO 16739-1, 2024), the level of information need concept (ISO 7817-1, 2024)
and the logistics gaps identified in the review. Each requirement is traced to architecture
components and to the evaluation used.

Table 1 — Architecture requirements and their traceability

ID Requirement Source Component Evaluation

AR1 |One governed source of asset ISO 19650-1, -2 CDE Analytical
information with status control

AR2 | Vendor-neutral exchange of models ISO 16739-1; Spanish | CDE (IFC, BCF) Documentary
and issues Plan

AR3 | Element-level link between logistics | Gehring, Riippel, Integration service IFC audit (L1, L7)
objects and model elements 2023

AR4 | Event-driven propagation of transport | Karmakar et al., Integration service, Scenario walk-
and sensor events to schedule and 2022; Sacks et al., adapters through
model 2020

ARS | Supply of quantities and weights ISO 7817-1 Enrichment service IFC audit (L3-L5),
missing from models geometry test

AR6 | Georeferencing for GIS and route data | Spanish Plan, section | CDE, GIS adapter IFC audit (project

4.8 level)

AR7 |Roles, access control and audit trail ISO 19650-1; Jaskula | Governance service Analytical
across parties et al., 2025

ARS8 |Information delivered at the level ISO 7817-1 Governance, Analytical
needed by each logistics use enrichment

Source: compiled by the author. CDE — common data environment; BCF — BIM
Collaboration Format; L1-L10 — element-level information requirements (see Materials and
methods and Table 2).

The architecture (Figure 1) has three layers. Existing systems remain the sources:
authoring tools, the 4D schedule, the transport or fleet management system (TMS), sensors,
supplier systems and geoinformation. The integration layer adds three components: a CDE
following ISO 19650 with IFC 4.3 and BCF as exchange formats; an integration service with
an event bus and adapters that maintains canonical logistics objects (delivery, trip, slot)
linked to IFC Globallds and schedule tasks; and an enrichment service that derives missing
quantities from geometry and weights from a material catalogue. Services on top provide a
logistics twin view, decision support, governance and reporting to the client.
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Sources
Authoring tools 4D schedule / Transport / fleet loT: gate readers, Procurement / GIS and national
(BIM models) project planning management (TMS) GNSS, sensors supplier systems geoinformation
Integration IayJ, l l l
Common data environment (ISO 19650) Integration service (event bus + adapters) Enrichment service
WIP - shared - published - archived <> canonical logistics objects linked to <> quantities from geometry;
IFC 4.3 (ISO 16739-1), BCF IFC Globalld; schedule task; trip; delivery weight from material catalogue

Services and users

Logistics digital twin view Decision support: delivery Data governance: roles, Client / authority
(model + schedule + live slots, re-scheduling, access control, audit trail, reporting (as-built model
vehicle and material status) trip re-assignment level of information need envelope to geo-bases)

Shaded: components proposed in this study; plain boxes in the source row: existing systems

Fig. 1. Reference architecture for BIM-enabled logistics integration

Source: designed by the author. TMS — transport management system; GNSS — global
navigation satellite system; WIP — work in progress.

The architecture was walked through for one scenario: a supplier reports a later arrival for
a delivery of structural elements (Figure 2). The integration service resolves the delivery to model
elements by Globalld, retrieves location and quantities, identifies the affected schedule tasks,
presents the site logistics manager with options, returns the decision to the TMS and records the
status on the elements. The scenario was used to check that every message has a defined source,
identifier and receiver.

Integration CDE / model 4D schedule Site logistics

™S service manager

1 ETA change event (trip, delivery IDs)

2 resolve delivery - IFC Globallds

3 elements, zone, quantities

4 affected tasks; float check

5 revised start dates

alert + options: swap slot / re-assign tri|

7 decision

8 updated slot / trip

9 status attribute on elements (BCF issue if needed)

Fig. 2. Information exchange sequence for a delayed delivery

Source: designed by the author. ETA — estimated time of arrival.

Model audit (RQ2). Ten IFC 4.3 ADD2 models from the buildingSMART International
certification datasets were analysed: Building-Architecture, -Hvac, -Landscaping and -Structural,
and Infra-Bridge, -Electrical, -Landscaping, -Plumbing, -Rail and -Road (buildingSMART
International, 2026). The files are published under the CC BY 4.0 licence; the repository state used
1s commit 80d976a of 4 September 2026. All instances of IfcElement except feature elements

926 This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives @
4.0 International License @ s




Industrial Transport of Kazakhstan. Vol.23 (3). 2026

(openings) were counted as physical elements. The count includes 80 geographic elements (terrain
and vegetation), 18 element assemblies, whose parts are also counted, and 18 proxy elements; a
sensitivity count without geographic elements and assemblies is reported. For each element ten
information requirements were tested: L1 persistent identifier; L2 classification reference on the
element or its type; L3 element quantity set; L4 weight quantity; L5 weight derivable, that is, a
volume quantity together with a material density; L6 material association on the element or its
type; L7 spatial containment or aggregation; L8 type object; L9 property set; L10 assignment to a
process (task). In addition, every material defined in the models was checked for a density
property. Georeferencing (IfcMapConversion) was tested per model. As a check on enrichment,
element volumes were computed from the triangulated geometry; each mesh was tested for closure
(every edge shared by exactly two triangles), and computed volumes were compared with stored
volume quantities where both existed. The audit was implemented in Python 3.13 with
IfcOpenShell 0.9.0; scripts and outputs are retained.

Documentary comparison (RQ3). The Spanish BIM Plan for public procurement (Orden
PCM/818/2023, 2023), the Spanish public procurement law (Ley 9/2017, 2017: additional
provision 15, para. 6), Royal Decree 1515/2018 establishing the interministerial BIM commission
(Real Decreto 1515/2018, 2018) and the Kazakh Construction Code (Construction Code of the
Republic of Kazakhstan, 2026) were compared on seven criteria fixed in advance: legal basis,
trigger, maturity levels, standards, data environment, geoinformation and governance body. Full
texts were read on the official portals; statements are limited to what the texts contain.

Results.

RQ2 — model content (computed from open data). The ten models contain 348 physical
elements (Table 2). All of them have a Globalld (L1) and a spatial containment or aggregation
relation (L7), and all ten models are georeferenced through IfcMapConversion. Materials (L6) are
assigned to 94 % of elements and type objects (L8) to 93 %. The information that logistics needs
most is largely absent: pooled over all models, quantity sets are present for 9 % of elements,
classification references for 16% and property sets for 14 %; no element carries a weight or an
assignment to a schedule task. None of the 62 materials defined in the models carries a density
property, so weight cannot be derived from the models alone (L5). The pooled shares are
dominated by Infra-Landscaping (111 of 348 elements), which holds 55 of the 56 classified
elements and 48 of the 49 elements with property sets; the unweighted means across models are
6.6 % for classification, 14.3 % for quantity sets and 5.1 % for property sets. Without geographic
elements and assemblies (250 elements), the shares are 0 % for classification, 13 % for quantity
sets, 0 % for property sets, 99 % for materials and 90 % for type objects. The working hypothesis
for RQ2 is therefore supported for these models.

Table 2 — Share of physical elements meeting logistics information requirements in IFC
4.3 reference models

Model Elements | L2 class. | L3 qty L4 L5 L6 mat. | L8 type | L9 Pset | LI10

set weight | weight task

deriv.

Building-Architecture 13 0% 54% 0% 0% 92% 92% 8% 0%
Building-Hvac 6 0% 0% 0% 0% 100% 100% 0% 0%
Building-Landscaping 6 17% 0% 0% 0% 100% 100% 0% 0%
Building-Structural 17 0% 59% 0% 0% 94% 100% 0% 0%
Infra-Bridge 50 0% 30% 0% 0% 96% 92% 0% 0%
Infra-Electrical 6 0% 0% 0% 0% 100% 100% 0% 0%
Infra-Landscaping 111 50% 0% 0% 0% 91% 96% 43% 0%
Infra-Plumbing 29 0% 0% 0% 0% 93% 100% 0% 0%
Infra-Rail 75 0% 0% 0% 0% 97% 100% 0% 0%
Infra-Road 35 0% 0% 0% 0% 94% 54% 0% 0%
All models 348 16% 9% 0% 0% 94% 93% 14% 0%
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Source: author's analysis of buildingSMART International IFC 4.3 ADD?2 certification
models (CC BY 4.0). L1 (identifier) and L7 (spatial containment or aggregation) were met by
100% of elements in all models and are omitted. Shares are pooled over elements. class. —
classification; qty — quantity; deriv. — derivable from volume and density; mat. — material; Pset —
property set.

Of the 348 elements, 324 have a geometric representation, and a positive volume could be
computed from the triangulated geometry for all 324 of them; 294 of these meshes are closed. For
the 32 elements that also carry a stored volume quantity, the computed and stored volumes agree
to within 0.0001%. Volumes, though not other quantity types, can therefore be derived by the
enrichment service; the volumes of the 30 open meshes, mostly terrain and landscape surfaces,
should not be used without inspection. Weight cannot be derived, because no material in the
models carries a density. This splits AR5 into a part that can be automated from the model and a
part that requires an external material catalogue.

RQ3 — documentary comparison. Table 3 summarises the comparison. Spain combines a
general legal permission in procurement law, under which contracting authorities may require BIM
tools for works and related contracts (Ley 9/2017, 2017: additional provision 15, para. 6), with a
plan that makes BIM mandatory by contract value and date (Plan, section 4.3): for contracts of
€5,382,000 or more, from 1 April 2024 at the initial level, 1 October 2025 at the medium level, 1
October 2027 at the advanced level and 1 April 2030 at the integrated level; for contracts from
€2,000,000 to below €5,382,000, the initial level is recommended from 1 April 2024 and the initial,
medium and advanced levels become mandatory on the three later dates. The Plan defines five
BIM levels — pre-BIM, initial, medium, advanced and integrated — across four categories (strategy,
processes, technology support, people) and defines the CDE (section 4.9), lists the applicable
standards, including IFC under the UNE-EN ISO 16739 series (section 4.6), and provides for the
submission of models to national digital geoinformation bases (section 4.8). Kazakhstan's Code
makes information modelling technology mandatory for the types of construction objects listed by
the authorised body (art. 62, para. 1), delegates requirements for information management,
including the composition of digital models at life-cycle stages, to state normative documents (art.
62, para. 2), and declares the data of the state urban planning cadastre a state digital resource (art.
63, para. 3). Neither text contains provisions on logistics data: the Spanish Plan does not mention
logistics, and the term does not occur in the Russian-language text of the Kazakh Code.

Table 3 — Comparison of Spanish and Kazakh BIM frameworks and assessed transferability

Criterion Spain Kazakhstan Transferability
Legal basis Ley 9/2017 (add. provision 15.6) Construction Code 2026, art. 62 Equivalent basis exists
permits requiring BIM; Orden
PCM/818/2023 approves the BIM
Plan
Trigger Contract value thresholds with dates, | List of object types approved by | Primary: value-and-date
2024-2030 (section 4.3) the authorised body (art. 62.1) staging as a complement
Maturity levels Five levels across four categories Not established in the Code Secondary: through a
(section 4.9) normative document
Standards IFC (UNE-EN ISO 16739) and other Delegated to state normative Primary: explicit IFC
standards listed (section 4.6) documents (art. 62.2) requirement
Data environment | CDE defined in the Plan (section 4.9) Not defined in the Code Secondary: through
normative documents
Geoinformation Submission of models to national Urban planning cadastre data as a Secondary: via the
digital geoinformation bases (section | state digital resource (art. 63.3) cadastre
4.8)
Governance body Interministerial BIM Commission Authorised body for architecture, | Equivalent body exists
(RD 1515/2018) urban planning and construction
Logistics data Not addressed Not addressed Gap in both; contractual
requirements needed
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Source: compiled by the author from Orden PCM/818/2023 (BOE-A-2023-16784), Royal
Decree 1515/2018 and the Construction Code of the Republic of Kazakhstan of 9 January 2026
No. 253-VIII. The transferability column is the author's assessment, not a legal opinion.

RQ1 — requirement coverage (design artefact). In a single-scenario walk-through every
message had a defined source, identifier and receiver, so AR3 and AR4 are addressed by the design
on the condition that Globallds are kept stable between model versions. AR1, AR2 and AR7 are
addressed by the CDE and governance components by design; this rests on analytical and
documentary assessment only and has not been tested. AR6 is met at project level by all audited
models. AR5 is met only partly: volumes can be derived, weights cannot without an external
catalogue. ARS8 depends on the client stating the level of information need for logistics uses, which
neither framework requires. Compared with point-to-point links among the six source systems,
which would need up to fifteen interfaces, the hub design needs six adapters; this is an arithmetic
property of the design, not a measured saving.

Discussion.

The audit shows where the information gap lies. Identity, location and georeferencing — the
elements that allow a delivery to be linked to the right place in the model — are present. Quantities,
weights, classifications and links to the schedule — the elements that allow a delivery to be planned
and loaded — are not. This is consistent with the finding by Whitlock and colleagues that logistics
planning still relies on information outside the model (Whitlock et al., 2021: 325-348) and with
the scope limits reported by Gehring and Riippel, whose logistics twin left supplier and vehicle
data for future work (Gehring, Riippel, 2023). The practical implication is that clients who want
logistics to use the model must state logistics information requirements in their exchange
requirements, and that an enrichment step is needed regardless.

The reference models are certification datasets, built to test software rather than to represent
delivered projects. Their results indicate what the schema permits and what a minimal model
contains; production models may carry more quantities and classifications. The audit is
reproducible and can be repeated on any client model, which makes it useful as an acceptance
check rather than as a statement about the industry.

On transfer, the Spanish framework offers two primary elements that Kazakhstan's Code
leaves to secondary documents: an explicit requirement for open IFC exchange and a staged
schedule tied to contract value and date. Since article 62 delegates information management
requirements and the composition of digital models to state normative documents, both appear
transferable without changing the Code; this is the author's reading of the text, not a legal opinion.
Kazakhstan's object-type list and Spain's value thresholds are different triggers but not
incompatible. The CDE definition, the maturity levels and the submission of models to
geoinformation bases are secondary candidates that could follow through the same documents.
Logistics data are a gap in both frameworks, so transfer from Spain does not close it; it must be
addressed in contract-level information requirements, which the architecture is designed to
receive.

The study has limitations. The architecture has been demonstrated by walk-through, not
implemented and measured on a project. The audit covers ten small reference models. The
documentary comparison is limited to the texts read; secondary normative documents in
Kazakhstan, including the list of object types, were not analysed. No Spanish project data were
used, and no claim is made about Spanish practice beyond the published regulatory text.

Conclusion.

The study designed a reference architecture for BIM-enabled construction and industrial
transport logistics, traced to eight explicit requirements; tested ten IFC 4.3 reference models
against ten element-level information requirements; and compared the Spanish and Kazakh public
BIM frameworks on seven criteria fixed in advance. The results are of three types: a design artefact
(the architecture and the scenario walk-through), computations on open data (the model audit and
the geometry test) and a documentary analysis (the framework comparison).
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The model audit answered RQ2. The models met identity, location and georeferencing
requirements fully: every element had a persistent identifier and a spatial containment or
aggregation relation, and every model was georeferenced. The information that logistics needs
most was largely absent: pooled over all elements, quantity sets were present for 9 % and
classification references for 16 %, and no element carried a weight or a link to a schedule task;
none of the 62 materials defined in the models carried a density. Volumes could be computed from
geometry for all elements with a representation and agreed with the stored volume quantities where
these existed, which suggests that an automated enrichment step for volumes is feasible, whereas
weights require an external material catalogue. Because the pooled shares are dominated by one
model, the unweighted model means (6.6 % for classification, 14.3 % for quantity sets, 5.1 % for
property sets) and a sensitivity count without geographic elements and assemblies (13 % with
quantity sets, 0 % with classification) were also reported; they do not change the conclusion.

The documentary comparison answered RQ3. Spain combines a general permission in
procurement law with a plan that makes BIM mandatory by contract value and date — for contracts
of €5,382,000 or more from 1 April 2024 at the initial level up to the integrated level from 1 April
2030 — while Kazakhstan makes information modelling mandatory for the types of construction
objects listed by the authorised body. Neither framework regulates logistics data. In the author's
assessment, Spain's explicit IFC requirement and its staging by contract value and date are the
primary candidates for transfer to Kazakhstan, followed by the CDE definition, the maturity levels
and the submission of models to geoinformation bases. Since article 62 of the Kazakh Construction
Code delegates requirements for information management and the composition of digital models
to state normative documents, these elements could be introduced through such documents; this is
a reading of the published texts, not a legal opinion.

For RQ1, the scenario walk-through showed that every message in a delayed-delivery
scenario had a defined source, identifier and receiver, provided that Globallds remain stable
between model versions; the requirements on the common data environment, exchange formats
and governance are addressed by design but were assessed only analytically. The requirement to
supply missing quantities and weights is met only in part.

The novelty of the work lies in combining three elements that the reviewed studies treat
separately: an integration architecture evaluated against explicit, traceable requirements; a
measured, reproducible gap between the content of openly available models and the information
that logistics needs; and a comparison of two public BIM frameworks aimed at transfer. The audit
procedure and the requirement set L1-L10 are not tied to the reference models and can be applied
to any model a client receives.

For practice, the findings suggest that clients who want models to serve logistics should
state logistics information requirements — quantities, weights or material densities, classification
and links to schedule tasks — in their exchange requirements, and should plan an enrichment step
regardless. The audit scripts can be used as an acceptance check on delivered models.

The study has limitations: the architecture was demonstrated by a walk-through rather than
implemented, the audit covers ten small certification models rather than production models, and
the secondary normative documents in Kazakhstan were not analysed. Further work should
implement the integration and enrichment services on a live project, measure information latency
and manual handovers against current practice, extend the audit to production models from Kazakh
projects, and analyse the secondary normative documents in Kazakhstan once published.
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